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Mpeancnoeue

1 PASPABOTAH O6LwecTBOM C orpaHM4YeHHOM OTBETCTBEHHOCTLIO «MHopMaLWOHHO-aHaNnMTUYECKMiA
BblUMCAUTENBHLIA UeHTp» (000 WABL), MHcTUTYTOM cucTeMHoro nporpammupoBanus M. B.T. MBaHHKUKOBa
PAH (UCM PAH)

2 BHECEH TexHW4Yeckum KOMUTETOM No cTaHgapTusaaunn TK 22 «HhopMaLMOHHBIE TEXHONOTUMN»

3 YTBEPX/EH Y BBEJEH B IEWCTBWE Mpukasom defepanbHOro areHTCTBa Mo TEXHUYECKOMY pe-
rynupoBaHuio u metponoruum ot 22 aerycta 2023 r. Ne 700-cT

4 HacTtosAwwuin ctaHaapT pa3paboTaH ¢ yYeTOM OCHOBHbIX HOPMATUBHbBIX MOMNOXEHUA MeXayHapo4HO-
ro gokymenTta ISO/IEC TS 23167:2020 «MHdopmaunoHHble TexHonornu. Obnaddble BeluncneHus. Obwme
TexHonorun u metogdel» (ISO/IEC TS 23167:2020 «Information technology — Cloud computing — Common
technologies and techniques», NEQ)

5 BBEJEH BINEPBbIE

6 d)e;:lepaanoe areHTCTBO MO TEXHNYECKOMY pPerynmpoBaHMioO 1 MeTposiormm He HeCcet OTBETCTBEHHOCTH
3a NAaTeHTHYH YNCTOTY HacToAlwero craHgoapTa

Mpasuna npumMeHeHuUss Hacmoswezo cmaHdapma ycmaHosneHbl 8 cmamee 26 ®edepanbH020 3aKOHa
om 29 uwoHa 2015 2. Ne 162-03 «0O cmandapmu3sayuu e Pocculickol ®edepayuu». VMugopmayus ob us-
MeHeHUsX K HacmosileMy cmaHdapmy nybnukyemcsl 8 exe200HOM (10 COCMOSIHUK Ha 1 SHeapsl MeKyueao
200a) uHghopmayuoHHOM ykazamerne «HayuoHanbHeie cmaHOapmei», a oguyuanbHbeIl mexkcm uaMeHeHul
U MonpasoKk — 8 exXeMecsyHOM UHOPMAUUOHHOM ykazamene «HauuoHanbHbie cmaHlapmei». B criyyae
nepecMompa (3ameHbl) UU OMMeHbl Hacmosuwe2o cmaHdapma coomeemcemayroujee ygedomieHue bydem
onybnukoeaHo & Gruxalluem 6bINYyCKe eXeMeCAYyHo20 UHOopMalUuOHHO20 yKaszamensa «HauuoHanbHble
cmaxOGapmei». Coomeememeayowas uHghopmayus, yeedoMaeHue U meKcmbl pa3Melarnmcs maKkxke 8 UH-
ghopmayUoHHOU cucmeme 06Le20 NonL308aHUss — Ha oghuluansHoM calime @edepanbHo20 azeHmcmaa rno
MmexHUYeCcKoMy peaynuposaruro U Mempornoauu e cemu MiHmepHem (www.rst.gov.ru)

© OdpopmneHue. ®IBY «UMHcTUTYT cTaHgapTuzayuny», 2023

HacToawwmin ctaHgapT He MOXeT ObITb MOMHOCTLIO MMM YACTUYHO BOCMPOU3BEOEH, TUPaXXMNPOBAH U pac-
NMPpOCTpaHeH B Ka4vecTBe OC*)MLI,MBJ'II:HOFO n3gaHua bes pa3pelieHunsa <De,qepaanoro dreHTCcTBa no TeXxHNn4ecko-
MYy perynmpoBaHvMi 1 METPOJIOTUA
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BeegeHue

O6nayHble BbIYMCNEHUS HA YpOBHe KoHLUenuuin onucaHel B FTOCT ISO/IEC 17788, a Takke B [1].

C poctom 0OBLEMOB UCMONbL30BaHUA 0OMAYHBIX BBIMUCMEHUMI YBENUYMNca M Habop oBLLEenpUHSATBIX
TEXHOMOMMIA, NpeaHas3Ha4YeHHbIX ANA NoAAepKaHWs, YNPOLWEHUA U PacLlUMPeHUst MpUMeHeHUss 0brnadHbiX Bbl-
YUCNEeHWA, a Takke Habop obLenpuHATLIX MEeTOAO0B, NO3BOMAKLWMX IDPEKTUBHO UCNONL30BaTL hYHKUNO-
HanbHble BO3MOXHOCTU 0BnadvHbix cepBuMcoB. MHOrMe 13 3TMX TEXHOMOMMIA U METOA0B NpefHa3HaqYeHbl Ans
pa3paboTunKoB U ONEpPaToOPOR, KOTOPLIE BCe Yalle paboTaloT BMecTe B paMKax YHUpULMPOBAHHOIO NoAX0aa,
nonyuymellero Ha3zeaHue DevOps (cm. 10.2). Llens Takoro noaxoda 3akni4aerca B TOM, YTOBbI yCKOPUTE U
YyMNpOCTUTL CO34aHWE M UCMOMb30BAHME PELLEHU Ha Ba3e 0BnavHbIX CEPBUCOB.

B HacTosiwem cTaHgapTe onuckiBaloTes obLme TEXHOMOTMM U METOALI, OTHOCALWMecs K 0bnadHbIiM Bbi-
YUCNEHUAM, UX CBA3L OAPYr C APYroM W NPUHLKMLI UX MCNONb30BaHUA ANS peLleHUss HEKOTOPbIX 3a4a4, CBA3aH-
HbIX C 0BNaYyHbIMKN BLIYUCIEHUAMM.

HacToqawumin cTaHgapT KacaeTcs pa3sBUBAOLLMXCA TEXHOMOIMA, KOTopble B ByayLiem noTpebyoT paspa-
©OTKKM HOBLIX CTAHOAPTOB.

HacTosawumi cTangapT npegHasHadyeH B NMepBy ovepedb ONS pa3paboTuMKOB CEPBMCOBR B KATEropuu
«lMocTaBW MK 0BNaYHbIX CEPBMCOB» W pa3paboTYMKOB OTpacneBbIX CTaH4apToB, paboTaloWwuxX C opraHm-
3aUMaMK MO cTaHgapTU3aLMK.

HacTtosawmi ctangapT HeobxogMMo NPUMEHATE C y4eToM TpeboBaHMn HOPMaTUBHbIX MPaBOBbLIX aKTOB U
cTaHgapTtoB Poccuiickon @egepaumn B obnacti 3awmnTel MHopMaumm.
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HAUMWOHANBbHBIA CTAHOAPT POCCUUCKON OEOEPALUMN

MHdopmayMoOHHbIEe TEXHONOTUMU
OBNAYHLIE BbIMUCINEHKUA
Ob6LmMe TeXHONOrMK U MeTogbl

Information technology. Cloud computing. Common technologies and techniques

DOarta eBegeHna — 2024—01—30

1 O6bnacTb npuMeHeHUus

HacTtoawumi ctaHgapT cogepxuT onvcaHre Habopa oBLwux TEXHONOrM 1 MEeTOA0B, UCMOMb3yeMbIX B
cthepe 0bnayHbIX BbiMMCNEHWA. K HUM OTHOCATCS:
BMpPTYyanbHble MalunHbl (BM) 1 runepeunzopel;
KOHTEAHEPbl U CUCTEMBI yNpaBrneHns KoHTernHepamun (CMS);
6eccepBepHbIe BbIYMCMNEHWS;
apxuWTeKTypa MUKPOCEpPBWCOB;
WHCTPYMEHTbI aBTOMaTn3aLuu;
CMCTEMbI M apxuTeKkTypa «nnatopmMa Kak ycryran»;
CEpBUCHI XPAHEHUA AaHHbIX;
cpeacTeBa obecnedeHns 6e3onacHOCTU, MacwTabupyeMocTy U CETEBOMo MOAKIMIOYEHUA B KOHTEKCTE
BblLLEYKa3aHHbIX TEXHONOMMIA 06NaYHbIX BbIYMCIIEHWIA.

2 HopmaTuUBHbIE CCbIMKN

B HacToswweM cTaHgapTe MCnofb30BaHbl HOPMaTUBHbBIE CChINTIKM Ha CNeaylLlMe cTaHgapThl:

FOCT ISO/IEC 17788—2016 WMHdopmMaLmMoHHbie TexHonornn. ObnadHble BbluMcneHna. Obuwmne nono-
KEHMA N TEPMUHONOMNSA

FOCT P MCO/M3K 17203 MHdopmauvoHHas TexHonorus. Cneyundukaumna oTkpeiToro dhopMaTa Bu3ya-
nusauum (OVF)

MOCT P MCO/M3K 18384-1 MHdopMaLWOHHbBIE TEXHONOMMK. 3TanoHHaA apxuTekTypa Ans CepBUC-OpU-
eHTUpoBaHHON apxutekTypbl (SOA RA). YacTb 1. TepmuHonorusa u koHuenumm SOA

MpumeuyaHnue — [pwn NONB30BAHUM HACTOALLMM CTAaHAAPTOM LiENecoobpasHo NpoBepuTs 4eMCTBUE CCbINoY-
HbIX CTaHAApPTOB B UH(OPMALMOHHOW cucTeMe 0BLEero nonb3oBaHna — Ha oduumansHoM cainTe denepansHOro areHT-
CTBa MO TEXHWYECKOMY PEeryriMpoBaHui0 U METPOOoTiA B CETU VIHTEPHET UMK No eXerogHoMy MHhopMaLMoHHOMY ykasa-
Teno «HaunoHanbHble cTaHOapTLI», KOTOPLIA ONyBIUMKOBaH MO COCTOAHWUIO Ha 1 SHBaps TEKYLLEro roga, U no BbINyckam
eXeMecsAYHOro MHopMaLMOHHOIO yKkasaTensa «HauuoHanbHble cTaHaapThl» 3a TeKYLWA roa. Ecnn saMeHeH CCbINOoYHBbINA
CTaHZdapT, Ha KOTOpbIA JaHa HegaTWpPOBaHHAA CCbIMKa, TO PEKOMEHOYETCA MCMOoMb30BaTh AEACTBYHOLLYID BEPCUID 3TOTO
CcTaHgapTa C y4eTOM BCEX BHECEHHBIX B JAHHYI0 BEPCUIO M3MeHEeHWA. Ecru 3aMeHeH CCbINOYHbIA CTAaHOAapT, Ha KOTOPbIN
[daHa 0aTWPOBAHHAs CChINKA, TO PEKOMEHAYETCSH UCMONb30BATL BEPCUIO 9TOM0 CTaHAAPTa C yKa3aHHbIM BbILE FO40M yT-
BEpPXOeHUs (MpuHATUA). ECnu nocne yTBep:KOeHUs HACTOSLLEro cTaHAapTa B CCbINOYHbIA CTaHAApT, Ha KOTOPLIA daHa
[OaTMPOBaHHAas CChiNKa, BHECEHO U3MEHEHWe, 3aTparMearllee NonoXeHne, Ha KOTOPOE JaHa CCbiNKa, TO 3TO NONOXeHne
pekoMeHayeTcs NpuMeHaTs Bea yyeta gaHHOro MameHeHus. ECnm cobinoyHbIl cTaHaapT oTMeHeH 6e3 3ameHsbl, TO norno-
KEHUE, B KOTOPOM [JaHa CChINIKa Ha Hero, PeKOMEHOYETCA NMPUMEHATL B YACTU, HE 3aTParvBaloLLEe 3Ty CCbINKY.

MapaHune ochbuumnansHoe
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3 TepMUHbLI 1 onpeaeneHus

B HacTosawem ctaHaapTte npuMeHeHsl TepMuHel no FOCT ISO/IEC 17788, a Takke criegyolimne TepMu-
Hbl C COOTBETCTBYIOL UMW ONpeaeneHUsMu:
3.1

rocteBas onepalMoHHas cuctema (guest operating system): OnepauuoHHas cucTema, yCTaHOBIEH-
Hasl Ha BUPTYanbHON MaLUuHe.
[FTOCT P 59163—2020, nyHkT 3.2]

3.2

XocToBas onepauuoHHasa cuctemMa (host operating system): OnepaunoHHas cuctema, B cpefie KoTo-
poin OYHKLUNOHUPYET runepemn3op.
[TOCT P 56938—2016, nyHkT 3.12]

MpumevyaHue — [NporpammHoe obecnedyeHne ANs BUPTYanuM3aunum MoXeT BKNioYaTs B ceba runepsusop n BM,
a TaKKe KOHTEMHEePHYH Cnyby U KOHTENHEpbI.

3.3 6eccepBepHbie BbluMcneHUa (serverless computing): Kateropus obnadHbix CEPBUCOB, B paMkax
KOTOpO noTpebuTenb cepBuca 0BMNadHbIX BbIYUCTIEHUA MOXET WUCNOMb30BaTb pasnuyHblie TUMbl YHKLKUO-
HamnbHbIX BO3MOXHOCTEW obnadHbix cpen 6e3 HeobxoOAWMOCTU NMPeaoCTaBneHUs, pa3BepTblBaHUs M ynpas-
NeHUsl annapaTHbLIMKU UM NPOrPaMMHBLIMKA pecypcamii, 3a UCKIMoYeHeM NpeaoCcTaBieHns Koga npunoxeHus
UMK NONb30BaTENbLCKMX AaHHbIX, o6pabaTbiBaeMbiX NPUMOKEHNEM.

MpumevaHna

1 BeccepBepHble BblMUCNEHUA 06ecnevMBaoT aBToOMaTUYeCcKoe MacllTabupoBaHMe ¢ AMHAMUYECKUM aaanTUBHbIM
BblAENEHNEM PECYPCOB MOCTaBLUMKOM 0BnavHoin crykbbl, aBTOMaTUYecKoe pacnpedeneHe pecypcoB Mo HECKOMNbKAM
obbekTam, a Takke aBToMaTM4ecKoe 0DCNyXMBaHWE U PE3EPBHOE KONMMPOBaHWE.

2 ®yHKuMKM GeccepBepHbIX BbIMUCNEHWA MHULMMPYHTCA OOHWUM UMW HECKONbKMMK COBbITUAMK, onpedeneHHbIMU
notpebuTtenem cepeuca 0bnaqHblX BbIMUCNEHWA, U MOTYT BbIMONHATLCA B TEYEHWE OrpaHWMYEeHHOro Nepruoaa BPEMEHM,
Heobxoaumoro Ans obpaboTKK KaXaoro KOHKPETHOro CoBbITUS.

3 O®yHKUMKM ©OeccepBeEpHLIX BLIMUCNEHWMA MOryT ObiTb MHWUMWPOBAHLI MPSAMbLIM BLI30BOM M3 MOOUIMBHBIX W
BeO-NpUNoXeHNA.

3.4 koHTenHepHasna cnyxba (container daemon): MporpamMHbIi CepBUC, BbINMOMHAKLLMIACS Ha onepawum-
OHHOI CMCTEME XOCTa M OTBEYaIOLLWIA 3a co34aHKe, 3aMycK U 0CTaHOBKY paboThl KOHTEMHEPOB B 3TOW CUCTEME.

3.5 cuctema ynpaBneHus KOHTelWHepaMu (container management system): MNporpammHoe obecnede-
HWe, OCYLLEeCTBALLEee yNpaBnNeHUe U OPKECTPALUI0 3K3EMMNNSAPOB KOHTEAHEPOB.

M punMmevyaHne — (DyHI{LI,VIGHaJ'IbeiE BO3MOXHOCTWU BKMOYaT B cebs nepeoHa4YanbHoOe co3jaHue W pasme-
LeHue, nnaHnpoBaHe, MOHUTOPWHT, MaCLIJTElﬁMpOBaHME.‘, obHoBMeHne u napannenbHoe pa3BepTbiBaHWE TaKuMX beHI{-
LIMOHanbHbLIX BO3MOMXHOCTEW, Kak GaﬂaHCMpOBLLI,VIKVI Harpy3kn, MeXceTeBble 3KpaHbl, BUpPTYalbHbie CEeTW W CpencTBa
MPOTOKONMPOBaHNA.

3.6 obnayHoe npunoxeHue (cloud native application): MpunoxeHue, cneunansHo paspaboTaHHoe AN
paboTbl B 06nayvHbIX cpegax v Mcnonb30BaHusa BCEX MX (DYHKLUMOHAMNbHBIX BO3MOXHOCTEN.

3.7 dyHkuuoHanbHasa gekomno3uuyma (functional decomposition): Tun mogynbHON AEKOMMO3ULWK,
B paMkax KOTOpPOW CUCTEMAa pasfensetcd Ha OTOAEMNbHbIE KOMMOHEHTbI, COOTBETCTBYHLLME OnpeaeneHHbIM
dYyHKUMAM M NOOPYHKLUUAM CUCTEMBI.

Mpumep — Hepapxudeckasa OeKOMMNO3ULUA, MOWazoeoe yayylieHue.

3.8 HenpepbIBHOE pa3BepTbiBaHue (continuous deployment): MNoaxond B nporpaMMUpoBaHnK, B pam-
Kax KOTOpOro cneuuanucTel cO30aloT NporpaMmHoe obecnedeHne B KOPOTKME LIMKIbI TaKUM 00pa3oM, YTO OHO
MOXKeT BbiTk B Moboe Bpemst onyGnnkKoBaHo AN NPOMbILLNEHHOTO MCMONB30BaHUA, a CaMm Npouecc pa3BepThi-
BaHWA B NPOM3BOACTBO aBTOMAaTU3NPOBaH.

3.9 HenpepbiBHasa goctaBka (continuous delivery): HenpepbiBHOEe pa3BepTbiBaHWe, NpU KOTOPOM 3Tan
pasBepTbiBAHUA UHULIMMPYETCA BPYYHYIO.

3.10 opkectpauua (orchestration): MeTon opraHusaumv ynpaeneHuWs cepBucamu, B KOTOPOM crneuu-
ann3anpoBaHHLIN CEpPBUC KOOPAUHUPYET U ynpaBnsaeT pyruMu arneMeHTaMu, BXOASLWMKMMY B COCTaB cepBuca.
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MpumeyaHWe — DNeMeHT, KOTOPLIA yNpaBnseT opkecTpauvel, He SBMSeTCA 4acTbio camoOl OpKecTpauuu
(ak3eMnnapom CTpyKTYpbl).

3.1

ob6paz BupTyanbHou mawwuHbl (virtual machine image): ®awnn (dainel), cogepxalinin(ne) uHgop-
MauW O KOHMUrypaumu, HacTporMKax U COCTOAHMW BUPTYarnbHOW MallWMHbI, @ TaKKe XpaHAWmnecs B Hel
nporpaMMbl M JaHHbIE.

[FOCT P 56938—2016, nyHKT 3.6]

3.12 MeTagaHHble BUpTyanbHoM MawuHbl (virtual machine metadata): MHdopmauns o koHdburypaumm
U 3anycke BUPTyanbHOW MallWHbI.

3.13 mukpocepBuc (microservice): HezaBucuMMO pa3BepTbiBAEMbLIN KOMMOHEHT, NPeaocTaBnsaLWnii
CEpBMC ONA peanu3alum KOHKPETHON OYHKLUWOHANLHOW YacTy MPUMNOKEHNS.

3.14 muMKpocepBUCHaA apxuTekTypa (microservices architecture): Moaxoa k NpoekTUMpoOBaHWIO, KOTO-
pbIA pasgensieT npurnoXeHne Ha Habop MUKPOCEPBUCOB.

3.15 cbyHkumu Kak ycnyra (functions as a service): Kateropusi obnayHoro cepsuca, B KOTOPON yHKUN-
OHanbHasA BO3MOXHOCTL, NpeanaraemMas notpebutento obnayHom cnyowl, NpeacTaeBnaeT cobo BeINONHEHWE
KoZa NpunoxeHus NnoTpebutensa obnayHolh cnyxobl B BUAE OOHON UMW HECKONMbKUX PYHKLIMIA, KaxXaas U3 KOTo-
pbiX 3anyckaetcsa cobbiTueM, 3agaHHbIM NoTpebutenem obnadvyHon cnyxobi.

3.16 6eccepBepHan 6a3a AaHHbIX (serverless database): Kateropus obnadvHbix CEpBUCOB, B KOTOPOM
hyHKUMOHANbHAaA BO3MOXKHOCTb, Npeanaraemas notpebuTento obnadHoi cnyx6bl, npeactaensiet cobon 6asy
AaHHbIX, NMOMHOCTbLIO YNPaBnsaemMyto NOCTaBLLMKOM 0BrnadYHoi cny:kObl 1 4OCTYMHYO Yepe3 NporpaMmHbIA UH-
Tepdenc npunoxenus (API).

3.17 mexceTteBon 3kpaH (firewall): NMporpammHoe U NporpamMMHO-TEXHUYECKOE CPEeACTBO, peanunayto-
lee yHKUMN KOHTPONA 1 ounsTpauun B COOTBETCTBUKM C 3a4aHHbIMK NpaBunamMu NPOXOASALLMX Yepes Hero
MHOPMaLMOHHBLIX MOTOKOB U MCMONb3yeMoe B Liensax obecneveHuns 3awmTbl (He Kpuntorpauyeckumm MeTo-
Aamu) nHdopmauun, cogepalled cBeeHWs, COCTaBNALWMe rOCY4apCTBEHHYIO TaiHy, MHOW MHOopMauun
orpaHu4eHHoro gocryna.

3.18 peecTp KoHTelHepoRB (container registry): KoOMNoHeHT, 06ecneyvBaoLLni BOZMOXHOCTL XPAHEHNUS
u goctyna k obpasam KOHTENHEPOB.

3.19 6nuzocTtb pecypcoB (resource affinity): PasmewleHne aByx nnu Bonee pecypcoB B Henocpes-
CTBEHHOI DNM30CTK Opyr OT gpyra.

MpumedyaHue — CroOBOCOYETAHWE B HEMOCPEOCTBEHHON BNM30CTWM Apyr oT Apyra» nogpasyMeBaeT Takue
dpaKTopbl, KaK CKOPOCTL AOCTYNa UMK BbICOKAsA MPOMyCcKHas crnocobHOCTL COeAMHEHWS MEXY pecypcamu.

4 CokpalweHusa n o6o3Ha4YeHuUs

B HacTodAlwemM cTaHgapTe NpUMeEHEHbLI criedyrollne cokpalleHusa 1 06o3HaveHuns:

BM — BupTyansHaa maluvHa;
OC — onepaunoHHas cuctema,
MO — nporpaMmmHoe obecne4vyeHne;
APl — nporpammHbii uHTepdenc npunoxeHus (application programming interface);

CMS — cucTema ynpasneHus KoHTelHepamu (container management system);

CSC — noTtpebutens obnavyHon cnyxoel (cloud service customer);

CSP — nocTaBwumk obnadHon cnyx6bl (cloud service provider);

DDoS — ortka3s B obcnyxusaHum (distributed Denial of Service);

DevOps— MeTogornorna aBToMaTth3aunu, OGBE,EIMHHIOLIJ,GFI paapaGOTKy nporpamMmmHoOro obecnevyeHus
M NpoOMbIlLITEHHOE NCNONBb30OBAHWE C Uenbl COKpalWeHWA ONMUTeNnbHOCTU orlepau,mﬁ B XoOe
XW3HEHHOTO UUKna pa3p860TKVI 1N CONPOBOXOEHNA;

DevSecOps — pacwupeHHan metogonorns DevOps, Bknovawwas B cebs dyHkunm obecnedeHms 6esonac-
HOCTW B Ka4eCcTBe BaXKHON W HEOTbEMMNEMOoW YacTu Npoueccos paspabotku n NT-onepauunin;

DNS — cnyxba gomeHHbIX uMeH (domain name service);
DSaaS — xpaHeHue gaHHbIX kak ycnyra (data storage as a service);
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Faas — dyHkumsa kak ycnyra (functions as a service);
GUI — rpadmueckuin nHTepdeic none3osaTtens (graphical user interface);
HTTP — npotokon nepegauun runeprtekcta (hypertext transfer protocol);
laaS — uwHdpacTpykTypa kak ycnyra (infrastructure as a service);
IP — wHTepHeT-npoTokon (internet protocol);
MAC — koHTponb AocTyna K HocuTensam uHdgopmauum (media access control);

OCIl — npoekT Linux Foundation gnsa pa3paboTku OTKpbIThIX CTAaHAAPTOB AN BMpPTyanusauuu Ha
YpOBHE OMepaLWoHHOW CWUCTEeMbl, Mpexae Bcero KoHTeWHepor Linux (open containers
initiative);

OVF — OTKpbITbIA CTaHAAPT ANS XPaHEHWUSA W pacnpoCcTpaHeHWsl BUPTyarnbHbIX MaluH (open virtual-
ization format);

PaaS — nnatdopma kak ycnyra (platform as a service);

SaaS — nporpammHoe obecneveHune Kak ycnyra (software as a service);
SOA — cepBWC-OpMEHTMPOBaHHAs apxuTekTypa (service-oriented architecture);
VPN — BupTyaneHasa 4YactHasa ceTb (virtual private network).

5 O630p 0OWMX TEXHONMOIMA N METOAOB, UCNOJb3yeMbIX B chepe obnayHbIX
BbIYUCNEHUN

5.1 O6wme nonoxeHus

HacTtosilmin cTaHgapT COAEPKWT onucaHne Habopa obLMx TeXHOMOrnhn U MeTOAOB, MCNOMb3YEMbIX B
cdhepe 0brnayHbIX BbIYNCIIEHWNA.

ObLas TexHoMNorMa — 3TO TEXHOMOMS, KOTOpPasa UCMONb3yeTca ANA peanusaumy OgHOro UMM HeCKONb-
KMX PYHKLNOHAMBHBIX KOMMOHEHTOB 0BMaYyHbIX BelUMCNEHUA, onucanHbix B [1]. O6Lme TexHonorum, kak npa-
BWUIO, ABMNSKOTCH YacTbio 0BNaqYHOro cepBrUca Uy NpUMEHSIOTCA NPU UCMONb30BaHUKM 0bna4YHoro cepeuca.

OBLwKin MeTon — 3TO MeTo[ UMK NMoaxo K BbINMOMHEHWIO OTAEeNbHbIX OeNCTBUIA, CBA3AHHbLIX C 0bnayvHbl-
MW BblducrieHmamu (cm. [1]). Obwme MeTodbl, Kak NpaBuno, npegHasHadyeHbl Nubo gns Toro, 4Tobbl ynpocTuTh
NCNoMb30BaHWe obradHbix cepBucoB, NMbo ans Toro, 4To6bl 06ecneYnTs MCNoNL30BaHMe BCex (PYHKUMOHAMNb-
HbIX BO3MOMHOCTEN, NpefocTaBnsieMblx 0bnayHsIMK cepBucami.

MHorve u3 0BLLMX TEXHONOMMIA U METOL4OB UCMNOMNb3YTCA COBMECTHO B Npouecce paspaboTki 1 paboTel
06naYvHbIX NPUMOXKEHWNA.

5.2 TexHonoruun

5.2.1 O0wme nonoxeHun

OBLmMe TEXHONOMMW B OCHOBHOM OTHOCATCS K BUPTYanu3aLumy U KOHTPOIIK, a Takke YNpaBneHuo BUPTY-
anu3vpoBaHHbLIMKU pecypcaMiu B npouecce pa3paboTku v paboTbl obnadHbix npunoxeHuin. ObnayHoe npuno-
}eHue — 3TO NPUNOoXKeHWe, cneumansHo paspabotadHoe anst paboTel B obnake, a Takke ANs UCNOMNb30BaHUS
hYHKUMOHATNbHbIX BO3MOXHOCTEW W cpefbl 06nayHbix cepBMCOB. OTU TEXHONOMMU KAcatoTCA TPEX OCHOBHbIX
annapaTHbIX pecypcoB — pecypcoB ans obpaboTkun, XxpaHeHUs AaHHbIX U CETEBOM0 NOAKMIYEHUS, a TaKkKe
nnatgopmMeHHbIX PYHKUMOHAMNbHbLIX BO3MOXHOCTEN 06NaqYHOro cepBuca, onpefeneHe KoTopbix NpUBeaeHo
B [1], 9.2.4.2. Cpenu 3TUX TEXHOMOIUA UMEKTCA creayoLlne:

- Ons BUPTyanuaupoBaHHo 06paboTkm ucnonbsytotea BM v runepeusopsl (cM. pasgen 6), KOHTEWHephI
(cMm. pasgen 7), beccepBepHbie BelYUCNeHUs (CM. pasgen 8);

- AN BUPTYanu3MpoBaHHOMO XPaHeHUs AaHHbIX UCMONb3YTCA pas3nvMyHble BapuaHTbl XpaHeHUs AaH-
Hbix kak ycryru (Data Storage as a Service) (cm. pasgen 12);

- BUPTYanu3WpoBaHHblE CETW SABMAKTCA OAHOW M3 OCHOBHbLIX FPYNM TEXHOMOrWA ANA npefocTaene-
HUS U MCNOMNb30BaHUS YHKUMOHAMNBHBIX BO3MOXHOCTEW CETEW NPUMEHUTENBHO K ObnadHbiM cepBUCaM
(cm. pasgen 13);

- kateropus obnayHbix cepeucoB «lnatdopma kak ycnyra» npegHasHadeHa ans 6onee 6bicTpoid pas-
paboTkK, TeCTUPOBaHNS U BbiNycka 0bnadHbIX NpunoxeHuit (cMm. pasgen 11).

TexHonoruu obecneyeHns 6e30MaCHOCTA M MacLITabMpyeMOCTH MPUMEHSIIOTCA B LLENIOM KO BCEM TuUnam
obrayHbIX CEepPBMCOB, XOTS SIBHOE UCMONb30BaHWe 3TUX TeXHONorni notpebutenem cepeuca obrnavHbIX Bbl-
yucneHuii Gonee xapakTepHO ANA OTAENBHLIX TUNOB 06nayHbIX cepBUCOB (CM. pasgens! 14 u 15).
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5.2.2 Tun nHdpacTpyKTYpPHbIX PYHKUMOHANbHbIX BO3MOXHOCTeA 06Na4yHbiX CepBUCOB

B pamkax nHpacTpyKTYpHbIX hyHKLUUOHAMNbHbLIX BO3MOXHOCTEN 06nayYHbIX CEPBUCOB, Kak NpaBumno, Uc-
NonNb3ylTCH criedywme TEXHONOMUK:

- BM;

- KOHTENHeps!;

- BUPTYanu3vpoBaHHOE XpaHunuuie;

- BUPTYanu3upoBaHHbIE CeTw;

- cucTembl De3onacHOCTH.

5.2.3 NnardopmeHHble pyHKLUUMOHaNbHbLIE BO3MOXHOCTU 06navHbIX CEPBUCOB

B pamkax nnatgopMeHHbIX YHKLUOHAMNBHBIX BO3MOXHOCTEN 00NaYvyHbIX CEpBUCOB 0ObIYHO UCNOMNb3Y-
loTCA crnegyrolme TeXHONoruu:

- KOHTEWHepbl;

- BeccepBepHble BbIMNCNEHUS;

- obnayHble cepBuckl Paas;

- BUPTYyanuavpoBaHHOe XpaHunuuie;

- BUPTYyanuauvpoBaHHbIe CeTu,

- cucTeMbl Be3onacHoCTu.

5.2.4 NpuknagHble hyHKLUMOHaNbHbIE BO3MOXHOCTU 0BNayYHbIX CEpBUCOB

B pamkax npuknagHbix yHKLUOHAMNBHBIX BO3MOXHOCTEN 0OnaYyHbiX CEPBMCOB OBbLIYHO MCMOMb3YOTCS
cnegytouime TEXHOMOIMM:

- BUPTYanuavpoBaHHOe XpaHunuuie;

- BUPTYanuaupoBaHHbIE CeTH,

- cuctema DesonacHoCTU.

5.3 MeToab!

O6wue meToabl, Kak NPaBuIio, NPUMEHAIOTCH KO BCEM KaTeropusm obnaqHbiX CEPBUCOB, XOTA OTAEMb-
Hble MeTofbl MoryT Bonee adhchekTUBHO paboTaTe ¢ OOHMMU KaTeropusamMu obrnayHbIX CEPBUCOB, YEM C OpY-
TMMUA.

OpkecTpaumsa 1 ynpaeneHue BUPTYanM3MpOBaHHLIMU PecypcaMu OCYLLECTEMAAITCS C MOMOLULID COOT-
BETCTBYIOLLErD UHCTPYyMeHTapus, Bkntodas CMS (cm. pasgen 10 n 7.4).

Kak npaBuno, B 06nayYyHbix BbIYMCINEHWUAX NCNOMb3YIOT Creaylwme MeTogbl:

- pasnu4Hble BUAblI aBTOMaTM3auum, npumMeHsiemele Bo Beex npoueccax DevOps (cm. paszgen 10);

- nopgxonbl kobecneyeHuo MacllTabupyeMoCcTu, Takne kak napannenbHele 3k3eMnnspbl (CM. paszgen 14);

- nogxopn K NpOeKTUPOBAHMK NMPUMOKEHWIA U CUCTEM Ha OCHOBE MUKPOCEPBMCOR (cM. pasgen 9);

- MeXCeTeBble 3KpaHbl, Mg poBaHMe U MeTodbl ynpaeneHus ngeHtudukaumein n goctynom (IAM) ans
obecnevyeHns MHopmaynoHHon BesonacHocTH (cM. pazgen 15).

6 BupTyanbHble MaluHbI U TMNEepPBU30PbI

6.1 O6Wwune nonoxeHns

BM v runepBu3opbl NpeAcTaBnsAwT coboil TeXHONOrMK, KOTopbie 06ECNEYMBAOT BUPTYanN3npoBaHHYO
06paboTky (Takke U3BECTHYK Kak BUPTYanW3npOBaHHbIE BblYMCIEHMA) ANA 06NayHbIX CepBUCOB. JTU TEXHO-
norun B Nepsyo ovepedb OTHOCATCS K 0bnaYvHbIM cepBucam Tuna MHPPaCTRYKTYPHBIX YHKLUMOHAMNbHbLIX BO3-
MOXHOCTeN U laaS (MHpacTpyKTypa Kak ycnyra) cornacHo onucanuto B FOCT ISO/IEC 17788 (cm. Takke [1]).

OpHOM K13 KNoYeBLIX 0COBEHHOCTEN 0BNaYHbIX BbIYMCNEHUIA SBMNSETCS BO3IMOXHOCTL COBMECTHOIO UC-
NonNb30BaHWA PECYpPcoB. ITO UMEET BaXKHOE 3HAYEHWE HE TOMbKO ANA COKpalleHWa pacxoaoB, HO U ANA Noa-
LEpXKaHWA Ha BbICOKOM YPOBHE Takumx paboumx xapakTepucTuk, Kak maclTabupyemocTb M yCTOMYMBOCT.
COBMECTHOE UCMNONb30BaHWE BbIMMCIUTENbHbLIX PecypcoB TpebyeT onpeneneHHoro YpoBHS BUPTyanu3aumu.
BupTyanuzauusa B LenoMm 03Ha4aeT, YTo onpefeneHHbIi pecypc cTaHOBUTCS OOCTYMHLIM AN UCMNOMNb30BaHMUS
B chopMe, KoTopast (PU3NYECKN He CYLLEeCTBYET Kak TaKoBasi, HO KOTOpasi MOXeT MCMONb30BaTLCS C MOMOLL b
nporpammHoro obecneveHus. dpyrumu cnoBamu, BUpTyanuaauus obecrnevnsaeT abCcTpakTHoe NpeacTaene-
Hve 6as3oBoro pecypca, KOTopbli NpeocbpasyeTca B NporpaMMHo-onpeaensaemyto opmy AnA NCNonb30BaHUs
ApYrumu nporpaMmMHbiMp o6bektamun. MO, BbiNONHAKLWEE BAPTYanM3aumio, No3BONAET HECKONBKUM NOMNb30-
BaTensiv COBMECTHO W OAHOBPEMEHHO UCMONb30BaTh OAWH hU3UYECKUIA pecypc, He Bnuss Ha paboTy apyr
Apyra v, kak npaBuno, He 3Hasl Apyr o gpyre (cm. [2], 5.5).
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OpHUM M3 NOOXOO0B K BUPTYanu3aunn BblYMCIIMTENBHBIX PECYPCOB ABNAETCH ucnonb3oBaHne BM, 4to
npegnonaraeT Hanuvyue runepeusopa, obecnevmBatoLllero abcTpakTHOe NpeacTaBneHWe annapaTtHbiX pecyp-
COB BbLIMMCIUTENBHON CUCTEMbI U MO3BOMNSAKLEr0 Heckonbkum BM paboTaTb B 0OHOM OU3MYECKOR CUCTEME.
Mpu atom kaxnaa BM nmeeT cobeTBeHHyo rocteryto OC, Kak NoKa3aHo Ha pucyHKe 1. 3To No3BOnseT uc-
Nnonb30BaTh PECYpPChbl OAHOW CUCTEMbI HECKOMBKUMU NMPUINOXEHUAMU, paboTarolwumy B pasHbeix BM.

MMnepeuzop npegctasnset cobon, kak npaswuno, MO, koTopoe ycTaHaenvBaeTcs u ynpasnsietcs CSP.
O6na4Hbiv cepBuc, Ha 6ase koToporo pabotaet BM, npegoctaBnset Bo3moxHocTe CSU sarpyxats MO m3
obpasza BMpTyanbHOM MalKHbI M 3anyckaTtb ero Ha BM B cucteme CSP. BM ynpasnsietca runepBu3opom, HO
CSU aTtoro He BMOMT.

6.2 BHpTya.ﬂbele MallMUHblI 1 BUPTYanuiauma cCUCTeM

BM npencrasnset coboi n3onvpoBaHHyo cpey BbinonHeHus MO, koTopas ucnonb3yeT BUPTYyanuanpo-
BaHHble oM3n4ecKne BblHYMCINTENbHbIE pecypchl. [pyruMu cnoBamu, pedb naeT 0 BUpTyanuv3auuu CUCTEMBI.
MO B kaxgon BM nonyyaet TLaTenbHO KOHTPONMPYyEeMbIi AOCTYN K hu3ndeckmm pecypcam, 4Tobbl obecne-
UMTb COBMECTHOE UCMonb3oBaHue aTux pecypcos. BM, koTopble uHorga HasbiBakwTCca cucTeMHbiMu BM, npeg-
nararT LMPOKYH OYHKLMOHANBHOCTL, HEODXOOUMYI ANS BLINMOMNHEHWUS MOMHLIX cTekoB M0, BkMwYas Lensie
OC u kop npunoxeHuin, ncnoneaywwmnx OC. Kak nokasaHo Ha pucyHke 1, 3TO oTpaxaeTcs B BUAE 3NIEMEHTOB
«loctesas OC» u «lMpunoxeHne N» B Kaxgon BM.

Llens BM — obecneunTb 0gHOBPEMEHHY paboTy HECKOIbKMX MPUMOKEHWA B OQHOW annapaTHOW cu-
cteme. [1py 3TOM 3TU NPUNOXEHWUS OCTAKOTCA M30NMUMPOBaHHbBIMKU Apyr oT apyra. 0, paboTarwllee B kaxaon
BM, umeeT cBoe cobCTBEHHOE CUMCTEMHOE annapaTHoe obecneyeHue, Takoe Kak MpoLeccop, onepaTuBHas
namMsaTb, OOHO UIW HECKOMLKO YCTPONCTB ANSA XpaHeHWs OaHHbIX U ceTeBoe obopyaoBaHue. Mi3onMpoBaHHOCTL
o3HauaeT, uto MO, paboTatlLee B ogHoi BM, otgeneHo ot MO, paboTtatoiero B apyrux BM B Toi e cucteme,
1 ato O HuKak He nepecekaeTca Apyr ¢ agpyrom. Taike oHo otaeneHo ot OC xocTa. Buptyanusauusa obbl4HO
03HayaeT, YTO YacTb AOCTYMHbIX (PU3NHECKNX BbIYMCIUTENbLHBIX PECYPCOB MOXET ObiTh NpeaocTaBneHa Kax-
aon BM, HanpvmMep: orpaHu4yeHHoe KONMWMYecTBO NMPOLEecCopoB, OrpaHMyYeHHbln 00beM onepaTtvBHON NamMsaTH,
orpaHu4yeHHoe NPOCTPaHCTBO ANS XpaHeHUs OaHHbIX U KOHTPONMPYeMbIN JOCTYN K CEeTU.

Kaxgaa BM cogoepXuT nonHbld ctek MO, HaunHasa ¢ onepaunoHHOW CUCTEMbl M 3akaH4YMBasa nwbbiM
apyrum MO, HeobxoguMbiM Ans paboThl 0QHOTO UK Bonee NPUINOXeHWI, BeinonHAeMbix B BM. MNporpamMHbIi
CTEK MOXET ObiTb O4EHb MPOCTbIM (Hanpumep, cOGCTBEHHOE MPUMOXKEeHWe, HanncCaHHoe Ha A3blKe Nporpam-
muposaHust C, ucnonb3ytolee ToNbKo yHKLMK, npegoctaBnsemble camoin OC) nnm crnoxHbiM [Hanpumep,
NPWUIOKEHWe, HaNMcaHHOe Ha A3blke nporpammMmupoBanna Java™, ons koToporo TpebyeTcs cpefa BbinonHe-
HWA 1 KOTOPOE aKTUBHO MCMNOMb3ayeT BMBNMoTEKM 1 (MMU) CEPBUCHI, KOTOPLIX HET B ONEPALNOHHOR CUCTEME U
KOTOpble AOMKHbI NPEeAOCTaBNATLCS OTAENBHO].

Kaxxgasa BM moxeT B npuHUMne cogepxatb nobyto OC. PaznuuHslie BM Ha ogHo annapaTHoi cucteme
MoryT pabotaTte nop ynpaBrneHvem coBeplleHHo pasHbix OC, Ttakmx kak Linux n Windows. EanHcTBeHHOE
TpeboBaHue 3akniodaeTca B Tom, YTo Bee MO, BeinonHsemoe B BM, gomkHo ObiTe paspabotaHo gns anna-
PaTHON apXMTEKTYPbl MMEHHO 3TOM CUCTEMbI, MOCKOMbLKY annapaTtHoe obecnedeHrne BUPTYanu3nMpyeTcs, a He
amynupyeTcsa. Tak, HanpuMep, NPOrpamMMHBIA KoL, CO3OaHHbIA Ans apxutektypel ARM, He Byaet paboTtats B
BM, zanyuieHHol B cucTteme Ha base apxutekTyphl Intel x86.

6.3 NTMnepBuU3ops.I

6.3.1 O6wuKe nonoxeHnn

MMnepBM30pbI, KOTOPbIE TAaKXKe MHOTrOa HasbiBatoTcAa MoHUTopamu BM, npeacraenstoT cobon MO, koTopoe
BUPTYanuanpyeT dusmyeckme pecypckl U No3BonseT 3anyckate BM. BupTyanusaumsi o3HadaeT ynpasneHue
abCcTpakTHBIM NpeacTaBneHnemM U3anNYecknx pecypcoB cucTeMbl. [MnepBu3opel Takke ynpaensawT paboToin
BM. Mmnepsu3op pacnpenensieT pecypchl Ana Kaxgon 3anyweHHon BM, Bkntouas npoueccop, onepaTyuBHYIO
namsaTb, CUCTEMY XPaHEHWS OaHHbIX U CETEBLIE KOMMOHEHTbI, @ TaKKe NPOMNYCKHY CNOCOBHOCT.

MMnepBu30pbl OLIBAIOT OBYX TUMOB:

- aBTOHOMHbIe (Tun I);

- Ha ocHoBe Ba3zoson OC (tun Il).

Munepeuaopsl TUNa | moryT pabotate GeicTpee U 3ddeKTMBHEE, MOCKONbKY ANs HUX He Tpebyetca OC
xocTa. MMnepsuzopsl TuNa |l MmoryT paboTtate MeaneHHee, HO OHW UMEKT pA4 MPEVMMYLLECTB: OTNIMYAIOTCH NPOo-
CTOTOW HACTPOWKM U COBMECTMMbI C DONbLUMM KONMMYECTBOM annapaTtHoro obecnevyeHnsi, Yem rvnepBu3opsbl
Tuna |. 370 CBA3AHO C TeM, YTO ANs rMNepBu3opoB TMna | HeoBxogMMOo yYUTEIBaTL OCOBEHHOCTM annapaTHoro
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obecneyeHns, B TO BPeMsl Kak runepsBu3opbl TMna |l Mcnonb3yloT npermMyLliecTBa annapaTHOW Noaaepkku,
BcTpoeHHon B OC xocTa.

6.3.2 N'MnepBuzopel TUNa |

anepawaopbl Tuna | paﬁDTEIOT HenocpenCcTBeHHO Ha OCHOBe annapaTtHoro obecnevyeHnsa cUcTembl U

HanpaMyr ynpaensoT UM, Tak xe kak u BM. MpuHuun opraHm3aunm cucTemMel, UCNOMb3YIOWENR TMNepBr3op
Thna |, nokasaH Ha pucyHke 1.

locTeBas OC locteran OC locteBas OC

BM1 BM2 BM3

MnepBu3op TUnNa |

PucyHok 1 — BupTtyanusauua annapartHoro obecneyeHuns runepsmMsopom tuna |

6.3.3 N'MnepBuzopk! Tuna ll
Minepsusopsl Tvna |l paGotatoT nosepx OC xocTa, a TouHee, gpa OC xocTta. MmernHo OC xocTa ynpase-
nseT annapartHeiM obecrnedyeHnemM CMCTeMbl, a TMNEPBM30P UCNONb3yeT ee PYHKUMOHANbHbIE BO3ZMOXKHOCTY

ans paboTbl 1 ynpaeneHns BM. MpuHUMN opraHn3auumM cucTemsl, UCnonb3aylolei runepeusop Tvuna I, no-
KasaH Ha pUCyHKe 2.

OC xocTa

locteras OC ['octeBas OC locteBasa OC

BM1 BM2

'Mnepeusop tuna ll

Aapo OC xocta '

PucyHok 2 — BupTtyanusauns annapaTtHoro obecnedeHus runepsnsopom tuna ll
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6.4 BezonacHocTb BM u runepBusopoB

[Ons annapaTHbIX CUCTEM OMNepaLnoHHas CMCTEMa MMEET Camblil BbICOKMA YPOBEHb MPUBMMErUA, Mo-
CKOMNbKY OHa [OOMKHa KOHTPONUPOBAaTh AOCTYN KO BCEM annapartHelM pecypcam. OgHako B criydae ¢ XOCTOM
runepevM3opa nocrnegHWA OOMKEH KOHTPONMpoBaTb Becb AOCTYN rocTeBbix BM Kk pecypcam nmpoueccopa u
onepatMBHON namaTK (obecneymBas BUPTyanu3auui npoueccopa u namaTun), NoaToMy OH AorkeH paboratb
Ha Bonee BbICOKOM YPOBHe npuBunervid, yem ece BM. [lns aToro runepBu3opbl ycTaHaBNMBaKTCA Ha annapar-
HbIX CUCTEMAaX, KOTOpble MOMOrarT BbIMOMHATL BMpTyanuaauuto. B yacTHoCTM, annapaTtHas cuctema umeet
OBa COCTOSIHWA NnpoLeccopa: pexum root (rmnepsursop) u pexum non-root (roctsb). Bee roctesie OC paboTtaroT
B pexume non-root, B To BpeMs Kak runepBu3op paboTaeT B pexume root.

HecmoTpsa Ha annapaTHy NoaAepXKKy BUPTyanv3auuy, M3onsLums NpoLeccoB cpefbl BbINMOMHEHNS ONA
BM, obecneunBaemas runepBM3opoM, MOXeT BbiTh HapyLLleHa HEaBTOPU30BaHHbLIMUW UITN CKOMNPOMETUPOBaH-
HbiMK BM, nony4mBlinmMm goctyn k obnactam onepaTtyvBHON NaMATH, NPpUHaANEeXaLllMm runepBu3opy Unu gpy-
ruMm BM. HeaBTopu3oBaHHbIE UNKM CKOMNPOMETMPOBaHHble BM Mcnonb3yloT onpeaeneHHbie YA3BUMOCTH TU-
NepBU30POB B OTHOLLEHUM ONpeaeneHHbIX NporpaMMHbIX CTPYKTYP, Takux Kak bnok ynpasneHua BM (VMCB)
1 Tabnnubl CTpaHUL BUPTYarbHOW NaMsTH, KOTOPbIE UCMNOMNbL3YTCH MTMNepBM30pOM ANHA OTCMNEXMBAHWA COCTO-
AHWA BbiNnonHeHnsa BM 1 otobpaxeHusa namaTt ¢ agpecos BM Ha agpeca namsTy XocTa cooTBeTcTBeHHO. O6
3TUX YA3BMMOCTAX MMNEPBU30POB ObINC M3BECTHO YXe OAaBHO, MO3TOMY MHOTME U3 HUX yKe YCTPaHEeHbl Wi
ByayT ycTpaHeHbl B ckopom byaoyuiem. Bonee nosgHwe Bepcuy rMnepen3opoB Obinv obHoBNeHsl Ans Gonee
HagexHom paboTel. CSC u CSP gomkHbl ybeauTbcsa B TOM, YTO BCE UCMOMNb3yeMble TMNepBu30pbl OOHOBMEHLI
M 3alUULLEHbl OT U3BECTHLIX YA3BMMOCTEN.

Ewe ogHa npobnema BesonacHocTy B nnatdopMe XOcTa runepBuaopa mMoxeT BeiTb cBgazaHa ¢ MO,
ucrnonb3yemMelM ANs BUPTyanu3auuu ycTpoWcTB. B oTnuvune oT BupTyanusauuu Habopa koMaH M namaTu
BMpPTYyanuaauuns YCTPOMCTB OCYLLECTBIAETCA HE HenocpeACcTBEHHO TMMEPBU30OPOM, a C MOMOLLBK BCMOMO-
raTenbHbIX NporpaMmMHbix mMogynei. OCHOBHbIE MCTOYMHWKUA BO3HWKHOBEHWUS YSI3BUMOCTEN BKIHOYAKT B cebs:
a) NporpaMMHBbIf Kof, KOTOPLIN aMynupyeT oM3nMdeckue annapaTHble YCTPONCTRA, 3anyLleHHble B TMNepBU30-
pe B Ka4ecTBe 3arpyx}aemoro Moaynsa aapa, 1 6) ApariBepbl YCTPOUCTB C NPSAMbIM AOCTYNOM K namaTtu (DMA),
KOoTOpble MOryT obpallaTtbesa K 0bnacTsM naMaTy, NpuHagnexawum apyrum BM unn gaxe runepeursopy.

OOHUMK 13 BO3MOXHBIX HEFATMBHbLIX MOCNEACTBUIA NonyYeHus HeaBsTopuaoBaHHoM BM koHTpons Haf ru-
NnepBU30POM SBMNSAIOTCA: YCTAHOBKA PYTKUTOB UMK ataku Ha apyrue BM Ha Tom e xocTe runepsu3sopa. MNepen
YCTAHOBKOW U UCMNOMB30BAHUEM B CUCTEME, B KOTOPOW MpUCYTCTBYIOT runepeusop 1 BM, Bce MO aons BupTtya-
Nu3auun YCTPOWRCTB AOMKHO ObITh NPOBEPEHO HA HaNMWMYUeE YA3BUMOCTEMN.

6.5 O6pasbl BM, MeTagaHHble U dpopMaThl

O6pasz BM npenctaBnaeT coboli nakeT AaHHbIX, coaepXawmnin nHhopMaunio 1 UCNONHAEMbIA Koa, He-
obxoaouMmble Ansa 3anycka sksemnnapa BM. O6pa3 BM ucnonb3yetcs ons co3gaHusa HOBoOro aksemnnspa BM
B cny4ae HeobxooumocTtu. Obpas BM moxeT BkntovaTth B cebsa nonHeii ctek N0, Heobxoaumblin aons paboTtsl
MPUNOXEHWUSA, HAYMHAA C ONepaLUoHHON cucTembl, BUBnnoTek, cpen BbINOMHEHWUSA, NPOrpaMMHOro Koga camo-
ro MpUNOXeHWs, KOHPUIypauMoHHbIX DainnoB U OAPYrMx MeTagaHHbIX, UCnonb3yeMbix npunoxeHuem. Obpas
BM moxeT Takke BKNoYaTh B ceba MeTaaaHHble, CBA3aHHbIE C co3gaHunem camoil BM.

MeTtananHbie BM copep:at nHgopmMauuio o koHgurypaumm 1 3anycke BM. Cioga MoryT BXoguTh Takue
ceoncTea BM, kak obbem onepaTuBHOW namaTu, TpeboBaHMsa K npoueccopy U Tak ganee. MetagaHHelie BM
Takke 0bbIYHO cebinakTes Ha 0bpasbl ANCKOB, cofepXallmecs B obpase BM, B yacTHOCTH, yKazbiBasi, Kak OHM
pasBepHyThl B ak3emnnsape BM.

MpUHUMN opraHM3aunn obpasa BM 3aknwyaeTcsa B TOM, YTO OH AOMKEH cogepXaTb Bce 00bEeKThl, He-
obxoauMele ans paboTel 3k3emnnsapa BM, roe obpaz BM ncnonsayetcsa B KauyecTBe BXOOHbLIX JAaHHbIX OMs TW-
nepeusopa Ansa cosgaHus u 3anycka BM. B uenom o6paz BM coctout nz aByx HabopoB JaHHLIX: BO-NMEPBLIX,
MeTagaHHblXx BM n, Bo-BTOpLIX, 06pa3oB OUCKOB. BaxHo NOHWMATE, YTO CYLLECTBYET MHOXECTBO Pa3fuyHbIX
dhopmaToB Kak MeTafgaHHbIx BM, Tak u ob6pa3oB guckoB. KOHKpETHBIM rMnepBU3op, UCMNonb3ayeMblil Ans co3na-
HMs BM, MoXeT NoOHUMAaTL TONbLKO onpefeneHHble hopMaTthl MeTagaHHbIXx BM 1 0bpasoe ouCcKoB.

O6pasbl BM ocHoBaHbI Ha AaHHbIX, XpaHawuxea B dhannax. ®ainnsl HaxogaTcsa B painoBbIX cMCTEMaX,
KoTOpble XpaHATcA B obpa3ze BM B BuOe OOHOMO UMM HECKOIbLKUX 0Opa3oB AUCKOB. I3TW bainbl MoryT BeiTh
cdhannaMmu onepauuoHHON CUCTEMBI, NMPUINOXEHMA U NOOGOK OpYroin YyacTu NporpaMmHoro cteka. CyliectByeT
KaK MUHMMYM ofMH obpasz gucka, Ho MoXeT BbITh HECKONbLKO 0bpa3oB AUCKA, eCNKU Takas opraHMsauus dai-
TIOB UCMNONb3YETCSA NMPUMNOXEHWEM U ero NporpaMmHbIM cTekoM. Kak npaBuno, o6bem JaHHBIX, XPaHSLLMXCA B
obpazax OUCKOB, OYeHb BoNbLLOW, U NO3TOMY dOpMaThI, UCMONb3yeMble AN XpaHeHUs OaHHbIX, Npeanonara-
HOT MCMOMNb30BaHME TEXHOMOMMKU CXXaTUA AaHHbLIX B TOW UK MHOW dbopMe.

8

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 14 /54
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-70860-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67324
https://gostexpert.ru/gost/gost-70860-2023?utm_source=pdf&utm_medium=67324&utm_term=page

rOCT P 70860—2023

CylecTByeT MHOXECTBO UCMONb3yeMbix hopmaTtoB obpaszoB BM 1 OMCKOB, U3 KOTOPbIX 3HA4YMTENbHas
4YacTb ABMSAETCA Ybel-TO COBCTBEHHOCTLIO, @ Apyras 4yacTb MMEET OTKPbITbIA UCXoAHbIA kog. [Npumepb! dop-
MaToe obpazos BM v OUCKOB, cO34aHHLIX Ha Base oTpacneBbiX CTaHOAPTOB:!

- OVF (cm. TOCT P MCO/M3K 17203 n [3]). MakeT OVF cocTOUT M3 HECKOMNLKUX (hainoe, pasMeLleH-
HbIX B 0A4HOM kaTanore. CyuwiecTtByeT dain geckpuntopa OVF (c pacwupeHuem .ovf) ¢ JaHHbIMKU B hopmaTe
XML, onucsiBatowmmmn BM B nakeTte, BKnovan MeTagaHHble, TakMe Kak uMms, TpeboBaHma K annapaTtHomy obe-
CMEeYeHN0 U CCbIMKM Ha apyrue caiinbl B nakete. MNaketr OVF Takke copepxuT 0aWH UMK HECKONbKO obpasoB
OWCKOB, a TaKKe HeKoTopble A0MNOoNHUTEeNbHbie dainbl, Hanpumep dainnbl cepTudukaTos. Popmar obpazoB
OVF oTHOCUTEMNBHO WMPOKO NOAAEPXKUBAETCS Kak ¢ NOMOLLLI0 MHCTPYMEHTOB UMMOpTa/3kcnopTa, Tak 1 bes
MX UCMNONb30BAHUS,

- chopmat gucka MCO — cdhopmaTt apxmusa, UCMONb3yeMbI ANA OaHHbIX, 3aNMCbIBAEMbIX Ha ONTUYECKUE
ancku (cm. [3] v [4]). CtangapToM hainoBoi cMCTEMBI ANS ONTUYECKMX OUCKOBbLIX HOcUTenen siensetcs [3], B
OCHOBHOM KoMMakT-guckos. B chopmatax gns DVD-guckoB n guckos Blu-ray (BD), kak npaBuno, npyMeHsoT
[4] (Takke n3BecTHbIM kKak Universal Disk Format nunn UDF), ngeansHo nogxogswmnin ans (nepe)sanvcoiBae-
MbIX ONTUYECKMX HOCUTENEI.

O6paskbl OAUCKOB OBOLIYHO CXXUMAKTCS U3-3a UX DONbLIOro pasMmepa, XoTa ObIBAKT cnyyaw, Korga Wc-
nonb3yTcs HeobpaboTaHHble HecxkaTkle obpasbl auckoB Ans obecnedeHns Gonee BLICOKOW CKOPOCTW Mpu
3anycke BM 3a cyeT ucnonb3oBaHus GonbLliero npocTpaHcTsa.

dopmatbl 06pasos BM v 0b6pa3os AWCKOB, KOTOpbIE NOAAEPKUBAKTCS KOHKPETHBIM TMNEpPBU30POM, yKa-
3aHbl B JOKYMEHTaL WK K TMNepBU30opY.

7 KoHTerMHepbl U CUCTEMbI ynipaBneHusi KoHTenHepamu (CMS)

7.1 O6WwKe nonoxeHUs

KoHTeiHepb! npeacTaBnaT coboi TexHonoruw, obecrneunBatoLyo BUPTYanM3nupoBaHHy obpaboTky
[aHHbIX Ans obnaqHbIx CepBUCOB. 3Ta TEXHOMOMS OTHOCUTCA KaK K TUMY MHPPaCTPYKTYPHBLIX PYHKLMOHANL-
HbIX BO3MOXHOCTEMN, Tak U K TUNY NnatgopMeHHbIX YHKLUMOHANbHBIX BO3MOXHOCTEN 0BMaYHbIX CEPBUCOB
cornacHo onucanuio B FOCT ISO/IEC 17788 (cm. Tarke [1]).

KoHTelHepbl obecneunBatoT cpeny BoinonHeHus MO 3a c4eT BUpPTyanu3auuum sgpa onepauuoHHON cu-
CTeMb!, yCTaHOBNEHHOW B cucTeme. KoHTelHepbl npeactasnsanT coboil ele oguH Noaxoa K NpegocTaBneHuno
cpefbl BbinonHeHus MO ¢ NoMoLLb0 BUPTYanu3aumMm BbIYUCIMTENbHbIX pecypcoB. KoHTelHepbl nogpasymesa-
0T BUpTYyanusauunio sapa OC, B oTnuuMe OT BUPTyanu3auum annapatHoro obecneyeHus, kak B cnydyae ¢ BM.
Llenb koHTeMHepoB — obecneunTb HECKOMBKUM paznuyHbiM Habopam MO Bo3aMoxHOCTL paboTaTb oaHOBpE-
MEHHO B OQHOW cucTeMe, He Mellas apyr Apyry, 6naronaps 6esonacHomy pasgeneHuio pecypcoB CUCTEMBbI.

O6nayHbIv cepBuc, NOOAEPKUBAIOLWIA KOHTEWHepbl, no3sonaeT CSU 3arpyxatb 10 n3 obpasa koHTen-
Hepa 1 3anyckaTb ero B KoHTevHepe B cucteme CSP. YnpaBneHwe koHTelHepoM ocyliecTensieT nubo CSP,
nubo CSU, B 3aBMCMMOCTH OT TMNa PyHKLMOHANBHBIX BO3MOXHOCTeN obnayHoro cepeuca. B niobom cnydae,
Kak NnpaBwuno, ynpaeneHue ocylecTensiercs ¢ noMmouwblo CMS (cm. 7.4).

7.2 KoHTelHepbl M BUPTyanu3auus onepaunoHHLIX CUCTEM

7.2.1 OnucaHue KOHTEHHEpPOB

KoHTelHep npepcTaensetr cobor n3onmpoBaHHyio cpeny BeinonHeHus ans pabotsl MO, ncnonbaytowyo
agpo BupTyanuaupoeaHHoi OC. KoHTerHepbl paboTatT B OC, KoTopas Ha3biBaeTca OC xocTa.

Kak ykasaHo B 6.2, BM npeactasnsieT coboi BUpPTyanuanpoBaHHYO BEPCHIO annapaTtHoro obecneyeHns
ans MO, Haxogsawerocsa BHyTpy BM. [locTyn K BUPTyanu3mMpoBaHHbIM annapaTHbIM pecypcamM KOHTPOonupyeT-
csi, u MO BHyTpM BM nony4aet BO3MOXHOCTb BUAETb U UCNOSb30BaTh TOMLKO KOHTPONMMPYEMYIO U OrpaHuYeH-
HYI0O BEPCUIO 3TUX PECYpPCOB (Hanpumep, OrpaHUYeHHOEe KOMMYeCTBO MPOLECCOPOB, OrpaHUYeHHoe Konudye-
CTBO BbIMMCNWTENBHbIX NOTOKOB, OFPpaHUY€HHbIN 06beM onepaTMBHON NaMsaTh).

AHanorn4yHbIM 06pa3om KoHTeHep npegcTasnsieT coboi BUPTyanu3npoBaHHyto Bepcuto sapa OC xo-
cTa. JocTyn K BUPTyanuaupoBaHHbIM pecypcam sapa OC koHTponupyetcsi, u MO BHYTpU KOHTEAHepa nony-
YaeT BO3MOXKHOCTb BUAETb M MCNOMb30BaTh TONBKO KOHTPOMNMUPYEMble U orpaHuydeHHble pecypcol OC.

M3onaumsa cpedbl BbinonHeHWs o3HadaeT, 4yto MO, paboTawllee B OOHOM KOHTelHepe, OTAENeHo oT
MO, BLINOMHAEMOro B ApYrMX KOHTEMHEpax, He NepeceKkaeTca ¢ HUM, a Takke otgeneHo ot OC xocta. EauH-
cteeHHoe 0, paboTallee BHE KOHTENHEPa, KOTOPOE MOXEeT NOMyYMTb AOCTYN UK NOBNUATL Ha paboty MO,
paboTaloLLero BHYTPKU KOHTENHEPA, 3TO KOHTEMHepHas cnyxba.
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Ha pucyHke 3 nokasaHbl TPU KOHTeHepa, paboTaowme Ha 6ase annapaTtHoro obecned4eHms cucTemsl.
dusmnyeckasn cucteMa uMeeT cBow cobcTBeHHy OC xocTa. Kaxablil KOHTeMHep CoaepUT COBCTBEHHOE NMpu-
knagHoe MO (npunoxeHwue X) 1 3anyckaeT 310 N0 B 0gHOM MK Heckonbkux Npoueccax OC, ucnonbays Takue
pecypchl, KaKk onepaTMBHas NamaATb, NPOLLECCOP, CUCTEMA XPAHEHUSA OaHHbIX U CeTEBLIe KOMMOHEHThI, U30-
NMPOBAHHO OT APYrUX KOHTEWHepoB, paboTalwmx Ha TOM Xe CUCTeMe, HO BCE OHU COBMECTHO UCMOMb3YHT
aapo OC xocTa.

Anpo OC xocTta ucnonb3ayeTca BCEMW KOHTeWHepamu coBmecTHo, noatomy OC, ncrnonbayemas 0O B
KOHTeNHepax, fo/kHa beiTb coBmecTMMa ¢ agpom OC xocta. bnarogapsi 3ToMy pasnuyHbie KOHTeMHEPbl CMO-
ryT UCMONb30BaTh paznuyHble BapuanTtel OC Linux, ecnu OC xocTa aABnseTcs, Hanpumep, oaHOM U3 BEPCUI
OC Linux, Ho OC Windows HeBo3MOXHO ByneT ucnonb3oBaTth B KOHTeNHepe, ecnu OC xocTa aBNsAeTcs 04HON
13 Bepcuint OC Linux (1 HaobopoT).

KoHTenHepbl co34atoTea U ynNpaenslTCes C NOMOLLBIO KOHTEMHEPHON crnyx0bl, KOTOpas 3anycKaeTcs Kak
oTaeneHbii npouecc B OC xocTa.

OC xocTa

KoHTeiHep 1 KoHTeitHep 2 KoHTenHep 3

Anpo OC xocTta |

PucyHok 3 — BupTyanuaaums KOHTEAHEPOB

[MporpamMmmHbIi cTek, paboTalolmii B KaxKgoM OTAENbHOM KOHTeNHepe, MoXKeT OblTb pasHbiM, HO 0ObIHHO
OH COLAEPXMT Camo NpunoxeHue (NpUnoxeHne x) 1 niobble NPorpaMmHbIe 3aBUCMMOCTM, KOTOPbIE 8CTb Y Npu-
NoXeHWsa. B npuHUMne, nporpaMMHbIA CTeK MOKeT BblTb 4OCTAaTOYHO CKPOMHbBIM, OCODEHHO ecnv nporpamm-
HbI KO MPUMOMKEHUS 3aBWMCUT TONbKO OT hyHKUMA aapa OC xocta. OaHako GblBaeT, YTO KO KOHTelHepa
MOKeT BKMo4aTh B cebs anemeHTsl OC 3a npegenamu sgpa, Takue Kak 6ubnvoTteku n yTunutel, ocobeHHo
eCcruv NporpaMMHbIA Ko NPUIOXKEHWUA 3aBUCUT OT KOHKPETHbIX BEPCUIA 9TUX BMBNMOTEK N YTUNNT.

OC xocTa, ncrnonb3yemas KoHTeMHepaMmu, MoxeT paboTtatb BHyTpu BM, a He Ha Gase dwusmyeckoro an-
napatHoro obecnevyenus. 10, paboTalollee B kOHTelHepax, He 3HaeT, 3anylleHa nu OC xocta Ha BM unu HeT.

7.2.2 KoHTeiHepHas cnyxba

KoHTenHepHas cnyxba npegctaBnset coboi NporpamMMmHbIA CepBUC, KOTOPLIW BeinonHaeTca Ha OC xo-
CTa W OTBEYaeT 3a COo3faHNe KOHTeMHepOB B 3TOW cUCTEME U ynpaBneHue M. KOHKPETHLIA KOHTEAHep — 3TO
WNCNOMHAEeMbIA 3K3EeMMNSP NPOrpaMMHOro cTeka, KOTopblid cogepkuTtcsa B obpase koHTelHepa (cm. 7.3 ans
nony4eHunst 4ONONHUTENbHOW MHopMmauun 06 obpasax koHTelHepoR). B o6pas koHTelHepa BXOAST MeTafaH-
Hble U NapamMeTphbl, UCMOMb3yeMble KOHTEMHEPHbIe CryK6bl. KoHTelHepHas cny»6a ncnonb3yeT MeTagaHHble
KOHTelHepa ANns ykasaHusa onpeaeneHHbiX (PyHKLMOHAMNbHbBIX BO3IMOXHOCTEN KOHTEMHEPA, a TaKXKe UCMOomnb3y-
eT NapameTpbl cepBUca KOHTelHepa, YTobLI onpefenuThb, kak co3gaeTcs U paboTaeT KOHTEWHED.
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KoHTenHepHas cnyxb6a npegnaraeT CepBUCHbIA MHTepPdENc, Yepes KOTopbIA K ero oyHKLMOHAamNbHbIM
BO3MOXHOCTSAM MOTyT 06pallaTbCcs KIMEeHTCKMEe NPUNoXeHns. KnueHTckne npunoxeHusa moryT paboTaTte B TOW
e CUCTEeMe, YTO M KOHTEWHepHas cnyxba, nubo B yaaneHHbIX cucTeMax M obpallatbca K (OyHKLUMOHAMbHBIM
BO3MOXHOCTSIM KOHTEWHEPHOM CNyx0bl Yepes ceTb.

KoHTelnHepHas cnyxba noagepxueaeT cnefytoLluin Habop onepauuin ¢ KOHTEMHepaMK:

- Create: aTa onepauusi co3faeT HOBbIA KOHTEMHep. 3Ta onepawms CCbiNIaeTca Ha NCnosb3yembld 0bpas
KOHTelHepa, co3gaHHbiil B goctynHom OC xocTa katanore dainosoi cuctembl (HassiBaemom bundle). Mpu
CO30aHUK KOHTENHepa BblaensieTca Habop pecypcoB ANs HErO W BbINOMHSKTCA COOTBETCTBYIOLLME HACTPOMKM
CornacHo MeTaflaHHbIM KOHTelHepa, XpaHawmnmcs B nakete. KoHTelHepy NpucBanBaeTcs YHUKanbHbIA WOeH-
TUdukaTop, N0 KOTOPOMY Ha Hero BNOCMNeACTBUM MOXHO CChINaThbCs;

- Start: aTa onepauua 3anyckaeT KOHTeWHep NyTeM BbIMOMHEHWUS NMPUKNAOHOW NporpamMMel, 3a4aHHOR
ANs KOHTEHepa, ¢ NtobbiMM NapameTpamMm COrfacHo ero MetTagaHHbIM;

- Kill: aTa onepauwma octaHaBnuBaeT nporpamMmmy(bl), 3anylleHHyto(ble) B KoHTerHepe. Kak npaBuno, ny-
TEM OTNpaBKK ONpeaeneHHoro curHana npoueccy, 3anyLeHHoOMY B KOHTelHepe;

- Delete: aTta onepauus yoansieT pecypchl, BblgeNeHHbIe KOHTEUHEPY, U YHUUTOXAeT KOHTeWHep. YHU-
KanbHblA uaeHTUgrUkaTtop bonblle He MOEHTUULMPYET KOHTEMHED, XOTA 3TOT Xe UAeHTUdUKATOp MOXKET
ObITb MCNONB30BaH NO3XKe AnNS CO30aHUA HOBOTO KOHTENHepa.

KoHTelHepHas cnyxba obbl4HO Takke obecrnedvBaeT MHTEpdenc cobbITUiA, KOTOPLIAN MO3BOMSET eMy
coobLaTh 0 BaXHbIX COBLITMAX, CBA3AHHBLIX C YNpaBnseMbiMW UM KOHTelHepamu. MHTepdeic cobbiTuin no-
3BOMAET OOHOMY MITW HECKONMbKMM KOMMOHEeHTam knuneHTckoro MO oTcnexueaTth onpefeneHHble cobbiTus 1
pearvpoBaTb Ha HUX.

7.2.3 Pecypcbl KOHTEMHEPOB, U3OMALWUA U KOHTPONb

KoHTenHep obecneumBaeT M30NMPOBaHHYO cpely BhinonHeHus N0, koTopas KOHTPONUpPYeT pecypchl.

W3onsumst o3HaqaeT, 4To, ¢ Toukmn 3peHus MO, paboTatolero BHYTpU KOHTEHEpa, BCe pecypchbl cucte-
Mbl MOMHOCTbLID NPWHaAMNEXaT eMy M eQWHCTBEHHbIA BbINOMHAEMbIA npouece (Mnu NpoLecchl) 3anyLeH BHYy-
TPU KOHTEWHepa. B 0eNcTBUTENEHOCTY B TOM e cUcTeMe MoxeT paboTaTb MHOXKECTBO APYrUX MPOLECcCoB, HO
MO BHYTPU KOHTEMHEpPA HUKAK C HUMUK He NMepeceKaeTcs U He MOXEeT C HUMW B3aUMOLENCTBOBATh.

KoHTponb pecypcoe 03HadaeT, uto Habop pecypcor, focTynHelx 10 B KOHTEWHEpPE, BbIAENSETCA KOH-
TelHepy (KOHTenHepHon cnyxbe) Npyu ero cozgaHum, NPUYEM 3TU PECYPChl ABMSKTCA OrPaHUYEeHHbIMUW U OT-
cnexuvBatoTca. Cioga BXOAWT BblAeneHne pecypcoB npoueccopa, paboyei namaTh, CETEBLIX PECYPCOB, OLHON
WM HECKOMBKKMX haitnoBbix cucTeM. C Toukm 3peHus MO, cyllecTByOT TOMLKO 3TU pecypckl. Pecypcbl pacnpe-
JensTcs TakuMm obpasom, YTO pecypchbl, BbiAENEHHbIE OOQHOMY KOHTEWHepy, He MOTYT B3anMOAEeMNCTBOBaTb C
pecypcamu, BelAeNneHHbIMU OPYTMM KOHTelHepam, paboTalolwmnm Ha TON Ke CUCTEME.

M3onauums u koHTponb pecypcoB obecneyrMBarTCa C NOMOLWbLID PYHKUMOHAMNbHBIX BO3MoxHocTen OC
XOCTa, KOTOPbIE UCMOMbL3YHTCA U YNPaBRASKTCA C NOMOLLLI0 KOHTEMHEPHON cry»6bl. KoHKpeTHble yHKLMO-
HanbHbIe BO3MODKHOCTK, AOCTYMHbIE ANS KOHTEAHEPOB M UCMOoNb3yeMble MK, 3aBucaT oT OC. PyHKLMOHANb-
Hble BO3MOKHOCTH, AocTynHele B OC Linux, onucaHbl B HACTOSALEM CTaHZapTe B KadyecTBe npumepa. [Jonon-
HWUTeNnbHasa MHdopMauma 06 aHanorMYHbIX (OYHKLMOHAMbHBIX BO3MOMXKHOCTSX OAPYrMX CUCTEM MpuBefeHa B
COOTBETCTBYHOLEN AOKYMEHTaUMK No 3TUM CUCTEMAaM.

Ona poctyna k bnoyHoMy BBOAY/BEIBOOY KOHTEMHEP MO YMOMYaHWK WUMEET AOCTYN K hainoBoi cucTe-
Me, CoCTosILen n3 obpasza KoOHTeMHepa, UCMOMbL30BaHHOIO AN CO30aHUA KOHTENHEPa B PEXUME «TONbKO NS
YTEeHUA», MIOC YPOBEHb KOHTeHepa Ansa YTeHus/3anucuk. ®annosasa cuctema no yMONYaHwio ABMNSeTCH Bpe-
MEHHOMW, U YPOBEHb KOHTEeNHepa yoansieTcs npu yaaneHuy KoHTelHepa. [JononHuTenbHble, 00bIYHO MOCTO-
SIHHbIE, Pecypchbl ANA XpPaHeHWs OaHHbIX MOTyT CTaTb JOCTYNHbl MO BHYTPWM KOHTEMHepa 3a CYEeT HAaCTPOMKM
KOHMWrypauum KoOHTEMHEPa KOHTERHepHOW cnyxbon — nnbo B BMAEe OONONHEHUN annoBoON CUCTEMBI BHY-
TPW KOHTEMHEepa, BHECEHHbIX U3 OPYroro MecTa BHe KOHTehHepa, nubo nocpeacTBOM NpeaocTaBneHusl O4HOro
MINN HECKOINbKNX CEPBUCOB XpaHeHWs (Kak npaBwno, obnadHbix). TakMe OONOMHUTENbLHbIE CPEACTBA XpaHe-
HWUS Heobxogumbl, ecriv MO B KOHTeWHEpPe SOMKHO UMETb BO3MOXKHOCTL 00pallatbcs K 06bekTam xpaHeHus,
MMEKLWMM ANUTENbBHBLIN XU3HeHHbIA Lukn. Bo Bcex crnyvaax Bugumoe pacnonoxeHve dannos U 00LeKToB
XpaHeHWsi BHYTPW KOHTeMHepa CONOCTaBNAETCA C pealrbHbiM PaCMonoXeHWeM 3a npegenamMu KOHTenHepa.

AHanoru4HsiM 06pasom Onst gocTyna K ceTeBblM hyHKLMOHANBHLIM BO3MOXHOCTSIM PECcypcChl, 4OCTYI-
Hble ONs NporpaMMHOro Koga, pabortawlero B KOHTEMHEDPE, KOHTPOMMUPYHOTCA C MOMOLLLK KOHTEWHEPHON
cnyx6bl M KOHUrypauuu, NPUMEHAEMON K KOHTEWHEDY, T. . ceTeBble OYHKLMOHAaNbHbIE BO3MOXHOCTN MO-
ryT BKMHYaTbCA/BbIKMKOYATLCH W HacTpamBaTbes. MOXHO He NpenocTaBnsTb KOHTEMHEPY HWKaKUX CeTeBbIX
(OyHKUMOHANbHBIX BO3MOXHOCTER (T. €. HMKaK1X OTKPbIThIX MOPTOB, HUKAKMX AOCTYMHbIX CETEBBIX YCTPOWCTB,
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B CBSI3M C YE€M MYTU K KOHEYHbIM CETEBbLIM YCTPONCTBAM TOXE OTCYTCTBYIOT). Takke MOXHO AeTanbHO KOHTPO-
nupoBaTk OOCTYMN K KOHTEMHEPY W AOCTYN W3 KOHTenHepa.

[MopThl, OTKPbITblE KOHTEMHEPOM, MOXHO KOHTPOMMPOBAaTb W COMOCTaBNATb C CETEBbIMU agpecaMu v
nopramu, BUOUMbIMK U3BHE. Hanpumep, KOHTENHep MoXeT OTKpbITh nopT 80 ana HTTP-Tpaduka, HO OH MO-
*eT ObITb conocTaeneH ¢ noptoMm 8080 onsa BHelHero gocTyna (Hanpumep, UHTepHeTa). B Lenom MOXHO
KOHTpONupoBaTth 1 conocTasnaTe |IP-agpeca, nopTbl, UMeHa xocToB, MAC-agpeca, cnyx0bl mapLupyT1aaumm
n cnyx6el DNS.

OpHa 13 BaHbIX (HOPM CETEBOTO B3aWMOAEWCTBUS, KOTOpas WMCMONb3YeTCs C KOHTeAHepamu, — 3TO
Koraa ceTb 0bbeaMHAET UCKMIYMTENBHO HABOp CBSAA3aHHLIX KOHTEMHEPOR, HANpUMep KOHTERHEepLl, KoTopble
npegctaensawT coboil eauHOe NpUNOXeHUe, peanu3oBaHHOe C WUCMOMNb30BAHWEM apXMTEKTYpbl MUKpocep-
BMCOB, MpUYeM pasnuuYHbie KOMMOHEHThI NPUINOXEHWUS BBIMONHAKTCA B pa3HbiX KOHTeWHepax. 3To dopma
BMPTYyanbHOW CETWU, KOTAA TOMbKO HA3HAYEHHbIE KOHTEMHEPb! MOryT 0bLWaTbes Opyr ¢ ApyroM (Kpome niobbix
KOHKPETHbIX BHELUHMX KOHEYHbIX YCTPOWCTB), KaK ecnu Obl OHU BbINWM e4UHCTBEHHBIMU 00beKkTaMu B ceTu. B
CeTb MOTyT BXOAWUTb pasfvyHbIie CUCTEMbI, a TaKKe pasnuyHblie apyrine cetn, obecneqvsasi bonbLUy rMbKocTb
B MecTe pacnonoXeHUsl KaXK4oro KoHTeHepa, T. e. obecneynBaeTcs Npo3padYHOCTb PACMONOXEHWSA KOHTEHe-
pa. [pu 3ToM coxpaHaeTCca BO3MOXHOCTL KOHTPOINSA W OrpaHn4yeHmMs obMeHa AaHHbIMY B Lienax 6e3onacHocTy.

B OC Linux KoHTponb Hag pecypcaMy OCYLLeCTBNSAETCH C MOMOLLLH (PYHKLUOHANBHOW BO3MOXHOCTH,
Ha3blBaeMON KOHTPOMNbHLIMKU rpynnamMu unu cgroups. OHa obecnednBaeT KOHTPONb Hag pecypcamu, JOCTyn-
HbIMKM Habopam nNpoLeccoB, BKMOYan Npoueccop, NnaMaTb, BBOA/BbIBOA Ha BnoyHble ycTpoicTea (T. €. hanno-
Bbl& CMCTEeMbI), 4OCTYM K YCTPOWCTBAM, CETEBOE MOAKIIOHEHME.

B OC Linux uzonsumns peannayeTcs ¢ NOMOLLLK NPOCTPAHCTB UMeH. Takum obpasomM, nwobblie pecypchl,
K KOTOpbIM 0BpallaeTcsa OAnH KOHTEMHEP, SBNAKTCA YaCcThblo O4HOIO MPOCTPAHCTBA UMEH, B TO BPEMS Kak pe-
CYpChI, K KOTOpLIM 0BpallaTcs Apyrue KOHTeMHepkl, OTHOCATCS K APYrMM NpocTpaHcTBaM umeH. [pocTpak-
cTBa MMeH paboTawT Takum obpaszom, yto MO, paboTatowee B npouecce, KOTOPbIA Obin 3anyLleH B O4HOM
NPOCTPAHCTBE MMEH, MOXET «BUAETbY» TONbKO pecypchbl B 3TOM NPOCTPaHCTBE MMEH.

B OC Linux cyllecTByloT crneaytoLline Bubl NPOCTPaHCTB UMeH (HadmHas ¢ sgpa Linux 4.10):

- Interprocess Communication (ipc): 0OTHOCUTCA K MEXNPOLECCHOMY B3aMMOOENCTBUIO. TOMNbBKO npouec-
Cbl B OJHOM W TOM K€ MPOCTPaHCTBE MMeH MOryT obMeHMBaTbCs OaHHBIMKU (HAanpuMMmep, BblAeNsaTb 00LLyH
namaTs);

- Mount (mnt): oTHOCWMTCA K TOYKaM MOHTMPOBAHUSA, T. €. MecTaMm, Kyaa MOHTUPYHTCH (LONOMHUTENb-
Hble) hainoBble cucTembl. HavanbHbii Habop AnA MOHTMPOBaHUA OOCTYNEH NPY CO34aHMKM KOHTeHepa KOH-
TelnHepHon cnyx6o1, Ho Nocne 3Toro Nbbie HOBblIE MOHTUPOBAHWA BYAYT BUOHbI TOMBLKO BHYTPU KOHTEAHEPA;

- Network (net): cogepxuT pecypchl, CBA3aHHLIE C CETLIO, TAKMe Kak MHTepdencel, IP-agpeca, Tabnuua
MapLupyTU3aLum, CIMCOK COKETOB, TabnuLua oTcnexnBaHus COeAUHEHUA U T. 4.

- Process ID (pid): cogepxuTt Habop noeHTMOUKaTOPOB NPOLIECCOB; NEepBbLIf NPOLECC B NPOCTPaHCTBE
MMeH uMeeT ngeHtudukaTop 1, 1 3TOT Npouecc UMeeT crneunanbHbIA PeXxuM, aHanornyHblid npoueccy init B
Ba3zoeoin OC;

- User ID (user): npegocTaBnsaeT naeHTUpUKaTopbl Nofb3oBaTenei, No3Bonstoline Kak ngeHTudmum-
poBaTb NMonb3oBaTens, Tak U KOHTPONMWPOBAaTh NPUBKUIErMW: NPOCTPaAHCTBO UMEH NONb30BaTenen conocTasns-
eT naeHTUMKaTOpLI NONbL30BaTeNel B MPOCTPAHCTBE UMEH C AeHTUduKaTopamu nons3osaTtenei B 6azoBon
cuUcTeMe, YTO MO3BOMSAET TLLATENBHO KOHTPONUPOBaTL NpuBUNernun 1 obecneunts bonee BbICOKUE NPUBUNETUN
B MPOCTPAHCTBE UMEH, KOTOpble He MpegoCTaBnsalTCa ANS Kakux-nMbo pecypcoB BHE 3TOrO MpOCTpaHCTBa
UMEH;

- UTS: gaeT BO3MOXHOCTb pasfMYHbLIM NpoLeccaM MMeTb pasHble MMeHa XOCTOB M JOMEHOB.

CoBMEeCTHOE MCNONb30BaHUE Cgroups M NPOCTPaHCTB MMeH obecneynmBaeT KOHTPOMb PeCcypcoB M U30-
nAunK, HeobXoAMMYK ANs KOHTEAHEPOB.

7.3 OBpasbl KoOHTelHepa U YPoBHU halinoBoi cUCTEMBI

7.3.1 HasHayeHue u cogepxaHune obpasa

Obpas koHTelHepa npeacTaBnaeT cobol UCNONHAEMbIN NMaKeT, KOTOPLIA COAepPKUT Bce Heobxoaumoe
ans pabotel MO, Hanpumep NPUNOXEHWEe UM MUKPOCEPBUC. TO MOXeT BbITb MPOrpamMMHbIA KOO CaMoro
NPUIOXEHUA, Cpefa BhINONHeHUs, Bubnuotekn, nepemMmeHHble cpeabl, hannsl koHdurypauum u gpyrue meta-
OaHHbIEe, UCTIONb3YEMbIE NPUNOXeHWEM. Llens cocTouT B ToM, YTOBkLI 06pa3 KOHTelHepa onuckIBancs camo-
CTOSATENbHO W BbIN MHKANCYNMPOBaHHLIM, B pe3ynbTaTe Yero y KOHTeMHepHoW cryx0bl noseunack Bbl BO3MOX-
HOCTb 3aMMCTBOBaThL 0bpa3s KoHTehHepa W co34aTh M3 HEro KoHTelHep 6e3 AONONHUTENbHLIX 3aBUCUMOCTEN
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oT 6a30BoON cucTeMbl (HE3EBUCHMMO OT UH(PPACTPYKTYPbI) U HE3ABMCUMO OT coaepumMoro obpasa KoHTenHepa
(He3aBMCUMO OT COAEPKMMOTO).

Obpas koHTelHepa coOepXuT Habopbl hainnoe, KOTopble codepaT NporpaMMHbIA KOO NPUNoXKeHus,
€ro 3aBUCUMOCTU U Opyrue annsl U MeTagaHHble, UCnonb3yeMble npunoxeHrem. Obpa3s KoHTeliHepa Takxke
COOEpPXUT CTPYKTYPUPOBAaHHbIE MeTadaHHble O COAEepPXUMOM obpa3za KOHTelHepa W 0 TOM, Kak npeobpaso-
BaTb 3TO COOEPKUMOE B KOHTEMHeP. MeTagaHHbIe KOHTEeHepa MOryT BapbMpOBaTbCH B 3aBUCUMOCTW OT KOH-
KpeTHoro chopmarta obpasa koHTelHepa. HanpyuMep, oHM MOryT BkNoHaTh B cebs crnegytollee:

- yKkasaTernb obpasa. MeTagaHHble «BEPXHEr0 YPOBHS», KOTOPbIE NpegHa3HaqeHbl A5 06pa3oB KOHTen-
HEPOB, NOAAEPKMUBAKLLINX HECKOMNBKO pa3nu4HbIX Nnatdopm (MHorga ux HaseiBakoT fat-maHudectom). Ecnn
NoAdEePKUBAETCS HecKoNbko nnatdopM, ANs Kaxaow nnaTtdopmbl CyLleCcTBYeT CBOW cOBCTBEHHLIA 06pas,
cogepXaluin nporpaMMHbIe KOMMOHEHThI, KOTOpble He0bXoAUMO UCNoNbL30BaTEL NpU paboTe KOHTelHepa Ha
aToi nnatdopme. Mo cyTw, ykasaTenb obpasa ccbinaeTcsl Ha OAWMH UMW HECKONbKO MaHngecToB 06pasos;

- maHudbecT obpasa. CogepxuT nHopmaumio ogHoro obpa3sa KoHTelHepa AN KOHKPETHON apXuTeKTy-
pbl npoueccopa n OC, cocTosLwero U3 KoHdpurypaumm u Habopa ypoBHeN;

- pacnonoxeHue obpasa. KoHkpeTHoe pacnonoxeHue katanoroe u ainnoe BHyTpu obpasa ¢ MeTagaH-
HbIMKW 00 YPOBHAX painoBON CUCTEMBI;

- YpoBHU channoBon cuctemsl. OfHa UM HECKONBKO YNOPSA0YEHHbIX (hanoBkLiX cUCTEM (T. €. CTPYKTY-
pa KaTanoros 1 arnos) M M3MeHeHWa B (hannoBoi cucTeme (yaaneHHsle unn obHoBNeHHbIe hainbl). Ypos-
HW HaKNa4blBAKOTCA OPYr Ha Apyra A5 CO34aHMsA NONHOW hainnoBoi cuctemsl B paboTalolwem KoHTelHepe
(cm. 7.3.2 pns nony4YeHust GONONHUTENBHON MHdopMaunn 06 ypoBHAX hannoBoi cucTembl).

®yHKLMOHAaNbHBIE BO3MOXHOCTW YKasaTens obpasa u fat-maHndecToB no3rons0T ogHOMy 0b6pa3y KoH-
TelHepa obecneynTb Noafep Ky obpa3oB, XapakTepHbIX ANs KOHKpeTHow nnatdopmel. [Tnatdopma MoxeT
cogepxatb TUn npoueccopa (apxutektypa 1K), Tun OC u ee ypoeeHb. Takum obpasoM, oguH obpa3s KOHTEN-
Hepa MOXeT DblTb CTPYKTYpUpoOBaH Tak, 4Tobbl oGecne4nTs OOCTaBKYy W pasBepTbiBaHWME OLHOTO U TOTO e
NPUNOXKEHWA HA HECKOIbKMX PasfMYHbIX LeNeBbIX cuctemMax.

OaHOo 13 XapakTepHbIX CBOWCTB MeTafdaHHbIX KOHTeHepa, coepxalluxcs B obpasax KOHTeiHepoB, 3a-
Knio4aeTca B TOM, YTO OHU MPeOCTaBMNAT pacluMpeHHsle pyHKUMKM obecnedeHuns 6e3onacHOCTH, NpU3BaH-
Hble NpPefoTBPaTUTL NOAAENKY COLEPXMMOro obpasa KoHTellHepa ¢ MOMEHTa ero co3faHus. 3anuceiBaeTcs
ONUHA OaHHBIX, a Takke UX JangxecTbl (MO CyTU, 3TO YCTOWYMBLIA K KOHMIMKTAM KpUnTorpaduyecknin XeLu
BainToB gaHHbIX). COOTBETCTBYIOWMMY AaHHBIMW MOTYT OblTb COAEPKMMOE YPOBHEN (hainoBOi CUCTEMBI WX
3ANeMeHTbl MeTafaHHbIX. [lanaxecT MOXET TakKe CMYXUTb YHUKaNbHbIM UOEHTUOUKATOPOM COOEPXKUMOrOo,
KOTOPbIA Takke MOXET UCMOMb30BaTLCA ANS AOCTYNA K JaHHbIM C BO3MOXHOCTbLH agpecaunn coaepXumoro.
OTtpensHasa 6e3onacHas nepefadya ganmpkecrta nons3oBatento obpasa KoHTeNHepa No3BONSAET NPOBEPUTL CO-
JepxumMoe o0bpas3a KOHTEMHepa, AaXe ecrn OHO NOMYYEeHO U3 HeHaOEeXHOro UCTOYHMKA.

7.3.2 MHoroypoBHeBas ¢arinoBas cuctema

O6pa3sbl KOHTEMHEPOB W KOHTEMHEpPLI, CO34aHHbIe HA UX OCHOBE, MCMOMb3YHT TEXHOMOIMI0 MHOTOYPOB-
HeBOWN halknoBon cucTeMbl MpU paboTe ¢ hannamu, KOTopble OHKM coaepXar.

MHoroypoBHeBas dannoBasi cuctema npegcraenseT coboi NMOAXOA K CO34aHUI0 COOepKUMOoro cai-
NOBOW CUCTEMBI, UCNOMNb3YyEMOW KOHTEMHepoM. MpUHLMN 3akni4aeTca B TOM, UTO cogepxumoe dannosoi
CUCTEMBI CTPOMTCA Kak HAaBop YpOBHEN, KaxObll U3 KOTOPbIX COOEPXUT onpefeneHHslll Habop KaTanoroe K
dannos, 1 Bce U3 HUX MMerT 0Bl KopHeBON KaTanor. Katanoru n dpannsl NepefarTcs C Kaxa0ro YpoBHS
no oyepeauW, Ha4MHas ¢ DAsOBOr0 HUKHErD YPOBHS M MPOLBUrasiCh K BepXHUM. Kaxkabli nocnegyowmnin ypo-
BEHb MOXET He TONbKO 400aBnATe HOBbIe (halibl, HO TaKKe MOXKEeT 3aMeHsITb (haiifl HUXKHEro YPOBHS draimom
APYroi BEpCUM I Aaxe yaansiTh («yHUYTOXaTb» ) hain HMKHEro ypoBHS.

Hanuuve Heckonbkux ypoBHel B channoBon cucteme noseonser addektusHo pabotats ¢ hannamm
B 0Opasax KOHTeMHEepORB. Takol NpUHUMN OpraHM3auun dannoe Takke ABMSAETCS XOPOLWMM pelleHueM gns
co3gaHus 0bpa3oB KOHTEMHEPOR, YYUTBIBASA, YTO MPUMOXKEHWS, Kak NPaBUIo, B KAYeCTBE 3aBUCUMMOCTEN UC-
NOMb3yT NPOrpamMMHbIe CTEKU, KOTOPble MO3BONAKT WX 3anyckaTb.

B kadecTtBe npumMmepa paccMoTpuMm npunoxeHue node.js. lNporpaMmHbIM KOf NpunoxeHnsd node.js Mo-
XeT HaxoOuTbes B hanne cueHapus app.js, a Taikeke B Apyrux hannax cueHapus, dannax gaHHbIX U gpannax
koHdurypauuu. MpunoxeHue node.js UMeeT 3aBUCUMOCTL OT CPefbl BLINOMNHEHUS node.js 1 psaa (BHELUHWUX)
nakeToB. B cBOK ouepenb, cpeda BhINMONHEHUS Node.js 3aBUCUT OT pa3nuyHbix 6nbnuotek OC.

B obpase koHTenHepa Ans npunoxeHus node.js 370 MOXeT BbiTb 0TOBpaeHO C NOMOLLLID TPEX YPOB-
HeW (Ha4YnHasa C caMoro BepXHero):

- ClLeHapuih app.js M CBfI3aHHble C HWM MNPOrpamMHble KOMMOHEHTbLI COCTaBMSOT CaMblil BEPXHWUN
YPOBEHb;
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- cpeja BbINONHeHusa node.js U CBA3aHHbIe C HEW NakeTbl 06pa3yT crieywmMii YPOBEHb;

- 6ubnuotekn OC obpasyoT HUKHWUIA YPOBEHb.

Cnepnyet oTMeTUTh, YTo aapo OC He obs3aTenbHO JOMKHO NPUCYTCTBOBATL B 0bpa3e KoHTelHepa. Aopo
OC npepocTtaensaetca OC xocTa, Ha KOTOPOW paboTarT KOHTEHHEep.I.

PasgeneHue Ha ypoBHM NO3BONSAET OpraHU3oBaTh 3(PPEKTUBHLINA NPOLLecc NOCTPOEHUs (co3aaHus) ob-
pa3oB KoHTeWHepoB. MoXHO cozgaTe 00pas KoOHTeWHepa C O4HWM YPOBHEM, COAEPKaLLUM BCE HeObXoaMMble
channel, HO ropasfo addpekTuBHee OyaeT pasgenuTb NPOrpaMMHBLIA CTEK, UCMNOMb3YeMblil NPUNOXKEHWEM, Ha
OTAENbHbIE YPOBHW. JTO CBA3AHO C TEM, YTO NPUIIOKEHWE WU BCE €ro 3aBWCMMOCTU OObIYHO NPEeAcTaBnslT
coboi oTAenbHble He3aBUCHUMbIE HAbopbl halknoB, YTO ONUCLIBAETCA B NMPUMEPEe Ha OCHOBE MPUNOXEeHUs
node.js.

Obpa3s koHTellHepa MoXeT BbITb CO34aH C UCNoNb30BaHWeM Apyroro obpasa KoHTellHepa B Ka4ecTBe 0OC-
HOBbI (MNW poguTenbckoro obbekTa). MoaToMy, ecrnv cHoBa 0bpaTUTLCH K NPUMEPY C NpUNoXeHuem node.js,
nepBbIM CO3AaHHbIM 06pa3oM KOHTenHepa MoxeT bbiTk 0bpas ana OC. 3aTtemM MOXHO co3aaTtk BTOpo 0bpas
KOHTeNHepa ANns cpedbl BLINONHEeHUs node.js 1 CBA3aHHbIX C HEW NakeToB, Ucnonb3ysi obpas OC B kayecTsBe
poouTensckoro obbekTa. HakoHel, TpeTuid obpa3 KoHTeHepa MOXET ObiTb CO34aH AN MPUMNoXeHUs app.js
C MCNONb30BaHUEM B Ka4eCTBE POAMTENbLCKOro 0bbekTa cpeabl BeinonHeHusa node.js. Pogutensckue obpasbl
CO30alT HUXHWE YPOBHU ANSA HOBOro obpasa, NoCTPOEHHOro NoBepx HUX. MNo3aToMy B 3TOM npumepe bubnu-
otekn OC cTaHOBATCH CaMbliM HWXHUM YPOBHEM, cpefa BbiNoMHeHus node.js — cpegHWM YPOBHEM, a npu-
TIOXEHWe app.js — CaMbIM BEPXHUM YPOBHEM.

Takas mMogenb opraHM3auun NO3BONSET KaXOoMy 0bpasy pelsatb TOfbKO CBOM CODCTBEHHbIE 3adauu.
Hanpumep, ecnu cpene BbiNonHeHUsa node.js He HYXHbl Bce dainbl u3 6mbnuotek OC, oHa MOXET yoanuTb
HeHyXHble chainel. Takum obpasom, npu co3gaHuu obpasa KoHTelHepa OCHOBHOW BOMPOC 3aKM4aercs B
TOM, Kakol (kakune) bazoBkli(ble) 0bpas(bl) UCNONL30BaTH.

MHoroypoBHeBas opraHu3auust hainioBO CUCTEMbI TAKKe MPUMEHSAETCH M K KOHTEMHepaM, HO C Ofa-
HUM oTnudmem. Korga koHTelHep cosgaetcs M3 obpasa KoHTelHepa, (hopMMpYIOTCA Te e YPOBHU thanno-
BOW CHMCTEMbI, 4TO U B 0Opase KOHTeWHepa, HO OHW paccMaTpMBalOTCA Kak AOCTYMHbIE TOMbKO OIS YTEHWS.
3T ypOBHM Ha3kbIBAKTCH YPORHAMK obpa3a. [punoxeHue, paboTtatollee B KOHTEAHEPE, HE MOXET U3MEHATL
dannsl Ha ypoBHAX 0bpasa. OgHako NoBepx YpOBHEN, MPUCYTCTBYOLWMX B 0Dpase koHTelHepa, fobaenseTcs
OOMNOMHUTENBHBIA 3aMUCbIBAEMbIN YPOBEHb — OH HA3bIBAETCH YPOBHEM KOHTelHepa (B OTAENbHLIX KOHTER-
HEPHbIX Cpefdax OH Ha3blBAETCA YPOBHEM «MeCOoYHULbI»). Bce naMeHeHUs B dainax, BHeCeHHble paboTato-
MM B KOHTEAHEPE NPUNOKEeHWEM, 3annCbIBAIOTCA HA YPOBHE KOHTEMHepa, byab To co3gaHue HOBbIX hainos,
N3MEHEHWE CYLLECTBYIOLLUX UMW yaaneHne HeHYXHbIX hainos. 3To nogpasymeBaeT NPUHLMM KOMUPOBaHUS
npu 3anucK gnga hannoB B KOHTEWHEpE.

B pesyneraTte ncnonb30BaHus ypoBHen obpasa, npegHa3HavyeHHbIX TOMLKO NS YTEHWUS, U MPUHLKMNE KO-
NUPOBaHUSA NpPU 3anNncuK YpoBHU 0bpa3a MoryT COBMECTHO MCMNOMb30BaTLCA Pa3NUYHLIMK KOHTERHEepaMu. 3TO
No3BONAET 3KOHOMWUTbL Ha XpaHEeHUW JaHHbIX U NaMsATW BO BPEMS BbIMOMHEHWUSA U COKpaTUTL BPeMs 3amnycka
KOHTENHEepOoB.

7.3.3 PenoanTtopun 1 peecTpbl 06pa3oB KOHTEMHEPOB

Bo3MOXHOCTE XpaHeHUs 1 nony4YeHusa gocTyna K obpasam KOHTEMHEPOB ABMSIETCA KMHOYEBOW 0COBEH-
HOCTbLH 3KOCUCTEMBI KOHTENHEPOB. OTaoenkbHble 06pa3bl KOHTEMHEPOB OBLIYHO WUCMOMbL3YHTCA B HECKOMbKUX
pas3nNUYHbLIX CUCTEMAaX, HanpuMep, ANs NogaepXaHusa ocTaTouHol MacwTtabupyemocTtu n obecnedeHus pe-
3epBMPOBaHUS A8 NOBLILLEHUs OCTYMHOCTM pecypcoB. B pekoMeHgyeMoMm npolecce cosgaHus obpasos
ocoboe BHUMaHWe yaenseTcs BO3MOXHOCTM OOCTyna K CyLWecTByLWMM obDpazaM, KOTopble SBMASTCA POau-
TenbCKMMK 0BbEeKTaMK Ana cozgasaemoro obpasa.

B skocucTeme KOHTEMHEPOB pPEKOMEHOYETCA MOBTOPHOE ucnonb3oBaHue pecypcoB. O6pasbl KOHTeR-
HepoB ANs 0BLWKNX 3NeMEHTOB NporpaMMHOro(bix) cTeka(oB), MCNONbL3yeMoro(bix) NpUNoXeHUIMUN, NPUMEHS-
IOTCH B KAYeCcTBE POAUTENBbCKUX 06pa3oB ANsg MHOMMX NPUNOXKEHUA. TUMMYHBIMW NpUMepammn Takux obpasos
asnsawTcs obpasbl Ang 6ubnuotek OC 1 obpasel Ans npomexyTtodHoro MO u cped BbinonHeHusl. Becbma Be-
POATHO, YTO 0Opa3bl KOHTEMHEPOB A4S 3TUX MPOrPaMMHbIX NakeToB DyayT (MOBTOPHO) UCMONBL30BaTLCH CHOBA
1 CHOBa B 0Dpasax KOHTeWHepoB AN NMPUMNOXEHWUIA, KOTOpble NPUMEHSAT 3TX NporpaMMHbIe MakeTbl B CBOUX
NpPOrpamMmMHbIX CTEKaX.

Kak npaBuno, nyJwe u OeleBne NoOBTOPHO UCNONb30BaTe 06pa3 KOHTEWHepa, CO30aHHbIA 3KCNepToM
B 0bnacTtu gaHHOro NporpaMMHOro naketa, Yem co3gaBaTbh HOBbIM 06pas onsa 3TOoro NporpaMMHOro naketa.
Kpome Toro, Takve obpasbl 00bIYHO 0GHOBNAKTCA MO Mepe BHeCeHWUs ucnpasneHuid B MO.

3a obecnedyeHe BO3MOXKHOCTM XpaHEHUs 1 MonyYeHus gocTyna K obpasam KOHTellHepOB OTBEYaeT pe-
eCTp KOHTelHepoB. PeecTpbl KOHTEAHEPOB MOTYT NPEAOCTaBNATLCS Kak 00LWweaocTynHble obnayHblie cepBuchl
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MINN Kak YacTHble obnadvHblie cepBuckl. MNMpumepom oblwenocTynHoro obnayHoro cepeuca ANs npegocTasne-
HWS peecTpa koHTelHepoB sBnAeTcsa Docker Hub, poctynHeid no agpecy: https://hub.docker.com. PeecTpbl
KOHTEAHEPOB UMEKT CepPBUCHbIE MHTepdelchl, KOTopble obecneynBarT No KpanHen Mepe BO3MOXHOCTL Bbi-
nonHeHua onepauuin push n pull. Onepauus push 3akayvMeaeT OAWH UNKW HECKONbKO 06pa3oB B peecTp, a
onepauus pull ckauneaeT ogMH UK HECKONLKO 00pa3oB U3 peecTpa.

PenoauTtopuin npegctaenseT coboi Habop cBazaHHbIX 00pa3oB KoHTenHepoB. MNpuMepom Habopa cBs-
3aHHbIX 00pa3oB KOHTEAHEpPOB ABMNseTcs Habop obpasos KoHTelHepoB Ans Gubnuotek koHkpeTHol OC, roe
Kaxabln 0bpa3s npegHasHaveH Anga onpeaeneHHoin sepcum aton OC.

Hanpumep, peno3anTopuii KOHTEMHEPOB MOXET coaepkaTb Habop M3 YeTbipex 0bpa3oB KOHTEAHEPORB C
uMeHamu some_os_libs:16.01, some_os_libs:16.02, some_os_libs:16.03, some_os_libs:latest. B atom cny-
Yae B pPeno3nTopuM UMeKTCs YeThipe 3anucK Ansa pasHelx Bepcuii OC, kaxaasa U3 KOTOpbIX UMEET METKY HO-
mepa Bepcun. Bepcus ¢ meTkon «latest» (nocnegHss) ykassiBaeT Ha TOT e 06pas KoHTelHepa, 4T0 M Bepcus
c MeTkoln «16.03».

310 0bbsicHseTCs TeM, 4To, ecnn ApyruMm obpasam KoHTeWHepoB HeobXxo4WMO BCerga Mcnonb3oBaTh
nocregHwow Bepcuto obpasa koHTelHepa OC B KauecTBe pOoMTENBCKOro 3NeMeHTa, OHW MOTYT UCMOMNbL30BaTh
MeTKy «latest» npu nonyuyeHun obpasa, 4TO NPUBELET K aBTOMATUYeCcKOMY ODHOBNEHWH, Korga HoBble 06-
pa3sbl KoHTelHepoB Bbonee no3gHux Bepcuin OC ByayT 3arpyxeHbl B peecTp KoHTelHepoBs. Jpyroi obnacTeio
NPMMEHEHUS METOK, UCMOSb3YEMbIX B peno3nTopusx obpa3zos, sBnseTcs co3gaHne obpasoB Ans KOHKPETHbIX
LeneBbiX cpen. B kayecTBe anskTepHaTMBHOIO METOAA MOXHO MCMonb3oBaTh 00pasbl fat-manndecTos.

7.4 CucTeMbl ynpaBneHUsl KOHTellHepaMu

7.4.1 O6wMe nonoxeHUnA

CornacHo 7.2.2, KoHTeHepHas cnyxba 1 cBA3aHHbIE C HAM UHCTPYMEHTHI MO3BONSAOT YNPaBNATL KW3-
HEeHHbIM LMKINOM TOMbKO OAHOro KoHTenHepa. OOHaKo pasBepTbiBaHWe TUMWYHbIX NMPUNOXEHWI Ana obnad-
HbIX BbIMUCNEHWUI, Kak NpaBuno, BKNOYaeT B cebs paseepTbiBaHMe 1 paboTy MHOXeCTBa KOHTEAHEPOB, 4acTo
Ha HECKONbKMX XocT-cucTemax. [NpunoxeHue MOoMeT COOep)KaTb HEeCKONbKO 3K3eMMNIAPOB ONpeaeneHHoro
KOHTelHepa, paboTarwmux napannensHo, kak ans obecnevyeHus pe3epBMPOBaHUA HA Cryyai oTkasa oaHOro
3Kk3emnnsipa, Tak U gna obecneyeHus 0OCTATOYHOW MacwTabupyeMocTu, YTobbl CNpaBUTBECS C Harpyskou,
cO3OaBaeMoil BXOAALWMM 3anpocamMu. [punoxeHne TakKe MOXKET COLepaTb MHOXECTBO pasnuyHbIX KOM-
MOHEHTOB, Kaxabli U3 KOTopbiXx paboTaeT B cOOCTBEHHOM 3K3eMnnsipe KoHTenHepa(oB) Gnarogaps Mcnonb-
30BaHUI0 apXUTEKTYPbl MUKPOCEPBMCOB WIW pasfeneHnto OyHKUMOHaNbHbIX BO3MOXHOCTEN Ha HECKOMbKMX
YPOBHSIX; Npumep — Beb-npunoxeHune, ucnonbayowee 6asy gaHHbix. CMS ocylecTBnseT opkecTpaumio 1
yrnpaBreHue 3afaHHbiMu HaGopamMmmn KOHTENHePOB.

CMS moxet abcTparupoBaTh 6a30BYH MHPaACTPYKTYpPY, paccmaTpueas Habop KOHTEMHepoB kak eau-
HYI Lienb paseepThiBaHUS U B TO Xe Bpems obecnedynsas coBniofeHne nonuTUK pasBepTbiBaHWUS, TakUX Kak
pasgeneHve napannenbHbiX 9K3eMMMsSpPOB KOHTEMHEPOB ANs Uenen pes3epBMpoBaHns 1 nepexoa Ha Apyron
pecypc npu cboe.

7.4.2 O6wue pyHKUMOHaNbHbIE BO3MOXHOCTU CMS

O6Lwure dyHKUMOHaNbHBIE BO3MOXHOCTH CMS BKMouaT:

a) opkecTpauuo

CMS obecneuvBaloT OpKecTpaLuio 3K3eMMNsPOB KOHTEMHEPOER, BKMNOYasa nepBoHavansHoe co3gaHne u
pasMelleHne, NNaHnpoBaHue, MOHUTOPUWHT, MacllTabuporaHue, obHOBNEeHWe WM napannenbHoe pa3BepTbiBa-
HWE TakMxX (OYHKUMOHANbHbLIX BO3MOXHOCTEW, Kak BanaHCMpOBLLMKWA Harpy3kn, MEXCeTeBble 3KpaHbl, BUPTY-
anbHble CeTV U cpeacTBa NPOTOKONMPOBaHKUA.

WHcTpymeHThl opkecTpauum CMS mMoryT abeTparnpoaTh Hazoryto MHpacTPyKTYpY, paccmaTpueas Ha-
©op KOHTEMHEPOB KaK edWHY0 Lienb pasBepTbiBaHWA W B TO e BpemMs obecneunsas cobniogeHne nonmTuk
pa3BepTbiBaHWA, TAKUX Kak pasgeneHne napannenbHbiX 3K3eMNNApoB KOHTEMHEPOB ONsS LUenei pe3epeupo-
BaHWA 1 nepexofa Ha Apyron pecypc npu cboe.

OpkecTpaunsa — aTo Kno4yeBon KomnoHeHT CMS, HeoBxoaumblv AnA noanepxaHnua macluTabupoBaHus,
NOCKOnbKY MacliTabupoBaHue TpebyeT Hanmuna achHeKTUBHBIX MHCTPYMEHTOB aBToMaTM3auun;

6) nnaHWpoBaHue

MnaHupoBLUKMK obecneynBaeT NOCTOSIHHOE Hanuuue [0CTaTo4HOro obbema pecypcoB, HEOBXOOUMbIX
WHpacTpykType. MNnaHMpoBLYKWK BEIBUpAeT y3en Ha OCHOBE CBOEN OLIeHKM OOCTYNHOCTU PecypcoB, a 3aTem
OTCNEeXNBaeT yPOBEHb UCMONb30BaHWA PECYPCOB ANs rapaHTUM TOro, YTO KOMMOHEHT He NpeBbIlaeT 0bbem
BblAENeHHbIX eMy pecypcoB. OH nogaepxuBaeT U oTcnexuBaeT TpeboBaHUs K pecypcam, AOCTYMNHOCTb pe-
CYpPCOB U MHOXECTBO ApYruMx OrpaHMYeHui, onpeaeneHHbIX Nonb3oBarenem, a Takke TpeboBaHus NoNUTHK;
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B) MOHWTOPWHI 1 MPOBEPKY COCTOSAHMSA

ABTOMATN3aLMSA — 3TO BaXKHbIA 3NeMeHT cucTem 06naqHbIX BblYMCMNEHNA, ocobeHHo Korga pedvbs uaet
06 obecneyeHUM OTKA30YCTONYMBOCTH U BLICTPOI MaclUTabupyeMocTu. ABToMaTusauuns MmoxeT BbiTe obecne-
yeHa AnA NPOU3BOACTBEHHbLIX CUCTEM TOMLKO ¢ NomMoLblo CMS, KoTopasi NOCTOAHHO OTCNEXUBAET pacnpene-
NeHHbIR Habop KOHTEMHEPOB NPUIMOXEHUA U OLIEHUBAET UX COCTOSIHME.

ABTOMaTtm3aums noseonsieT obHapykmeaTb cb6on 1 0TKa3bl U NpeanpUHMMaTL 4eACTBUS ANs NOA4epKa-
HWUs1 HEOGXOAMMOWM KOHMDUIrypauumn NpUNoXKeH1s, 3a4aHHON B AeKnapaTtuBHOW KoHdurypauun. [ns atux uenen
MOXET BbIMOMHATLCA yAaneHue oTKaszaBLUMX 3K3eMMNMNAPOB W 3aMyCK HOBbIX;

r) aBToMaTu4eckoe macluTabupoBaHue

C NomMoLLbH MOHUTOPUHIA MOXKET BbIMOMHATLCA AMHAMUYecKoe MaclliTabupoBaHue pecypcoB, OOCTYM-
HbIX MPUINOXEHWI0, ANA COOTBETCTBUSA paboden Harpyske. 3To genaerca Ana Toro, Ytobel 06beM pecypcos,
HeobxoaouMbIX Ansi 0bpaboTky Harpy3sku, Bbin MMHUManNbHBIM, NOCKONbKY 0BnaqHble BbIMMCIEHUA 4acTo onna-
YMBAKTCSH HA OCHOBE UCMONb30BAHHbBIX PECYPCOB;

4) ynpaeneHue pecypcamu

Pecypc B CMS — 3T0 norudeckas KOHCTPYKLMSA, KOTOPYH MOXET CO3AaBaTk UHCTPYMEHT OpKecTpaLuu 1
yrnpaensATe elo. B kauecTBe npyMepa MOXHO NPUBECTU pa3BepThbiBaHWE CEPBUCA UMK MPUMOXKEHUS;

€) BUpTyanbHYyH CETb

TunM4YHOE NPUNOXKEHWEe COCTOMT U3 MHOXECTBA OTAeNbHbIX KOMMNOHEHTOB, KOTOpble paboTaloT BMecTe
4N nogaepxaHua yHKUMOHaNbHOCTU npunokeHust. OTaenbHble KOMMOHEeHTbl 06bIMHO AO0MKHbI 0BMeHU-
BaTbCA OaHHbIMW ApPYr C APYrOM C MOMOLLbIO CETUW, MOCKOMNbKY OHW 4acTO pa3MellakTcs B pas3HbiX MecTax.
CMS oTBeuaeT 3a HACTPOWKY CETEBbIX COEAMHEHUA, HEOBXOOAUMBIX ANA oOMeHa AaHHbIMW KOMMOHEHTaMU.
CeTb YacTo ABnseTCcs BUPTYanbHOW, YTO YCTPaHAET HeEOOX0AMMOCTL NOHMMAaHUS KOMNOHEeHTaMK 6azoBom ce-
TeBOW MH(PPACTPYKTYpbI, a TakxkKe NoBbIlWaeT 6e30NacHOCTL, orpaHuyueas 0bMeH JaHHBIMU TOMNBKO TEMKM KOM-
NOHEeHTaMW, KOTOPbIE OTHOCATCH K MPUNOXEHWIO;

*) oBHapyeHne cepBUCOB

ObHapyXeHWe sBNsAeTcs KIYEBbIM 3MEMEHTOM, CBSI3aHHBIM C pa3BepTbiBAHWEM KOHTEWHEpOoB, Mo-
CKOINbKY NPUNOXEHUSA COCTOAT U3 MHOXECTBA KOHTEMHEPOR M CBA3aHHbIX C HUMW KOMMOHEHTOB, paboTakLwmx
B LUMPOKO pacnpeneneHHon uHdpacTpykType. B pesynbrate oTaensHble KOMNOHEHThLI OOIMKHBI 0DHAPYXUTL
Opyrue cBA3aHHbIE KOMMOHEHTHI.

Hanpumep, 6anaHcMpoOBLUUKY Harpy3ku HeoBXOAMMO ONpefenuTh BCe 3K3eMMnsapbl KOMMOHEHTOB, KO-
TOpble OH WCMOMb3yeT, AN pacnpefeneHus Bxoasawmx 3anpocos. CMS npenoctaenseT yHKUMOHANbHbIE
BO3MOXHOCTU, KOTOPbLIE MOMOralT NpK peweHn NogobHbIX 3agay;

1) ODHOBMEHWE N MOOEPHU3ALMIO

CMS ynpaBnsT npoLeccom obHOBMNEHWUS U MOLEPHM3ALMM KOMMOHEHTOB NPUMOXEHWUS. OTU M3MEHE-
HUA MOTyT ObITb pe3ynsTatoM NOABMEHUSA HOBbLIX YHKUWA UMW UCMPaBMEHWIA CaMOro NporpaMMHOro Koaa
NPWUIIOKEHUS UMW MOTYT ObITh CBSA3aHBI C OOHOBMEHMEM NMPOrpaMMHOr0 CTeKa, MCMOMb3YEeMOro NporpamMmMHbIM
KOAOM MPUNOXeHUsl, BKMoYas cpedbl BoinonHeHus. CMS ynpaensoT oOHOBReHnemMm A5 npefoTBpalleHus
npoctoes B paboTe nyTem noaTanHoro BHeAPeHWs! 9K3eMMNMAPOB ¢ OGHOBMEHHbIM KOAOM U yOaneHUs 3K3eM-
NAsSIPOB CO CTapbIM KOLOM;

K) OeKnapaTuBHYK KOHUrypauuo

O6bluHo CMS npepoctaenaioT komaHge cneumanuctos DevOps cpenctea gnga geknapaTMBHON Ha-
CTPOMKN KOHpUrypauum opkecTpaunn MpUnoXeHWa ¢ UCNonb30BaHWEM 3a[aHHOM CXeMbl, HarMuMcaHHOW Ha
Takux Asblkax nporpammupoBanus kak YAML (https://lyaml.org/) n JSON (https://www.ecma-international.org/
publications-and-standards/standards/ecma-404/). JeknapaTtueHas koHpUrypauuss obbI4HO Takke COOEePHWUT
WHOPMAaLMK O PENO3UTOPUSX KOHTEMHEPOB, CETEBOM KOHUIypaL MM, CpeacTBax XpaHeHus u pyHkuusx obe-
crneveHns besonacHOCTK, KOTOpLIE NOAAEPKUBAET NpunoxeHue. eknapaTtneHas koHpUrypaums Heobxoguma
ansa Toro, 4yto6el CMS Mornu aeToMaTu3npoBaTh NPOLECC YNPaBNEeHUSA NPUNOMKEHUEM W €r0 KOMMOHEHTaMMU.
Mo cyTw, geknapaTuBHasa KOHdurypaumsa ykaseiBaet CMS HyxkHyH KoHdwurypauuto. CMS, B cBolo o4epefb,
CTPEMUTCH cOo3faBaTb W NOAAEPKUBATL 3Ty KOHMUrypauuto. [Ing 3Toro oHa npyvHUMaeT peLlleHns B OTHOLLe-
HUW OeWCTBMA, HeobxoanMbIX ANt JOCTUXKEHWS MOCTaBNEHHON 3a4ayK, UCMOMb3ys 3HaHWSA O LeneBbiX cucTe-
Max 1 BHYTPEHHWX CTpaTErnMsax pa3BepTbiBaHUS.

16

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 22 /54
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-70860-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67324
https://gostexpert.ru/gost/gost-70860-2023?utm_source=pdf&utm_medium=67324&utm_term=page

rOCT P 70860—2023

8 beccepBepHble BbIMUCNEHUA

8.1 O6wWwmne nonoxeHUs

BeccepBepHble BblYMCMEHNS NpeacTaBnaT coboi KaTeropmio obnayHbIX CEPBMCOB, B paMKax KOTOPOM
CSC moxXeT ncnonb3oBaTk pPasnuyHble TUMbl 06navHbix dyHKUMOHAaNbHbIX Bo3aMoxHocTel. Mpu atom CSC
He HYXHO NpefoCTaBnATb, Pa3BepThiBATh W YNpaBnsaTh annapaTHeIMKU UIK NPOrpaMMHBIMKM pecypcamu, 3a
UCKITIOYEHWEM NpefocTaBNeHus Koga npunoxeHusa unu gadHelx CSC. beccepBepHbie BbluncrneHust obecne-
YKMBAKT aBTOMaTM4eCcKoe MacliTabupoBaHue ¢ AMHAMUYECKUM afanTUBHBIM BbIAENEHUEM PECYPCOB NMOCTaB-
LWMKOM oBnadHon cry*6bl, aBTOMaTUYECKOe pacnpefeneHne pecypcoB Nno HeCKONbKkUM obbekTam, a Takke
aBTOMaTUyeckoe obcnynuBaHue u pesepeHoe KonupoBaHue. PYHKLMOHANbHbBIE BO3MOXHOCTU BeccepBepHbIX
BLIYMCIIEHMIA 3aNyCcKaTCA OOHUM UMK HECKONBKUMU cOBLITUAMK, onpedeneHHsIMKU noTpebutenem obnadvHoin
cny»*6bl, 1 paBoTaloT B TEYEHWE OrpaHUYeHHOro Nepuoaa BpeMeHu, HeoBxoauMoro Ans Kax4oro KOHKPETHOMo
cobbITNA. PYHKUMOHANbHLIE BO3MOXHOCTKM BeccepBepHbIX BLIYUCIIEHWA TakkKe MOryT ObiTe 3anyLleHbl ¢ no-
MOLLbKO MPSAMOro Bbl30Ba U3 MOBMMbHLIX U BEG-NPUNOXEHUIA.

BaszoBaa koHuenuua BeccepBepHbIX BbIYMCIEHWA OCHOBLIBAETCS Ha NMpefocTaBneHuu yHKUWA Kak
ycnyrn. Moes 3akntodaetca B ToM, 4ToObl nocTaBlmMK oBrnadHoi cnyxBbl AuHaMudiecks U no TpeboBaHuo
BbIOENSAN pecypckl cpeabl BbIMONHEHUs, HeoBxoauMble ANs Koda NpUnoXeHuin notpebutens obnayHoi cnyx-
Obl, U NpY 3TOM NOTPEBUTEND HEe HYXKHO Bbino Bkl NPefBapUTENbHO BbILENATE KOMMLIOTEPLI UMW YNPaBnaTh
KOHKPETHBIMW KoMMNbloTepaMu, BM unu koHTeiHepamu 1 niobbiM CBA3aHHLIM C HUMKW NPOrpaMMHbIM CTEKOM.
CyLuecTBYHOT M Apyrue Buabl 0bnadHbIX CepBUCOB, KOTOpbIE NOAAEpXUBaT Moaens beccepBepHbIX BblYUC-
neHuin, B YacTHOCTK BeccepBepHble 6a3bl OaHHbIX.

BeccepBepHbie BbIYUCNEHUS MOXHO TaKKe NpeacTaBWUTb Kak OgHY W3 KaTeropuil nnatopMeHHbIX 06-
nadHbIX cepBucoB (Mnu PaaS), nockonbKky noTpebuTtens o6navyHoi crnyx0Obl NnpefocTaBnseT ToNbKo caM Kog
NPUAOXeHUs W (MNK) AaHHbIe, @ BCe OCTalNbHbIE PecypChbl U (DYHKUMOHANbHbLIE BO3MOXHOCTM, Heobxoaumele
Ans paboTbl NPUNOKEHWS, MPEQOCTABNAKTCA W YyNPaBNATCA NOCTABLUMKOM 06rnadHol cnyxbbl.

Kak npaBuno, obnayHble cepeuchl kateropmn beccepBepHbIX BoIYUCNEHWIA MacllTabupyoTcs aBTomaTi-
Yeckn ans obpaboTkn BXxodswmx 3anpocos. ObnadHble cepBUchl KaTeropium beccepBepHbIX BbIYMCNEHUI Ya-
CTO pacnonaratT QyHKUUSMKU obecnedeHns yCTOMYMBOCTU K COOSIM, Hanpumep BO3MOXKHOCTLIO pasMeLleHns
Koga npunoxeHus notpedbutens obnadHon cnyxbbl B HECKOMbKMX MECTax ¢ aBTOMatM4eCcKiM NepeknioyYeHm-
eM Mpu BO3HWKHOBEHUN cBos.

[ns paboTbl beccepBepHbIX BbIYUCIIEHMIA BCe paBHO TPebyloTca cepBepbl, NO3TOMY B 3TOM CMbICHE UX
HasBaHWe He COOTBETCTBYET AeWCTBUTENbHOCTM. YTo gencTBuTeNnbHO He TpebyeTtcs, Tak 3TO BbiAEneHue un
yrnpaBreHWe pecypcamun cepeepa co CTOPOHbI noTpebuTtens obnadyHon cnyxobi.

B GeccepBepHbIX BbIYMCNEHMAX YACTO MCMONb3YIOT MOAENU onnatel 3a 06beM paboThl, BbINOMHEHHbINA
obnayHbIM CEPBUCOM, @ He 3a BblOeneHHble pecypcbl (Hanpumep, BM unu koHTelHep). MoaToMy onnaTta mo-
XeT Npou3BoANTLCA M3 pacdeTta 3a oguH BbizoB APl unu, Hanpumep, 3a ogud HTTP-3anpoc. Takyto Mogens
onnaTtbl MOXHO paccMaTpuBaTh Kak Camblii 3KCTpeMarbHbIA BapyuaHT onnathl no dakTy notpebneHns.

Cpegum npeumyllectB DeccepBepHbIX BbIMUCIEHUA Ona notpebutens obnayHon crnybbl MoryT ObiTb
chnegywowme:

- CHWKeHWe 3KCMyaTaunoHHbIX PacxoAoB, B YACTHOCTM CHVXXEHMEe PacxXxo4oB, CBA3aHHbIX C MacluTa-
OMpoBaHMEM pecypcoB ANs COOTBETCTBUS MeHsolelcs pabodelt Harpy3ke, NOCKONBKY OMnaTta Hanpsamyto
cBAzaHa ¢ 06bemMoM paboTel, BbINONHAEMO 06nayYHbIM CEPBUCOM, 2 HE C BblaeneHHsIMU pecypcamu. Kpomve
TOro, HEOBXO4MMBIE MPOrPAMMHbBIE CTEKU He HyxkparTca B o6paboTke, kak 3To 06bI4HO BbIBAET NpU UCMONbL-
30BaHuu BM n KOHTENHEPOB;

- CHWXeHWe 3aTpaT Ha pa3paboTKy U coKpalleHne BpemeHu paspaboTkun, MOCKonbKy paspaboTumkam He
HY>KHO Y4UTBIBATbL PasnuyHble BOMPOCk! yNpaeneHus pecypcamu, BKNYas passepTbiBaHne u Macutabmposa-
HWe, TaK Kak Ko NpUMoXeHus, HanpyuMep, MOXHO NPOCTO 3arpy3nThb U BbINOMHUTD;

- MEHbLUasi CMOXHOCTb YNAaKOBKWU 1 pa3BepTbiBaHUA. B 4acTHOCTU, HE HYXHO yYMTbIBATE PasnunyHble BO-
NpOChkI, 32 UCKMYEHWEM KOOa NPUNOXEHNS UMK AaHHBIX NOTpebuTens obnavHon cnyx6ul. [iobbie cBA3aHHbIE
NporpamMmMHbIe CTEKW MOCTaBNATCA NocTaBlMKoM 06nadvHoi cnyxbbl Kak YacTbe obrnavHoro cepeuca, a He
yMNaKoBLIBAIOTCH WU HE pa3BepTbiBaloTCs notTpebutenem obnadHoi cnyx6wbl.

8.2 DyHKLMM KaK ycnyra

8.2.1 O630p
PacnpocTtpaHeHHon dopmoi GeccepBepHbIX BbIYMCNEHWI siBAseTCA opMa «YHKUMM KaK ycryra»
(FaaS). FaaS npenctasnsiet coboil hopMmy BeccepBepHbiX BbIMUCIEHWIA, B KOTOPOW OYHKLMOHaNbHbIE BO3-
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MOKHOCTW, UCMNOmNb3yeMble NoTpebutenem obnavyHon cnyx6bl, 3aknNYaTCs B BbINMOMHEHUA KOOA NPUIoXe-
HWA noTpebutensi B BUOE OOHON WKW HECKOIbKMX YHKLMNA, Kaxaas M3 KOTOPbIX 3anyckaeTcs rno BbiGpaH-
HoMy noTpebuTenem cobeiTuio. FaaS Takke ABMNSeTCA pa3HOBUAHOCTLIO hOPMbI «BLIYMCIIEHUS KaK ycnyra»
(Compaa$S) cornacHo onpegenenuto no NOCT ISO/IEC 17788.

FaaS MoxeT BbINOMHATL KO KIMMEeHTCKOro NPUMNOXKEeHWs, HanucaHHbli Ha 0OHOM UINU HECKOMBKMX A3blKax
nporpaMmupoBaHisa. Bce obnayHbie cepBucbl FaaS noaaep:KMBaloT NPUNOXKEHWS, HaAMMCaHHble Ha OOHOM
WM HECKONbKUX A3blKax nporpaMmMMpoBaHns, BKIoYasa, noMmumo npodero, C#, Go, Java™, JavaScript, PHP,
Python, Ruby, Swift. FaaS nogaepxmBaet yHKLMOHANbHbIE BO3MOXHOCTU NAaTgOpPMbl KaK YCryrn B OTHO-
LWeHWM nNpeaocTaBneHnsa NporpaMMHOro CTeka cpedbl BHINONMHeHWs, HeoDXoAMMOro Ans BbINOMHEeHMs Koaa
npunoxeHusa. Takum obpa3om, noTpebutento o6nadHoi cnybbl HE HY)XHO pa3BepThLIBATL M MOAAEPKUBATL
nporpamMMHLIA cTek cpefbl BeinonHeHus. Kak npaBuno, FaaS He TpebyeT HanncaHusa koga NpunoXeHusa no-
Tpebutens obnavyHoi cnyx0Obl 4NA MCNONb30BaHUA KakoW-NMB0o KOHKPETHOM cpefbl pa3paboTKu NpUnoKeHU.
Kpome Toro, FaaS opraHuayeT paboTy npunoxeHws 1M NporpaMmMHOrO CTeKa cpefbl BbiNONHeHWs no Tpebosa-
HWUO anst o6enykMBaHMs MtoBbbix COOLITUIN, KOTOPbIE 3anMyCKatoT NPUNOXKEHUE.

Llene FaaS — cpenatb MHMPpACTPYKTYpy HEBUOMMOW Ona pa3paboTyYMKOB MPUMOXKEHUA N CEPBUCOB.
Mpu ncnonesoBaHum FaaS 6azoeblie cepeepbl, BM 1 (unu) KoHTeNHepbl HEBUAMMEBI AN MOML30BaTENS CEPBU-
ca. Pa3paboTumk He TOMBKO HE MMEET K HUM LOCTYNa, HO U He MOXeT NOMy4YUTb ero, MOCKOMbLKY OHW aBToMa-
TUHECKM YNPaBnsKTCS NocTaBLMKOM obnayvHon cnyxbbl Kak YacTb obnadyHoro cepeuca.

BaxHbim acnektom FaaS sBnsercs To, 4TO pecypcbl noTpebnsaTcs TONbKO BO BPEMS BbIMOMHEHUS
onpegeneHHon gyHkunn. OBbIYHO, Korga npunoXeHne ncnonssyet BM MM KOHTENHep B BbIYUCIUTENBHOM
obna4yHoMm cepBuUce, KaXablA 3anyleHHbln 3k3emnnap BM wnnu koHTellHepa noTpebnsieT pecypchl Henpe-
PLIBHO M HE3ABMCUMO OT TOrO, BBIMOMHAET N OH BXO4sALMe 3anpockl Mnu HeT. B cniyyae ¢ FaaS pecypcel He
notpebnsTcs, Korga obpabaTeiBaeMble COBBITUS OTCYTCTBYHOT. 3TO MOXET CHM3UTL 3aTpaTkl NoTpebuTens
obnayHoi cnyxbbl, ocobeHHO B TOM, 4TO KacaeTcs pefko Mcnonb3yembix hyHkuui. FaaS Bbigensiet He-
obxogumble pecypcbl (Hanpumep, 6a30BbIA KOHTEWHEp), KOr4a B OTHOWEHWN AaHHOW (PYHKUMW BO3HUKAET
cobbiTHe.

ABTOMaTW3UpOBaHHOe ynpaeneHue, obecneuneaemoe FaaS, aBNAeTCs OCHOBHOW OTNUYUTENBHOM OCO-
DeHHOCTLIO, T. K. BbICOKaa MacluTabupyemocTs obecnednBaeTca B aBTOMATMYEeCKOM pexume. Ecnu yactoTa
BO3HWKHOBEHUSI cOBLITMIA AnsA faHHoW FaaS pacTeT, To 06beM pecypcoB, BblAeNAeMbIX COOTBETCTBYHOLLEN
obnavHoi cnyxbe gna 06paboTkM 3TUX COBLITUIA, aBTOMATUYECKW YBEMWYKMBAETCA, a KOrga 4acTtoTa BO3HUK-
HOBEHWsI CODLITUI CHUXKAETCH, OHU YAansawTCs.

8.2.2 ®yHKumMn FaaS

Mcnonb3oBaHne FaaS nogpazymeBaeT HanucaHWe OOHOW UMW HECKONMBKUX YHKUWA, rae kaxaasa yHkK-
LMsa — 3TO YacTb NPOrpPaMMHOro Koga, NnpegHa3HadeHHasa Ans BbINONHEHWA OAHON KOHKPETHOM 3adaun. MimeH-
HO M3-32 3TON 0COBEHHOCTH NpPorpaMMMUpoBaHnsa BeccepBepHON cpeabl BLINONHEHUSA 3TU 06nayHble CEpPBUCHI
nony4unu Takoe HazBaHwe — «yHKUMsA Kak ycnyra» (FaaS). Mo cytu, aTo cepbe3Hoe uaMeHeHue crnocoba
pa3paboTKM NPUIIOKEHUIA N CEPBUCOB, BKMoYas AobaBneHne oTAeNbHbIX MPUHLKMMOB apXMTEKTYPbl MUKPOCep-
BUCOB (CcM. pasgen 9). CyllecTBylOT onpeaeneHHble NPUHLMNbI, KOTOpble AEACTBYIOT B OTHOLUIEHUN (OYHKLIMIA
1 crnocoba Mx BbINOMHEHUS.

DYHKLUMM HE MMEKT COCTOAHUSA, YTO 03HAYaEeT, YTO BCe (DYHKLUWM HE COXPAaHST COCTOAHUS, BO3HUKA-
HoLLMe Mexay X nocnefoBaTenbHbIM Bbl3oBaMy. PakTUYECKM 3TO 03HAYAET, YTO PYHKLUKM CaMU He XpPaHAT
HUKaKuX OaHHbiX. Ecnun dyHKUMM HeoOX0oAMMO XpaHWTb AaHHbLIE M MOMnyYaTb K HUM SOCTYN WM BPEMS XKU3HU
3TUX JaHHbIX MpeBbILLAeT BPEMA OOHOMo Bbl2oBa (PYHKUMK, TO TOrda (OyHKLMA WHTErpupyeTcs ¢ OOHUM UMK
HeCKOMbKMMK 0bnaYyHBIMK cepBMcaMmu XpaHeHus gaHHbeiX (CM. pasgen 12).

Kaxxgas dyHKUMS BBINONHAETCS NPU HACTYMNEHUW HEKOTOPOTO CcOBLITUSA, roe YBeAOMIEHUE O COBLITUN
SIBNSIETCA Pe3ynLTaToM HEKOTOPOro M3MEHEHUS COCTOSIHUSA, T. . MoJens FaaS MMeeT COOTBETCTBYHOLLYIO ap-
XUTEKTYPY, YyNpaensieMyr cobbiTuamMy, a 370 npegnonaraeT aCMHXPOHHOE NOBeAeHWe, CBSA3aHHOEe C OTnpae-
KOW 1 nony4eHnem cobbiTMiA. Takoin nogxon obecnednsaeT ropas3go bonee BbICOKYyH MacLiTabupyemocTb M
YCTOMYMBOCTb NPWUIOXKEHWIA, 0CODEHHO ecrniv NPUIOKEHWS peanu3oBaHbl Ha pacnpefeneHHbIX cucTemax.

®YHKUWMM OrpaHnYeHbl Mo BpeMEeHHN, T. 8. OHW He MOTYT BbIMOMHATLCS A0bLIe 3adaHHOro BpeMeHu, onpe-
OensiemMoro nocrtaBLukoM obnayHoi cryx6bl. [IMMUT BpeMeHM 3aBUCUT OT KOHKPETHOrO Npegnoxenuns Faas,
HO 4YacTO OH He MPEBLILIAET HECKOMbKMX MUHYT. Taknm obpasom, kakne-nubo onuTensHblie 3a4aymn He nogxo-
OAT ana 06paboTkm B KadecTBe yHKUMK.

C orpaHuyeHneM (OyHKUWIA MO BPEMEHMW CBSA3aH M BOMPOC 3aeKKK 3anycka yHKLMIA. Pedb naeT o Ko-
NIMYEecTBe BpeMeHu, KoTopoe Heobxoammo FaaS, uyTobbl npu BO3HUKHOBEHWM CODBLITUA co3aaTh paboTarLmii
3K3eMNNSAp PYyHKUMKM. 3TO MOXKeT BbiTb MO0 XONMOAHLIA 3anycK, KOr4a HOBbLIA 3K3eMNNAP A0MKeH ObITh 3any-
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LLEeH ¢ HynsA, Nnbo ropsivnia 3anyck, korga FaaS MoXeT NOBTOPHO MCMOMb30BaTh AK3EMMMSP U3 NpeablayLLero
cobbiTnsA. MNepBblil BapuaHT MMeeT ropasfo 6onbLluylo 3a4epKKy, YeM BTOpO. XornoaHbI# 3anyck ropasno bo-
nee BeposATEH 4NA YHKLMIA, KOTOPLIE UCMONbL3YTCA HeYacTo, nockoneky FaaS obkiuHO yaoansaeT aksemMnnsap,
KOTOPLIN He MCMONb30Bancs Ha NPoTSKeHWUW onpeneneHHoro (0BbIYHO KOPOTKOro) Nepruoaa BpeMeHu.

Bce dyHKUMM gocTynHbl Yepe3 APl u MoryT BbiTh Bbi3BaHbl NMMBO KNMEHTOM, HAXOAALWMMCS NOMHOCTEH
BHe obnayvyHoi cucTemMbl (HanpuMmep, NPUNOXKEeHNEM KOHEYHOrO Mosfib30BaTens, 3anyLeHHbIM Ha KITMEHTCKOM
ycTpoiicTee), Nnbo KIMEHTOM, KOTOPbIV SIBNSETCA YacTelo obwero npunoxeHus. Kaxaas dyHKLMA MOXeT pac-
CMaTtpuBaTbCst K&Kk MUKPOCEPBMWC, W, B CBOIO odepenb, kaxaas hyHKLMA MOXET 3aBUCETb OT UCMOMb30BaHNS
OPYrMX MUKPOCEPBUCOB ANS peanuiaumm cBoux PyHKLUUOHAMNBHLIX BO3MOXHOCTEN.

To, Kak cCOBBITUA ONUCLIBAKTCA B CTPYKTYPaX AaHHbIX, UMeeT BaXHOoe 3HayeHue Ana yHKUWA B pamkax
feccepBepHbIX cpepn, BuINonHeHus. MoaTomy GbInNKn co3ganel cneuudbukaLmMm, NnoMoralLwmue YeTko U cornaco-
BaHHO OMUCLIBATbL COOLITMSA.

MockonbKy 3a OAMH pa3 MOXHO pasBepHYTb TONbKO oaHY dyHKUMIo, BeccepBepHbli nogxon obecneym-
BaET 3HAYMTENbHYH MTMOKOCTb B 3TOM nnaHe. MpunoXeHus MoryT co3fgaBaTbCs Mo OHOW (DyHKUMKM 3a pas,
Kax4as U3 KOTOpbIX pasBepTbiBaeTcs W MaclwTabupyeTcs oTgoensHo. 370 Takke Mo3BONseT YCKOpUTL pas-
paboTky U paseepTbiBaHWe (HET HeobXOAMMOCTU KOaTk COOPKM MPUNOXKEHUS UMW CepBUCA, COAepKaLlero
HEeCKOmnbKO hyHKUMOHAamNbHbLIX BO3MOXHOCTEN). Kaxaas hyHKLMOHANEHasA BO3MOXHOCTE MOXET ObiTh co3gaHa,
NpoOTECTUPOBaHAa W pasBepHyTa OTAENLHO.

8.2.3 BeccepBepHble (hpeliMBOPKH

BeccepBepHbii hpeiMBopk npeactaenseT cobo MHCTPYMEHT, MPU3BaHHbIA OKasaTb NOMOLLb NpPW CO3-
OaHWUM 1 pa3eepTbiBaHWUM YHKUKIA ANs obnayHbix cepeucoB FaaS. B yacTHOCTM, OH NogaepXkuesaeT paseep-
ThiBaHWe (OYHKLMA B pamMmKax pasHbIX NpeanoxeHuin FaaS pasnuyHbix NOCTaBLLMKOB 0BNayYHbIX Cryk6.

Kak npaeuno, cepeuckl FaaS senswoTca cobCTBEHHOCTLIO NOCTaBLLMKa 0bnadHo cnyxbel. OgHako cy-
LLEeCTBYIOT M OTAeNbHble peanu3auun FaaS Ha Gaze OTKpbITOro MCXOAHOIo Koaa.

Onsa pewenun npobnembl paspaboTku yHKUMIA NS pasBepTbiBaHWA Ha NoOOM M3 MHOXEcTBa npeg-
noxeHuin FaaS noctaBlmKoB obnadHbeix cnyx6 6einn paspabotaHbl GeccepBepHble OpPeiMBOPKK, KOTOpbIE
No3BONAIT pazpabaTteiBaTe PYHKLUU, OPUEHTUPOBAHHLIE Ha pasfnuuyHble FaaS no TpeboeaHuto, yunThiBaA
pasnuuua Mexgy HAMK (0coBeHHO B OTHOLUEHWM NPOLLECCOB 3arpy3kn U pasBepThiBaHUS).

8.2.4 CeAzb FaaS ¢ MmukpocepBucamMmm U KOHTeMHepamm

FaaS nogpasymeBaeT cnonb3oBaHWe 06naqyHOn apXUTEKTYPbl MUKPOCEPBUCOB ANA NpunoxeHuni. FaaS
npegycMaTpuBaeT UCNoSfb30BaHWe «obnaqYHoro» noaxoda K NpUioKeHUsIM, KOTOPbIA CYLLEeCTBEHHO OTNIMYaeT-
€51 OT «MOHOINUTHBIX» NMPUMNOXEHWH, rOe Bce PyHKUUN cogepaTcs B 0OHOM NakeTe.

Takum obpasom, ucrons3oaHue FaaS u dyHKUKUA — 3TO OAMH U3 cnocoboB peanu3aunn apxXuTekTy-
pbl NPUNOXEHWI HA OCHOBE MUKPOCEPBUCOB, KOTOPbLINM TpebyeT MCMOoNb30BaHWS KOHTEMHEPOR W CBA3AHHLIX C
HumMu CMS.

OpHako cyLlecTByeT BO3MOXHOCTb COBMECTHOIO MCMofib3oBaHuA FaaS ¢ MUKpocepBMcamu, peanmso-
BaHHLIMW C MOMOLLbIO KOHTEMHEPOB (MK € Ucnonb3oBaHueM BM). Mpu atom pyHKyum ByayT BbI3bIBATL MUW-
KpOCEepBWChI HA OCHOBE KOHTEWHEpPOB, 8 MUKPOCEPBUCHI Ha OCHOBE KOHTEeWHepoB OyayT Bbi3blBaTk (DYHKUMK
FaaS no mepe HeobxoguMocTu.

8.3 BeccepBepHble 6a3bl AaHHbIX

BeccepBepHas DOasa gaHHbix npenctaBnsieT coboi dopmy GeccepBepHbIX BblHUCMEHWA, B KOTOPOM
hyHKUMOHANbHAA BO3MOXHOCTb, MCMonb3yemasi notpebutenem obnaydHon cnyxObl, npegctaenser coboin
Ba3y gaHHbIx. Mpu aTom Basa 4aHHbIX NPeaoCTaBnsaeTcs, yNpaBnseTcsa K 9KCnyaTupyeTcs NocTaBLLMKOM 0b-
na4yHon cnyx6bl, a ee dyHKUMM NpegnarawTca yepes APL.

UTto kacaeTcs BGeccepBepHbIX BLIYWMCIIEHUNA, TO pacnpefeneHWeM pecypCcoB XpaHeHusi ynpaBnseT no-
cTaBWMK obnadHon cnyx6bl. ObbeMm XpaHUnuLla aBTOMaTUYECKM U AMHAMUYECKU MacliTabupyeTtcs B co-
OTBETCTBUM ¢ 06beMoM faHHbix notpebutens obnayHoi cnyxbbl, KOTOpble NoMewawTcs B Hasy gaHHbIX.
YnpasneHue pennvkaumen 1 pe3epBHbIM KONMMPOBaHMEM OCYLLECTBINAET NocTaBLuK 06navyHoi cnyxbbl. 3Tu
onepauuvu BKNYalwT B cebs pasMelleHne JaHHbIX B MeCTax, NOAXOAALWNX ANS UX UCMONb30BaHUsA, a Takke
noadepKaHue HECKOMbKUX PEenmuK B COOTBETCTBUM ApYr ¢ ApyroM. BeluvcnuTentsHble pecypckl, Heobxogumble
ansa obcnyKuMBaHWUs 3anpocoB 1 0BOHOBNEHUA Ba3kbl JaHHbIX, TAKKE YNPaBNsAKTCA U MacllTabupyoTcs NnocTas-
LWKMKOM obnayHon cnyx6bi.
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9 ApXUTEKTypa MUKPOCEPBUCOB

9.1 O6wKMe nonoxeHUnA

ApXWUTEKTYpa MWUKPOCEPBUCOB MpeacTaenseT coboil noaxod K MOCTPOEHWUK OBMavyHOro MpUnoXeHus.
ObnayHoe NpunoXxeHue cneuuansHo cosnaeTca ansg paboTel B obnake, a Takke ANA UCMONb30BaHWUA (PYHK-
LMOHaINbLHbLIX BO3MOXHOCTEN 1 cpefbl 06naqHbiX CepBMCOB. APXUTEKTYPa MUKPOCEPBUCOB SBMABTCA CTUMNEM
apXWTEKTYpLI, MpegnonarawnM pasbueHme NpUNoXeHns Ha MUKPOCEePBIUCHI, KOTOPbIE MOryT BLICTPO 1 Heaa-
BMCKMMO OpYr OT apyra 6biTb pa3BepHyThl Ha Nio6omM MHGPacTPYKTYPHOM pecypce no mepe HeobxogumocTu. B
apXMTEeKTYpe MUKPOCEPBUCOB NPUNOXKEHWE pa3aenaeTcs Ha pag OTAEMbHLIX MPOLECCOB, HAa3bIBAEMbIX MUKPO-
cepBuUcamMu, KOTOpble Pa3BEPTLIBAOTCA HE3ABUCKMMO U CBSA3LIBAIOTCA APYT C APYTOM C NMOMOLLBK CEPBUCHBIX
UHTepdeicos. Moea 3aknioyaeTcs B TOM, YTO MUKPOCEPBUCHI B paMkax NpUMIOXeHWsa npedHaszHadvyeHbl ans
BbINOMHEHUS onpedeneHHoi obnacTi MyHKUMIA, Hanpumep KoHKpeTHoro BusHec-npouecca WK onpegeneH-
HOW TEXHWYECKOWM (DYHKLMOHaNbLHON BO3MOXHOCTU. OTa apXUTeKTypa Nno3BonseT UCnons30BaTb U 0GHOBNATL
KaOblil MMKpOCEPBUC OTAENBHO APYr OT Apyra. Takum o6pasoM, apxMTekTypa MUKPOCEPBUCOB SIBMAETCA 30H-
TUYHBIM METOLOM, B KOTOPOM MUKPOCEPBUCHI BLICTYNAKT B KAYECTBE OCHOBHbIX KOMMOHEHTOB.

MpumeyvaHue — TepMUHbl «CepBUC» (YCNyra) U «CepPBUCHbIA MHTepdenc» UCNOoMb3yTCA B COOTBETCTBUU
c onpegeneHuamMu, npueefeHHsiMu B FTOCT P MCO/M3K 18384-1. CtaHgapT Takke codepXuUT NoHATHoe 0ObsACHeHMe
CepBHUC-OPUEHTMPOBAHHON apXMTEKTYPbl, KOHKPETHBIM NMPUMEPOM KOTOPOW ABMAEGTCA apxuTekTypa Mukpocepeucos. Cep-
BUC UMW MWUKPOCEPBWUC HE CREeAyeT nyTaTb ¢ obnayHbiM cepBucoM. MOXET BO3HWMKHYTE CUTyauusi, KOrda MUKpPOCEPBUC
peanuayeTcd kak 0bnayHbIli CepBuC, HO 3TO 3aBUCUT MCKIIOYMMUTENBHO OT BbiBopa paspaboTymka NPUNoXeHUs, U HUKaKUX
onpefeneHHbIX TpeboeaHWi 30ech HeT.

MpocToi NpUMep MpUINOMXeHUsi, OCHOBAHHOIO Ha MUKpocepBucax, NpuesedeH Ha pucyHke 4. B naHHom
npyuMepe MpUIoXeHne COCTOMT U3 fapa U OBYX MUKPOCEPBWUCOB, OOWMH M3 KOTOpLIX paboTaeT ¢ y4YeTHbIMU
3anucsMm nonb3oBaTtenei, a BTOPOi 3aHUMaeTcst oTobpaxeHMeM 1 ynpaeneHueM BugeopsaoM. B npumepe
TakKe NoKasbiBaeTcsl, YTO MPUNOKEHWS MUKPOCEPBUCOB MOTYT TakXe WCMNONb30BaTb ApPYrMe CepBUCHI, Kak
npaeuno obnadHble, NpegocTaBnALme yHKUMOHANBHbIE BO3MOXHOCTM, HeoGxoauMble npunoxexunto. Mo-
3TOMY B 3TOM MpUMepe MUKPOCEPBUC YYETHOI 3anucK Nonb3oBaTens MCronb3yeT cepBuc 6asbl AaHHbIX Ans
XpaHeHusa U nony4eHns nHdopmaumum o6 y4eTHO 3anucu, MUKPOCepBUC OoToOpaeHWs BMOEO UCMOonNb3yeT
CepBUC XpaHeHWUsi BUAEO, KOTOPbLIA XpaHWUT BUAEOPSA; OCHOBHOE NPUMNOXEHWe UCMONb3YeT CepBUC NeKTPOH-
HOWM MoYTbI, cepBuC Twitter-neHTbl M CEPBUC aHANMMUTUKK.

OcHoBHoe
/ MpUMoXeHue \
Mukpocepsuc y4eTHOM y Mukpocepeuc
3anucy nonb3oearens oT06pakeHns BUOeo
Cepeuc
Cepeuc baabl XpaHeHus
OaHHbIX ; BULEO
. gggg:ﬁ G CepBuC NeHThI Cepsuc
o Twitter aHanuTyKK

Pe3epBHb|e CepBUCHI

PucyHok 4 — MpuMep NpUNoXeHWs, CTPYKTYPUPOBAHHOTO C UCMONL30BaHUEM apXUTEeKTYpsl MUKPOCEPBUCOB
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BaxxHO MOHMMATb, YTO apxMTEKTypa MMKPOCEPBMCOB — 3TO METO[, a TakKe, YTO MUKPOCEPBUCHI ABMAKT-
CHl OCHOBHOW YacCTbl0 apXUTEKTYPbl MMKPOCEPBUCOR. B 3TOM 1 3aKknyaeTcs OTNUYMe OT TEXHOIOTMIA, KOTopble
MOryT ObiTb MCMOMNbL30BaHbLI ANS peanv3auny MukpocepercoB. MuUKpocepBUChl MOTYT ObiTb peanu3oBaHbl ¢
MOMOLUEI KOHTeRHepoB, BM unu BeccepBepHbIX BLIYUCIIEHWA U MOAKMHOYEHbBI C MOMOLLLIO BUPTYanu3npoBaH-
HbIX CEeTel, HO 3TOT NoAxXo4 OTNUYAETCA OT MeToAa, UCNOMNbL3YEeMOro ANns Co34aHns NPUNoXKEeHUN.

YacTo B KOHTEKCTE NMpegMeTHO-OPUEHTUPOBAHHOIO NPOEKTUPOBaHWA UCMONb30BaHne PyHKLUOHANbHON
OEKOMMO3ULIMK SIBNAETCS 3aroroM NocTPOEHUA YCNeLlHOW apXMTeKTypbl MMKPOCEPBUCOB. ECTb MHEHMe, 4To
3Ta apxuMTekTypa npenctaensieT coboi yCOBEPLUEHCTBOBAHHYIO WU YNPOLLEHHYO BEPCUID CEPBHUC-OPUEHTMPO-
BaHHOW apxuTekTypbl (SOA). ApXUTeKkTypa MUKPOCEPBUCOB MMEET crneaytoline ocobeHHOCTH:

- KaXOblA apXUTEKTYPHbIA KOMMOHEHT («CEPBUCY» ) UMEET YeTKO ONpefeneHHbIn U SBHO 0D603HAYEeHHbIN
nHTepdeic;

- Kakabi cepBuc paboTaeT NoMHOCTbH aBTOHOMHO;

- U3MEeHeHMWe peanu3aunn cepBuca He BIMSIET Ha ApPYr1e CEepPBUCHI, MOCKOMNbKY 0OMEeH AaHHBIMK Mexay
cepBUcCaMm NPOWUCXOAWT TONbKO Yepes nHTepdencebl (06bivHo REST-nHTepdeiic);

- cnabas CBA3aHHOCTb W BLICOKAas CBA3AHOCTb MEXOY CepBMCaMy MO3BOMSAET CO34aBaTh HECKOIMBKO
CEPBMCOB ANA onpefeneHns CepBMCOB UINKU NPUNOXKEHU Bonee BLICOKOrO YPOBHS.

MpunoXeHna Ha OCHOBE MWKPOCEPBWCOB OTNMYAOTCSA OT MOHOMUTHLIX MPUINOXEHWUA, B KOTOPbLIX BCE
KOMTMOHEHThI MPUINOXKEeHWS co3aalnTcs 1 cobupalTca B pamMKkax 04HOro npouecca, 4YTo xapakTepHo ans bonee
cTapbiX, HEOONaYHbIX KOPNOPATUBHLIX MPUIMOXKEHWNIA.

9.2 NpenmyuiecTBa U HeAOCTAaTKU MUKPOCEPBUCOB

MpeumyLLecTBaMn MUKPOCEPBUCHOW apXUTEKTYpPbl ABMAIOTCS:

- Dbonee npocTeie KogoBble Baskbl ANs OTAENbHbIX CePBUCOB;

- BO3MOXHOCTb ODHOBMEHWs N MacluTabupoBaHUA Kax4oro cepBrca B OTAENbHOCTH;

- BO3MOXHOCTb HanucaHwWs CEPBUCOB Ha pa3sHbIX A3biKax ANA y4OBMeTBOpeHus NoTpebHoCTen B BbICO-
kol ckopocTu paboTbl M ynobcTea paspaboTku (3TO HA3bIBAETCH «MHOMOA3bIYHOE NPOrpaMMUpPOBaHKE );

- NCMOMb30BaHWe pasnUYHbIX CTEKOB npoMexyTodHoro MO 1 faxe pasnuyHbliX YPOBHEW AaHHbIX AMNS
pasnu4YHbIX CEPBUCOB (BbicoKasa rubkocTe paboThl).

OpHUM 13 NpeuMyLLEecTB MCMONb30BaHWA apXUTEKTYPbl MUKPOCEPBUCOB ABMSETCH TO, YTO KaxdblA KOM-
MOHEHT NPUNOXKEHUS], NOCTPOEHHbINA KaK MUKPOCEPBUC, MOXET BbiTh MacluTabupoBaH O0TAenNbHO, YTo6bl COOT-
BETCTBOBATkL Harpyske MMEeHHO Ha 3TOT KOMMOoHeHT. B nogxoae, ncnonb3yeMoM Ons co34aHus MOHOMUTHBIX
NPUNOMKEHNIA, Takas BO3MOXHOCTb OTCYTCTBYeT. B apxuTekType MOHONMUTHOIrO MpUNOXeHWs BCe KOMMOHEHTHI
pasBepTbiBaloTCs M paboTaloT Kak earHoe uenoe, a MaclutabrvpoBaHue BO3MOXKHO TOMBKO NyTeM yBernM4eHus
MM yMeHbLlUeHns MmacwTaba Bcero NpUnoXeHust. 3To MOXeT NPUBECTU K CHWXKEHUIO 3pPeKTUBHOCTH UCMONb-
30BaHWNS pecypcoB AMS TeX KOMMNOHEHTOB MPUNOXKEHWS, A8 KOTOPEIX BbICOKas Harpyska oTCyTCTBYeT.

Cuctembl PaaS no3BonsioT Nerko pasBepHyTb Kaxabli MUKPOCEPBUC MO OTAENbHOCTU U CBA3aTb MX
BMeCTe AJ1A CO34aHWA MOMHOLEHHOro npunoxeHus. Kaxapil MUKPOCEPBUC MOXET YNpaBnAaThCs HE3aBUCUMO:
macliTabupoBaTbes, pacnpenensitecsi, 0GHOBMNATLCS.

Ewe ogHUM npenmyLlecTBOM MCMONb30BaHMS apXUTEKTYPbl MUKPOCEPBUCOB SIBNSIETCH TO, YTO KaKAbIN
KOMMOHEHT NPUMOXKEHUS, MOCTPOEHHLIN Kak MUKPOCEPBUC, MOXET MMETb HE3aBVCHMBIN XU3HEHHbBIA LIMKN pas-
paboTku. 3TO No3BONseT co3gaBatb bornee KOMMaKTHbIE KOMMOHEHTLI NPUINCKEHWIA, KOTOPLIE MOXHO BbicTpee
MoAnMLMpoBaTh, paclMpATh, TECTUPOBATL W pa3BepThiBaTb.

Kpome npenmmyLlecTB ecTb eLe U HedOCTaTKu, KOTopblie ANA peanu3auuny BCero noteHuuana npeumy-
WecTB HeoBXoAMMO yCTpaHuTh. KpaTkoe onvcaHue STUX HegoCTaTKoB:

a) onTumm3aunsa obmeHa gaHHbiMu. PaBoTa npunoxeHus B pasHbiX Mpoueccax NpuBoauT K yBenuye-
Huo obbema nepegaBaeMbiX JaHHbIX B CBA3W ¢ BOMbLUMM KONMMYecTBOM BbI3oBOB AP| mexady cepBucamu no
CpaBHEHMWIO C BbI30BaMU DYHKLWMWA, nepefaBaeMbiMW BHYTpW npouecca. YTobbl MCnpaBuTe CUTyauuio, He-
obxognmo onpegennTh ONTUMAarbHbLIA NPOTOKON, OXWAaeMoe BPeMs OTKNMKA, 3HAYEHUH TalM-ayToB U KOH-
cTpykumio APL. Ina 3Toro MOryT MCNonb30BaThCA TakMe nporpaMmMHbIe KOMMNOHEHTbI, Kak API-wnto3 (cm. 9.7),
aBToMaTUyeckne pasmeikatenu (cMm. 9.6), GanaHCUpPOBLLMKK HArpy3ku (cMm. 14.2) u npokcu-cepeepbl (cM. 14.2);

6) obHapyxeHune cepBucoB. OBHapyeHWe CepBUCOB 03HA4YaeT BO3MOXHOCTb CEPBUCOB COMMacoBaHHO
obHapyxuBaTe Apyr gpyra. Ansa Toro 4Tobbl cepBUCEl MOMW perucTpupoBaTte U 06bABNATE cebs, Heobxoan-
MO BHEAPUTE CTaHAAPTU3MPOBAaHHbLIA U cornacoBaHHbIA pabounii npouecc. CepBrChl AOMKHBI BbITE cnocob-
Hbl 0BHaPYXKNBaTb KOHEYHbIE YCTPOWCTBA U MEeCTONOMNOKeHWe OpYrix cepucos. Heobxoaumo ncnonb3oBaTh
crneuundukaLmio, kotopas OygeT onpenensaTb NOPsSAOK HACTPORKK W30 APl ana nHgopMmmnpoBaHusa o o-
CTYMHOCTM CEPBUCOB U COXPaHEHUS BO3MOXHOCTU OBHApYKeHUs;
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B) ckopoCTb paboTbl. BuinonHeHne ogHoro gyHKUMOHANbHOro BuaHec-TpeboBaHna MOXeT nogpasyme-
BaTb OPKECTPaLMI0 Cpasy HECKOMbKUX BbI30BOB CEPBMCOB. DTO MOXKET yBENMUYMTL 3a0epKKy OTKNuKa. Kpome
TOro, AaHHbIE, KOTOPbIE YacTO UCMOMb3YTCS OOHUM MUKPOCEPBUCOM, MOTYT NpUHAANeKaTe OPYroMy MUKPO-
cepaucy. [1nsa Toro 4To6bl n3bexaTe BO3HWKHOBEHUS BonbLuoro obbema nepegaBaeMbiX AaHHbIX, CBA3AHHLIX C
KOMMPOBAHWEM AaHHbLIX NMPU Bbl30BE CEPBMCOB, HEOBXOAMMO HanM4ne dyHKUWIA COBMECTHOTO UCTOMNb30BaHUs
N CUHXPOHWU3ALUN OaHHbIX;

r) OTKasoycToM4mBoCTb. OTKA30yCTOMUYMBOCTL — 3TO CMNOCOBHOCTE CUCTEMbI BOCCTAHaBMNMBATLCA NOCHe
4acTU4YHOrO oTKasa. PaspaboTynkam MUKPOCEepPBUCOB HeobXoaNMO NPennoXnTe MEXaHN3Mbl AN BOCCTAHOB-
MEHWUs UMM OCTaHOBKU pacnpocTpaHeHus cbos Ha ApyrMe Yacti cuctemsl. Kpome Toro, HEeKOTopble CepBMChl
BLIMOMHAKTCA B HECKOMbKMX KOMWSX Ans oBecrneyeHmnsl BbICOKOW MacluTabupyeMocTu 1 0oCTynHocTH. Kno-
yeBbIMU hakTopamu Ans o6ecneveHnsi OTKasoyCTOMYMBOCTM ABMSIIOTCS KOMMYECTBO KOMWUIA, COrMacoBaHHOCTb
BEPCUI MEXOY KOMUAMKW, MEXaHN3M BanaHCUPOBKM HArpy3Kku 1 pacnonoxeHue CeTu;

) 6esonacHoCTb. KpMTUYECKM BaXHbBIM PELLEHNEM ABSETCA (POPMUPOBaHNE A0BEPUTENbHbBIX OTHOLLE-
HUIA MeXay MWKPOCEPBUCAMU Ha OCHOBE PasnnyHbIX CNocoboB, AOCTYMHbLIX CEpBMCaM Ans obMeHa gaHHbIMK
Apyr ¢ apyroM. CepBrUC MOXET UCMOMb30BaTh CUHXPOHHBIA MM aCMHXPOHHbIA MPOTOKOM NPU BLI30OBE APYrOro
cepsuca. Bece a1 hakTopbl HEOBXOAMMO YYUTLIBATE NPK HAZHAYEHWUM LIENOYeK aBTOPM3aL M1 B TOKEHaX OOCTY-
na. CxeMbl 0BMeHa JaHHBLIMU MexXay CepBMcamMiy OOMKHbI UMETh crieluansHele U 3 MeKTUBHEIE MEXaHN3MbI
ayTeHTUUKaLWK U aBTOpU3aLnmn, co3aaHHblie Ha 6ase nonuTuk GesonacHocTy Ha Base ynpasneHus puckamu.
YBenunyeHne obbemMa OaHHblX, NepegasaeMbliX Mexdy KOMMoHeHTamu [cM. nepedncnerve a)l, TpebyeT uc-
MOMb30BaHWA 3aLLMLLEHHBIX KOMMYHVKaLWOHHBIX MPOTOKOMOB, OTBEYALMX TPEBOBaAHNAM NPUNOKEHWS;

€) TpaccMpoBKa W NPOTOKoNMpoBaHue. [pu pasbueHnn MOHOMUTHLIX MPUMOXEHUA Ha OTAEMbHbIE MU-
KpOCepBUChl BO3HUKAET HeoBX0aMMOCTE B AOMOMHWUTENbLHLIX METOaX U peLleHnax ANg oTnaaku u npodunu-
posaHusa cuctem. OOuH U3 TaKMX METO0OB Ha3biBAETCA «pacnpefeneHHas Tpaccuposkay. OHa oTchnexusaer
LIeMoYKy BbI30BOB CEPBMCOB ANA NOWCKa 0TAENbHON BM3HEC-TpaH3aKL M1 UMW OTAEMNbHOMO NoMb30BaTENbCKOro
sanpoca. [ns nony4yeHUs LenocTHOro npeacTasneHns o pabote cucTembl 0BbIYHO TpebyeTca ueHTpanbHasn
cucTema MpOTOKOMMPOBAaHWA, KOTopasa nodaepXMBaeT PyHKUUIO arperauuv Ana obbednHeHus nHopMaumm
U3 JKypHarnoB OTAEMbHbLIX MUKPOCEPBUCOB;

) pasBepTbiBaHMe. PacnpocTpaHeHne CepBUCHBIX NMPOLECCOB TpebyeT Hanuuua aBToMaTU3UPOBaHHbLIX
MEeXaHM3MOB pasBepTbiBaHMs. MacluTabupyeMocTb U LEMNOCTHOCTb CUCTEMbI SIBMSIKOTCS OCHOBHLIMI BONpOCa-
MW, KOTOpble HeOoBX0AMMO YYMThIBATL NMPU Pa3BepThIBAHMM MUKPOCEPBUCOB. KOHTEMHepbl ABMAKTCA Khoye-
BbIM MeXaHW3MOM, UCMonb3yeMbiM AN pasBepTbiBaHWSA MUKPOCEPBMCOB, a Ucnonb3osaHue CMS (cm. 7.4)
(koTopana HasHayaeT pecypchl U peanuayeT TOMOMNOrMio CoeAVHeHWA) pellaeT NpobnemMbl passepTbiBaHus. Mpu
3TOM OTOEernbHbLIE NPeanonoXeHns 1 TpebosaHns Moaene pasBepTbiBaHWMs MOTYT MIOXO COMETaTbCs C QyHK-
LMOHarbHbIMKU TPeBoBaHNSMK OTOEMNLHBIX NMPUINOXKeHUA Ha Baze MUKpOcepBUcoB. B kayecTee npuMepa MOXHO
NPennonoXuTb, YTO KOHTEMHEP, B KOTOPOM pa3sMeLlaeTca MUKPOCEpBUC, He uMeeT coctoaHua. Mpu atom ob-
e TpeboBaHMs K CUCTEME UMK MPUMOXEHNIO TPeBYT HanMuna MUKpOCepBUca, KOTOPbIA UMEEeT COCTOSIHUE;

1) PyHKUMOHANbHAsA AeKoMNoanums. MNpy OeKoOMNO3ULMA MOHOMUTHOMO NMPUIOXeHWA Heobxoaumo pe-
WUTb CreaytoLiMe BONpoCch:

1) npaewunbHOE pasrpaHUYeHNe PasnuyHbIX CepBUCOB;

2) pasgeneHve cepeuca Ha OTAerbHble YacTH, ECN OH CRIMLIKOM 0BbeMHbIN.

9.3 CneundmkKauma MUKpPOCEPBUCOB

MpoeKTMpoBaHMe apXUTEKTYPbl MUKPOCEPBUCOB TpebyeT MCMoNb30BaHWS gMarpamMmm onucaHusa 1 nnar-
HOPMEHHO HEWTPanbHbLIX S3bIKOB ONUCaHWUA M3-3a HEOAHOPOOHOCTW MPW MPOEKTUPOBAHMU MUKPOCEPBUCOB
KOMMOHEHTOB. XOTS A3bIK MogenuporaHua UML npenmyllecTBEHHO UCMONbL3YeTCs AN AMarpaMmM onnucaHus,
06LIMHO MPUMEHSIOTCA CNeayLIne A3bIKK:

CTaHAapTHbIE A3bIKKM MOAenupoeaHms, Takue kak RAML n YAML;

CcTaHAapTHbIe A3blkK cneunduKaunia, Takme Kak JavaScript (Node.js), JSON n Ruby;

nceBaoKod Ans anropuTMOB;

A3blK cneundunkaumm nHTepdenca, HelTpanbHbIA K peanuaauun, HanpumMmep cneuudukauma Open API
(https://www.openapis.org/).

9.4 MHoroypoBHeBas apxuTeKkTypa

B nporpamMmupoBaHMK 4acTo UCMOSb3YIOTCH NPeAMETHO-OPUEHTUPOBAHHOE MPOEKTUPOBAHWE N COOTBET-
CTBYIOLLAA MHOTOYpOBHEBasdA apxutekTypa (cm. https://www.nareshbhatia.dev/articles/domain-driven-design-6-
layered-architecture).
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Bnaropapst hyHKUMOHANbHOMY pasfaerneHuo NPUNoXeHUn Ha OTAeNbHbIE YPOBHU MHOMOYpPOBHEBas ap-
XUTeKTypa obecneynBaeT cneagyroLlue NnpenmyLLecTsa:

- 3(ppeKTUBHYH COBMECTHYK paboTy: KaxAbll ypoBeHb pa3pabaTkiBaeTcsl crneuuanucTom, cneyunanu-
3MPYHOLLMMCA MMEHHO Ha LAHHOM YDPOBHe, Hanpumep: rpaduyecknin UHTepdgenc nonbL3oBaTens Ha OCHOBE
Beb-Opay3epa paspabartbiBaeTca Beb-AM3aiHepamu, a noruka npegmeTHon obrnacTtu — nporpaMMucTamMiu
Java™. Cneunanvctbl MOTYT COCPEAOTOMUTHECH Ha CBOMX COBCTBEHHLIX pa3paboTkax npyv MUHUMYME MOCTO-
POHHUX Npobnem;

- npocTtoe obcnyKMBaHMe: NPorpaMMHbIN KOS KaXKooro ypoBHSI NOMMHYeCcKU HE3aBMCHMM OT NPOrpamMmMHOro
Koda Opyrux ypoBHei. Ecnv nporpaMMUCTbl HE HapyLawT MHTepdeichl HA APYTUX YPOBHAX, MOXHO NErko
MEHATb NPorpaMMHBbINA Koo

- BO3MOXHOCTb MOBTOPHOIO UCMONb30BAHUA: B MHOTOYPOBHEBOW apXUTEKTYpe OOHO NMpUMOXeHWe pas-
©uBaeTca Ha HebonbluMe KOMMOHEHThl. Mernkue nporpaMmMHbie KOMMOHEHTbI ropasfo nyylle NoaxXoasaT Ans
NMOBTOPHOTO MUCMOMb30BaHUSA, YEM KPYTHbIE.

Wcnonb3oBaHMe MHOrOYpPOBHEBOW apXUTEKTYPbl OKa3blBaeTCH 3(PEKTUBHLIM B NPUINOKEHUAX Ha Dase
MuKpocepBucoB. MHOroypoBHeBas apXMTeKTypa UCMONb3yeTcs B NMPUNOXKEHUAX, pa3paboTaHHbIX ¢ UCNOMb30-
BaHMEM MUKPOCEPBUCOB, U OTAENbHbIE METOAbI, CBA3aHHbLIE C UCNONb30BaHWEM MHOTOYPOBHEBOM apXUTEKTY-
pbl, JOCTATOMHO NOAPOOHO ONKUCLIBAKTCS B NUTepaType. XoTa AN MAKPOCEPBUCOB He CyLLecTByeT cTaHaap-
TU3MPOBAHHONW MHOTOYPOBHEBOW apXWUTEKTYpPbl, MOXET OblTb MCMOMb30BaHa MHOTOYPOBHEBAas apxUTekTypa,
nNpeanoXeHHasa B NpeaMeTHO-OPUEHTMPOBAHHOM MPOEKTUPOBAHWMM, CYyTb KOTOPOM MOXHO Bbipa3uTb C MOMO-
b YETBIPEX YPOBHEW KOMMOHEHTOB (CM. PUCYHOK 5):

- nonb3oBaTenbCckui nHTepdenc. NporpamMMHbIA KOMAOOHEHT NPUMHUMAET 3anpockl OT NoMNb3oBaTenen u
npenocTaenseT OTBEThI;

- npunoxeHue. NMporpaMmMHbIA KOMMOHEHT onpedensieT rpaHuuy npunoxenusa. OH npeactaensaeT coboi
KOHEYHYIO TOYKY B3aMMOLENCTBMA C KNMMeHTaMK U ocyllecTenseT obpaboTky 3anpocoB U OTBETOB, BLI30B f10-
TMKM NpegMeTHOW obnacTv u ynpaBrneHne KOHTEKCTaMM TPaH3aKLni;

- npegMeTHas obnacTb. MporpamMmmHbIA KOMMNOHEHT peanuayeT BU3HeC-NOruKy;

- MHpacTpykTypa. [porpaMMHEIA KOMMOHEHT WMHKancynupyet UM3ndeckue pecypckl, BKMYas OaH-
Hble, U NpeoCTaBNsAeT YPOBHKO NpeaMeTHON obnacTu abcTpakTHbIA MHTepdenc Ansg JoCTyna K AaHHbIM.

KnueHTt | I e
: Ef=z
= —
Monb3oBartenbckuii Mpouecc
WHTepdeic Cepeuc

=~

Mpouecc i Mpouecc ) Mpouecc

Mpunoxexune @ CCBPB”CD __Cepsuc )

\, \ s S

g )

. 3\
MpeameTHas Mpouecc Mpouecc Mpouecc

obnacre
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PucyHok 5 — MHoroypoBHeBasi apxmMTeKTypa, Ucrnonbayemas ¢ MUKpOCepBucamu
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Kaxgbll KOMMOHEHT, MOKa3aHHbIM Ha pUcyHKe 5, npeactaBnaeT cobon oTAenbHbIR MUKpOocepBUC, pabo-
Tawwmi B cBoeM COBCTBEHHOM MPOLIECCE U BbI3bIBAKLLWA ApPYyrMe MUKPOCEPBUCHI N0 Mepe HeobxogumMocTu.

MoHONUTHbIE BeO-NpUNoXeHUs paHee pazpabaTbiBanMCb HA OCHOBE MHOMOYPOBHEBOWM apXWUTEKTYpHI,
W3BECTHOW B BuAe wabnoHa «mMofens — npeacTaBneHne — KOHTponnep» (cMm. pucyHok 6). OgHako cylue-
CTBYHOT HEKOTOpLIE Pa3Nn4yMs B peanvaalny MHOTOYPOBHERBOW apXUTEKTYpbl Mexay NpuinoxeHuem, paspabo-
TaHHbBIM C MCNOMb30BaHUEM MUKPOCEPBUCOB, U NPWUMOKEHWEM C MOHOMMTHOW KOHCTpyKumnen. OHM CBA3aHbI C
yrMakoBKOW MPOrpaMMHbIX KOMMOHEHTOB U CPefaMu BbIMOMTHEHUSA NPUMOXKEHUS.

Knuext
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=
T T
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% £
N 2
KoHTponnep %_ —| Nporpamma |— 5
(=
- o
) O
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E 3
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PucyHok 6 — Mogenb MOHOMUTHOIO BeO-NpUnoxeHus

Mpy NPOEKTUPOBAHUN MOHOMUTHLIX NPUIOXEHWUIA, XOTS NPUNOXeHUe paspabaTbiBaeTcs W peanuayeTtcs
Ha OCHOBE MHOMOYPOBHEBOW apXUTEKTYpbl, BCE NPOrpaMmMHbIe KOMMNOHEHTLI coBUpaloTca B oAWH NporpamMm-
HbI MaKeT W pasBepTbIBATCA B OOHOW cpefe BhINONHEHUs NpUnoxeHus. MNpu ycnosuK, ecnv ee6-ansanHep
nobaensaeT HeGonbluoe oOHOBNEHWE B rpadudeckmin MHTepdeinc, Heobxooumo cobpaTek WU NPOTEeCTUPOBATb
BeCb NPorpaMMHbIi NakeT, NpM4YeM cepBepHas cpeaa BbINornHeHUs AomkHa ObiThb OCTaHOBMNEHa ANS pa3sep-
TbiBaHWA HOBOIO MPOrpPaMMHOro naketa. 3TO MOXeT 3aHATL OCTAaTOYHO MHOTO BpeMeHM, Jaxe B criydae He-
BONbLLIOrO U3MEHEHMWA NPUMOXKEHWUS.

C Opyroii CTOpPOHLI, NPW MPOEKTUPOBAHUW MPUNOKEHNS MUKPOCEPBMCOB KaXAbIA NporpaMMHbIA KOM-
MOHEHT Ha KaXKOOM YPOBHE YNAaKOBbLIBAETCH Kak OTOENbHbIA MUKPOCEPBWUC U HE3aBMCUMO pasBepTbiBAETCA B
oToensHOM npouecce. Kaxablid npouecc MoxeT BbiTe peannaoBaH ¢ nomotllbio BM, koHTelHepa unu B Buae
GeccepBepHbIX PYHKUMIA, Kaxaas M3 KOTOPLIX MOXeT ObiTh 3anylleHa U ocTaHoBneHa otaensHo. Ecnu kax-
ALl MUKPOCEPBUC CMPOEKTUPOBaH NPaBUMbHO W UMeeT crnaboCcBA3aHHYD apXUTEKTYpY, paspaboTymk MoXKeT
06HOBWTL OJWH KOMMNOHEHT 6e3 HeoBxoaMMoCcTH cobupaTh, TECTUPOBATL UMK NMOBTOPHO pa3BepThiBaTh Apyrue
MUKPOCEPBUCHI. APXUTEKTYpa MUKPOCEPBUCOB NO3BOMAET NErko BHOCUTL U3MEHEHWS B NMPUMNOXEHWE.

9.5 CepBucHasn ceTka

B apxutekType MUKpOCEPBUCOB KOMUYECTBO CBA3EHHLIX C MPUIOXEHWEM MUKPOCEPBUCOB MOXET BbiTh
OoCTaToyHO BonblummM. OBBIYHO B TaKUX Cnydasix KaX bl cepBMc paboTaeT ¢ HECKONbKMMU 3K3EMNNApamMu ¢
KnacTepHoOW KoHdUrypaumen — Kaxgbl 3K3eMNngap ¢ OTAEMNbHbLIM MPoLEeccoM, peanu3oBaHHeIM B Brae BM
WK KOHTeMHepa. KonvyecTBO nNpoLeccoB MOXeT BO MHOMO pas MpeBbllaTb KOMUMYECTBO CEPBUCOB. Takum
o6pa3om, obLias TONOMNOrns MOXeT NpeacTaenATe COBOM CMOXHYK CETb, HA3bIBAEMYH) CEPBUCHON CETKOM
(cM. pycyHoK 7).
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>

PHCYHOK 7— CepBMCHaﬂ CETKa AnA npunoxeHuAa, OCHOBAHHOIO Ha MUKPOCEPBUCaxX

[na Toro 4Tobbl NPUNOXEHWE HA OCHOBE MUKPOCEPBUCOB paboTarno, U MoxHO Bbino NonbL30BaThCH BCe-
MU ero npeMmyLLecTesamMum, Heobxo4MMO peLlnTb BONPOCH!, CBA3AHHBIE C CEPBUCHON CETKOW:

a) ynpasneHue TpaduKom:

1) ToyHas HanaHcupoBKa Harpy3ku OnsA KOHKPETHOW BEPCUMM MUKPOCEPBUICa,;
2) ncnonb3oBaHWe «CMHero»/«3eneHoro» MeTo4OB pa3BepTbiBaHUA Ansi 0OHOBNEHUs MUKpocepBKca
6e3 ocTaHoBKM paboTel NPUNOXEHUS;
3) orpaHu4eHHbIN penus;
4) aBTOMaTU4YECKUI pa3ambikatens (cm. 9.7);
6) obHapyxeHWe cepBUCOB:
1) perucTpaums CepBMCOB;
2) NOWCK CEpPBUCOB;
B) TECTMPOBAHME:
1) BHeCeHWe HEUCNPaBHOCTEN;
r) besonacHocTb:
1) ayTeHTUdUMKaLNS,
2) aBTOpu3auus;
3) wudpoBaHue;
) TenemeTpus:
1) nHTerpaumsa yHKUWIA NPOTOKONUPOBAHWUA U TPACCUPOBKM;
2) vHTerpauus MeTpUK;
3) nHopMaLnoHHasa NaHenb.

B oTHOWeHWN ynpaBneHns CepBMCHOIM CETKOW CYLeCTBYIOT W Apyrue noaxoab:

a) API;

6) cpena cepBUCHON CETKM.

Mpy noaxone c vcnonb3oBaHveMm AP| pa3dpaboTymkyi NpUNOXEHUA MCMOMb3YyT B CBOWMX NMporpaMmmax
onpegeneHHbli APl anga ynpaeneHus cepBrucHoin ceTkor. OgHako ana atoro pazpabotynkam npuxognTcs Tpa-
TWUTb CWUIbl Ha peanu3auunio HeyHKUMOHaNbHbIX TpeGOoBaHMIA B TOW e CTeNeHn, Kak u PyHKLUMOHAMNbHbIX, U B
pe3ynbTaTe B KO4 NPUNOXKEHUS BKMKYATCA HeYHKLMOHANbHLIE 3NIEMEHTLI peanusayum, 4To NpoTUBOPEeYUT
NpUHUUNY pasgeneHns obsa3aHHOCTER B MporpaMmmMMpoBaHny 1 genaeT Kog bonee CnoXHbiM U TPYAHO MOAW-
duumpyembim. MNMpumepom API cepeucHom ceTkn siensaeTcs Eclipse Foundation. APl MicroProfile.

Cpena cepBMCHOW CETKM — 3TO pelueHvWe ONns MHAPacTPYKTYpbl NPUITOXKEHWIA, pacnonoXeHHoe nofa
YPOBHEM MPWUINOXEHUA U HaZ YPOBHEM OpKecTpauun, kotopoe obpabaTbiBaeT Becb TpauK Mexay MWKpO-
cepBucamun. JTa cpefa ynpasnseT CEPBUCHOWM CETKOW, KOHTpONUpyS Npoxoaswmi Tpadguk. bnarogaps atomy
npuKnagHas nporpamma ocsoboxgaeTca OT peannsauny (MYHKUMOHaNbHBIX BO3MOXKHOCTEN, HEOOXOOAMMbBIX
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4NS yNpaBneHns CepBMCHON ceTKoW. MNpumepbl peanusaumnii cpedbl CEPBUCHON CETKM AOCTYMHbI MO agpecam:
https:/fistio.io/ n https://linkerd.io/.

9.6 ABTOMaTU4YeCKUA pasmMmbiKaTernb

ABTOMATUYECKUIA pa3MblkaTelb — 3TO WAabMNoH NPOeKTUPOBaHUSA, a TakKke NPOrpaMMHbIA KOMMOHEHT,
OCHOBaHHbLIA Ha 3ToM wwabnoHe.

ABTOMaTUYECKUI pasmblkaTenb NPUMEHSIETCH, KOorga o4MH NPOrpaMMHbIA KOMMNOHEHT Bbl3bliBaeT Apyron
NPOrpaMMHbIA KOMMOHEHT (Hanpumep, Mukpocepeuc) Yepes APl. 3Tu nporpammMHble KOMMOHEHTLI paboTakT
B pa3sHbiX npoleccax, a Bbi3oB AP| obbIvHO npoucxoauT no ceTu. Takue yaoaneHHble Bbl3oBbl APl MoryT He
cpaboTaTbk unKu octatbes be3 oTBeTa. Ecnn LeneBbIM MPorpamMMHbIM KOMIOHEHTOM SIBMSAAETCA YacTo UCMOMb-
3yeMblil CEPBUC, 3TO MOXET NPUBECTU K LIENON CEPUN OTKA30B BO BCEM MPUNOXKEHUN UMW CUCTEME.

MpuHUMN paboTbl aBTOMaTUYECKOrO pasMblkaTens 3akmyaeTcsa B TOM, Y4TO NMobon Takon yoaneHHbIn
BbIi30B AP| CKpbiBaeTCca KOMMNOHEHTOM aBTOMaTW4YEeCKOro pasmblKaTens, KOTOpbiA DakTUYecKn ABMSAeTca Ya-
CTbH KMUEHTCKOrO MporpaMmmHoro KkomnoHeHTa. Korga knueHT BbinonHseT Bbi3oB API, oH oBbpabaTbkiBaeTtca
KOMMOHEHTOM aBTOMaTUYECKOro pa3MbIKaTeNs, KOTOPLIW CneauT 3a BO3MOXKHLIMU cboamu. Mpu oBHapyKeHun
cbosi aBTOMaTMYECKUI pa3MblkaTenb oTNpaensaeT cooblleHre ob owmnbke Ha API. B Takux cuTyauusx asToma-
TUYECKUI pa3MblkaTerb MOXET TakKe co3fdaBaTth NpeaynpexgeHus B uensx MOHUTOpUHra. ABTOMaTUYeCKMiA
pasMblkaTens MOXET MPoAomKaTb KoHTponupoBatk APl n ueneBor KOMMOHEHT Ha npegMeT AOCTYNHOCTA W
aBTOMAaTMYECKMN BbIKMOYATLCH Nocne ycTpaHeHusa npobnemsl.

OnpepeneHune owWrbBKM MOXET BbINONHATLCA NO-Pa3HOMY ANA pasHbiX aBTOMaTUYECKUX pa3MmbikaTene.
Kpome Toro, oHM MOryT UMEeTb HacTpauBaeMble NapaMeTphl, KOTOpLIe PerynupyroT ux paboTy (Hanpumep, no-
por owubKK, Nopor Tanm-ayTa).

ABTOMATWYECKUIA pasMbikaTelnb He u3baBnseT KMMEHTCKMIA KOMMOHEHT OT HeobXOOMMOCTU pelueHUs
npobnembl co cboem BbizoBa AP, HO oBnerdyaeT paspaboTky COOTBETCTBYHLUMX MEXAHM3MOB AN YCTPaHeHWA
Henonagok.

9.7 APl-winio3

APIl-wnto3 npegcraenset coboi NporpamMMHbIA KOMMOHEHT, KOTOPbLIA MOXeT MCNoNb30BaTbCa ANs CO3-
OaHus eauHoro uMHTerpupoBaHHoro APl ons Habopa MWUKpOCEPBUCOB, KOTOPbIE COBMECTHO WMCMOMb3YHTCS
onpeneneHHbIM KIMeHTCKMM KOMMOHEHTOM.

Kaxobll MWKpOCEPBUC MMEET CBON cOBCTBEHHBIA AP, 0OCHOBaHHbIM Ha ero hyHKUMOHAaNbHbIX BO3MOX-
HocTax. [inga peweHnsa ceBonx paboymx 3agay KOHKPETHbLIA KITMEeHT MOXKET UCNOMNb30BaTh LENYH CEPUD MUKPO-
cepBucoB. Y knueHTckoro MO MoryT BO3HMKATb CNOXHOCTM C 06paboTKoi pas3nunyHbiX BbI3oBoB API, koTopble
HeobXxoOAMMO OTNPAaBNATbL Ha pasnUYHble MUKpPOCEpPBUCHI. ONna pelleHnsa 3Toil npobnembl 6bin pazpaboTaH
APIl-wino3. OH npegnaraet knueHTckomy MO Bonee npocToi U cornacoeaHHblid APl u BeizbiBaeT APl Mukpo-
cepBucoB No mepe HeobxogumocTu. Takum obpasom, APl-wnos npeactaenseT coboi KOMNOHEHT, OpUeH-
TMPOBAHHbIA Ha KNueHTa. [ns yaoBneTBopeHus TpeboBaHWi pasnuyHbIX KITMEHTOB MOXET noTpeboBaTtbes
HECKONbKO pasnnyHbix API-wnw3os.

10 ABTOoMaTu3auun

10.1 O6LWKMe NonoxXeHUs

ABTOMAaTH3aLKMA SABMSAETCH KNKOYEBOW 0CODEHHOCTLH KaK B OTHOLIEHUN npenocrtaBneHud, Tak 1 NCNosb-
30BaHNA 0bnaYHbIX cepBuCOB. ABTOMATU3aLMAa MPUMEHSAETCH Ha MPOTHAXKEHWM BCEMO XM3HEHHOTO UMKNa: npu
NMPOEKTUPOBaHWN, Da3D860TKe, TECTUPOBAHWK, pa3BepPTbiBaHWN, pa60Te M BblBOOAE M3 3KCOnyartauknn. ABTO-
MaTmnsauma Heobxoguma gns obecnedeHns BbICOKOW NPOOYKTUBHOCTHK pa6OTbI cneunanncToB, a TakkKe Onda
CHMXEeHWA TpeﬁOBBHMP’I K YPOBHKO I'IpOd)E.‘CCVIOHaJ'IbHOIﬁ KBaJ’II/ICbVIKBLI,VIM cneymnanncToe U ymeHbLUeHNA obbema
paGOT, HeobxoauMbIX Ang npegoctaBneHna U MCNonb30BaHWA obnayHbIx CepBUCOB.

OAHOFI 13 Liernen agTomMmaTtM3aunn ABNAETCH CHUXKEHNE obbema DBGOT npuv passepTbiBaHAN NPUNOXKEHUN
1 OaHHBIX B obnayHbIx cepBUcax. 3TO CBSA3aHO C TEM, 4YTO TaKoro poaa onepaunn BbIMONMHAKTCA OOBONIBHO
4acTo 1 nNpeaHasHa4YeHbl nmoo OnA yctpaHeHnA Henonagok, nnbo Aansa paclmpeHns beHKLI,I/IOHaJ'IbHOCTVI. AB-
ToOMaTtu3auua nogpasymeBaeT BHeApeHue Uenoro pdaga mMetonoB nporpaMmmMyupoBaHMA, KOTOPbIE, XO0TA W He
ABMAKTCA Y3KOCneynanmanmpoBaHHbIMK pelleHnamMi, npeaHasHa4eHHbIMWU NCKMNIYUTENBHO And 0bnaqHbIX Bbl-
YUCIIEHWI, CTanu BaXHbIMK 3NIEMEHTaMM yCneLwHoro passepTbiBaHUA 06nayHbIX BbIYWUCNEHWA.
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10.2 ABTOMaTU3aLMA KNU3HEHHOIO UMKNa pa3paboTku

OaHMM M3 BaXkHbIX 3NEMEHTOB aBToMaTU3auuKn ABMSeTcA BHegpeHue nNubo HenpepbiBHOMO pasBepThbi-
BaHuMsA, MO0 HenpepbIBHOW OOCTaBKU. HenpepbiBHOE pa3BepThiBaHWE — 3TO MOAXO4 B MpOrpaMmupoBaHnm,
B pamMKax KOTOpOro crneumanucTel cosgatoT MO B KOpOTKME UWKITbI TAKMM 00pa3oM, YTO OHO MOXeT ObiTb Bbli-
NyLieHo B NPOM3BOACTBO B Nto60e Bpems, a caM NpoLecc pa3sepTbiBaHUA B NPOM3BOACTBO aBTOMAaTU3MPOBaH.
HenpepbiBHasa 4oCTaBKa BLIMOMHAETCA TaK e, Kak U HenpepbiBHOE pa3BepTbiBaHne. OgHaKo Npu HeNpepkIB-
HOW OOCTaBKe 3Tan pasBepThiBaHUS WHWLMWPYETCS BPY4YHYIO (T. €. pelleHWe O pas3BepTbiBaHWW NpUHUMaeT
YeroBek, a He aBTOMaTM3NPOBaHHAA CUCTEMA, @ CaMm NpoUecc pasBepTbiBaHWs 0BbI4HO aBTOMaTM3MPOBaH).
Kak npaBuno, Mcrnonb3oBaHMe MeTOOO0B HeNpepbIBHOMO pa3BepThiBaHUA WM HEMpepbIBHOW AOCTaBKM Takke
CBfI3aHO C MCMoNb30oBaHWeM B opraHm3aunm koHuenumyn DevOps. DevOps BKntovaeT B ceba MeToamKy, Ko-
Topas obbednHaeT paspaboTky nporpammHore obecrneveHnsa u UT-onepaumn ans cokpalweHUs XXU3HEHHOoro
uukna pazpaboTku. Takon NoAxon NO3BONSET cneunannucTaM 4acTo 4o6asnaTh MCNpaBNeHus B NporpaMmHble
NPoaYKTbl U pacLUMpATb MX (PYHKLMOHANBHOCTL B COOTBETCTBUN C BU3HEC-LensiMu.

HenpepbiBHOE pa3BepTbiBaHWE U HEMPEPbLIBHAS AOCTaBKa NoApasyMeBarT MHKPeMeHTanbHy (noaTan-
Hyt0) pa3paboTky. MMpK 3TOM BO BpeMs K nocne atanos cOopku 1 pa3BepTbiBaHUs TECTMPOBaHWE BbINONHAETCS
B aBTOMAaTUYEeCKOM pexume. MMoaTtanHblid NpuHUMN paboTel 06BACHAETCS UCMNONb30BaHUEM MWKPOCEPBUCOB
npu pazpaboTke NpUNOXKeHU (Kaxabld MUKPOCEPBUC peanuayeT HeBombLUY OTAENbHYH YacTb 0bLei dyHK-
LMOHaNbHOCTW BCErO pelleHus) U oTaenbHeiX (06nadvHelx) cepBMCOB B pamKax 6onee obuiei yHKLMOHanb-
HOCTW (Hanpumep, (OYHKUWOHAaNbHbIE BO3MOXKHOCTK 6a3bl AaHHbIX UM 0OMeHa coobLeHaAMN).

HenpepbiBHas MHTerpauns ABNSeTCA HEOTLEMITEMOW YacTbio NpoLecca HenpepbIBHOTO pa3BepTLIBaAHWS
¥ HemnpepbIBHOW OOCTaBKW, Korga obHoBneHus 6a3bl MCXOOHOTO Koda MpoM3BoAATCs YacTo, a cama b6asa wc-
XO0OHOro kofa cobupaeTtcs U TECTUPYETCS PerynsipHo (3a4acTyt No MHOTO pa3 B AeHb). HenpepbiBHasa UHTe-
rpauus ocHoBbIBaeTca Ha pa3paboTke NOCPeacTBOM TECTMPOBAHMSA C LIENbH aBTOMATUYECKOTo BhIMONHEHNUS
MOZYMbHLIX TECTOB W MHTErPaLMOHHLIX TECTOB C Lenbio ybeauTses, YTo 0BbHOBMNeHUs 6a3bl UCXOOQHOro Koga
HEe HapywunM nporpaMMHblil kog. Kpome Toro, Takas cxema opraHusaumm paboTtbl npr3eaHa obecne4nTsb Obi-
cTpylo 06paTHyto CBs3b C pa3paboTymMkammn B cnyvyae BO3HWMKHOBEHUS HEMONagokK.

ABTOMaTM3MPOBaHHOE yrnpaBneHue sIBNsSeTCs Kro4eBoW 0cobeHHOoCThIo paboThl 06nayvHbiX cepBMCOB.
OHoO ucnonbayetca ANs pelueHWsl TakMx 3afad, kak BOCCTAHOBMNEHUe 0TKasaBLKX 3k3emnnsipos MO, yeenu-
YeHWe U yMeHblleHne o6bema OOCTYMNHLIX PECYPCOB, 0COBEHHO NapannenbHbIX 3K3eMMMAPOB KOMMOHEHTOB
NPUNOXKEHWA, pennukaumnsa JaHHbIX M pe3epBHOE KONMMpPOoBaHWe OaHHbIX. [1pu ncnonb3oBaHuK obnavHbix cep-
BWMCOB BCE 3T 3a4aqn HeobxooMmMo aBToMaTU3MpoBaTh, YTOOLl HEe co3aaBaTh M3BbITOYHYD Harpysky Ha one-
pPauUVOHHBLIA NepcoHan.

OaHWM 13 BakHbIX aneMeHToB KoHuenuun DevOps sensaetca DevSecOps. B pamkax DevSecOps oco-
©oe BHMMaHWe yaensieTcst PyHKUMAM oBecneyeHns Be3onacHOCTU, KOTOPLIE PACCMATPUBAIOTCS Kak BaxKHas
M HeoTbeMmNnemasl 4yacTb MPOLEeCcCOB pa3paboTkn M akcnnyatauuu. Moes 3aknwyaetcs B TOM, YToBbl aBTO-
MaTU3MpoBaTh 3afjadn Ge3onacHoCTW napannensHo ¢ asToMaTusauuein 3agay paspaboTku U akcnnyaTaumm,
KOTOpble ABMAIOTCH LeHTPasibHbIM 3neMeHToM koHuenuuu DevOps. Mpu yBenu4eHU CKOPOCTW BbIMOMHEHMWS
3apay no paspaboTke m akcnnyataumm (DevOps) NoBbILLAETCA U CKOPOCTL BbIMOMHEHMA 3a4a4, CBA3AHHbIX C
©e30nacHOCTbIO, HA MPOTAXKEHUW BCETO XU3HEeHHOro uukna npunoxernns (DevSecOps).

10.3 WHcTpyMeHTLI aBTOMaTU3aLUMU

WHCTpyMeHTElI MCNONb3YHTCA Ha BCeX aTanax npouecca pa3paboTku.

Kak npaBmno, Mcnonb30BaHNE WHCTPYMEHTOB Ha4YWMHAETCH C CMCTEMbl yrpaBneHusa BepcusiMy painos
ncxogHoro koga (SCM), B KOTOPO pasMelleH UCXOOHLIA KOO W KOTopas NpefocTaBnseT KOHTponupyemble
npouecchl Anst BbINOMHEHWA 0GHOBNEHWI NPOrpaMMHOro Koaa, BKNKYasi OTCNEXMBAHUE BCEX U3MEHEHWUA. Cu-
ctema SCM co3gaet ocHoBY, Ha Base KoTopoit paboTalT MHCTPYMEHTLI ANsi CBOPKKU, TECTUPOBAHUS, OCTaBKM
1 paseepTbiBaHWUsA. CyLLecTBYOT pasnuuHble cucteMmbl SCM, ogHako Havbonee WKMPOKOe pacnpocTpaHeHue
nony4Yuna cucteMa ¢ OTKPbITbIM MCXOOHBLIM KodoM: https://git-scm.com/, koTopas npeanaraeT GonbLioe Konu-
4YeCTBO BCMOMOraTeNlbHbIX MHCTPYMEHTOB, BKMOYasA (yHKLWK XOCT-CepBepa.

CepBep aBTOMaTU3aLuu NpeacTaBnsaeT cobo MHCTPYMEHT, MCMONb3yeMblit ANs aBTOMaTU3auUmnm 3Tanos
HenpepbIBHOW MHTErpaLmmn, HENPepPbIBHOM AOCTABKU U HEMPEPbLIBHOMO Pa3BepTbiBAHUA. DTOT MHCTPYMEHT OKa-
3bIBaeTcsi 0cobeHHO nonesHsbIM 4nsa cbopku kKoga u3 cuctemsl SCM 1 npoBefeHUsi TECTUPOBaHUS (MoayNbHble
TECTbl, MHTErpaLMoHHLIE TeCTbl) Ha ocHoBe cobpaHHoro koda. CyllecTByeT MHOXECTBO WHCTPYMEHTOB Ha
OCHOBE CepBepa aBToMaTM3auumn, ogHako Hanbonee NonynsipHbIM SIBNSIETCS MHCTPYMEHT € OTKPbLITHIM UCXOA-
HbIM kogom Jenkins, gocTynHbIA No agpecy: https://www.jenkins.io/.
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AsTomaTu3auua 3agad obecnedeHus besonacHocTn B pamkax DevSecOps MOXeT BKMWYaTh MHCTPY-
MEHTbI, KOTOPbIE NMPOBEPSKT NPOrpaMMHbIA KOO Ha Hanuvuve yA3BMMOCTEN Ha aTane perucrpauun koga B
cucteme SCM, a Takke NpoBepsAT yA3BMMOCTM C NOMOLLLID TECTMPOBAHUS BO BpeMs cOOpKW U Ha aTane
HenpepbIBHOW WHTerpauuu. NMogobHoro poaa onepaluWuy BeINONHAKTCA Takke U Ans 6e3onacHoro Ucnons3o-
BaHWs 0a3 UCXOOHOTO Koda, COOTBETCTBYHOLLMX TpeboBaHUSAM 3aBUCUMOCTEN NPUNOXEHWA, Hanpumep dubnu-
oTek npomexyTtodHoro MO, 06pa3oB KOHTEMHEPOB W Pe3ePBHbLIX CEPBUCOB. Takne 3aBUCUMOCTU AOMKHbI BbITh
CBSi3aHbl C nonuTMkamm 6e30NacHOCTU, ONPEedensioLNMK, KaKkie 3aBUCMMOCTM NOOXO4AT AMs MCMOoNb30Ba-
HUSA, U NOAOEPKUBATLCA COOTBETCTBYHLIMM TECTUPOBaAHMEM M CMCTEMOW YNpaBreHWs, KOTopas pearupyet
Ha yBedoMIleHusa 06 ysa3BMMOCTSX U HEOBXOOUMOCTU nepexoda Ha bonee NO34HKOK UCMPAaBNEHHYH BEPCUD
nporpamMmMHOroe NpoaykTa.

MO pona ynpaeneHusa KoHUrypauuen cnonsb3yeTca AN asToMmaTulayum npegoctaenenus MO, ynpae-
JNIEHWA KOHMUIypaumen M pasBepTbiBaHWs NPUIOKEHUA. APXUTEKTYpa, Mcnonb3yemas ans obnadHbix npu-
NoXeHWA, ysenudnsaet notpebHocTe B MO gns ynpaeneHuss koHpurypaunen. 1o oObACHAETCS TeM, YTO
paznuyHble obraqHble CepBUChbl MMEHT MHOXECTBO KOMMOHEHTOB, U BCE OHW AOMKHbI ObiTb OpKECTPOBaHbI
ansa obecneyveHnsa npaBunsLHon paboTel NnpunoxeHusa. CylecTBYET Lenbiil pag NporpaMMHbIX CPEACTB yrpae-
neHus kKoHdurypauuein, Hanpumep: Ansible: https://www.ansible.com/, Chef: https://github.com/chef/chef-
workstation.

MporpaMmmHble cpeAcTBa ynpaBneHnsa KoOHUrypaunen pasnuyarwTces No CBOeW apxutektype. B ocHose
Ansible — apxutektypa 6e3 areHTOB, B TO BPpEMSA Kak LpPYrMe MHCTPYMEHTbI UMEIOT apXUTeKTypy C areHTaMmu
(T. . OHW TpebylT HaNN4YMsa NPoOrpaMMHOrO CMCTEMHOTO npouecca, paboTalowero B UenesbiX y3nax unu Ha
CBSAI3aHHOM C HUMW CepBepe).

KnioueBbiM anemMeHTOM pa3BepThIBaHUA NPUIOXEHUA B 0bnavyHol cpefe ABNSAETCA OpKecTpauusa. 3To
CBSAI3aHO C TeM, YTO ODbIYHO MPUMOXEHWUS COCTOAT M3 BOMLLIOTO KONMMYecTBa OTAEMNbHbIX KOMIMOHEHTOB, KO-
TOpble HEOOXOOMMO OOQHOBPEMEHHO pa3BepHyTb, HACTPOWUTL M obecnednTb ux paboTy. [ns asTomaTMsaunm
3a4a4 OpKkecTpaunn UCToNb3yTCA Takme UHCTPYMeHThI, kak CMS (cm. 7.4).

KrioyeBbiM anemMeHTOM 3afa4y aBToMaTM3auuK ABMNSETCs npenocTaBneHve yHKUMOHAmbHbIX BO3MOX-
HocTel obnayHbiX cepBucoB 4vepes APl (MHTepderchl nporpamMmmMupoBaHus npunoxerHuin). APl nossonawT
pasnuuHbelM MHCTPYMEHTaM HacTpaueaTb, pa3BepTbiBaTk, KOHTPONMWPOBATL U OTCNEXMBATL Kaxabld obnay-
HbI cepBUC. DTO pacnpoCTpaHAEeTCA W Ha MCMONb30BaHWE OPYrUX WHCTpymMeHToB udepe3 API, B yacTHocTu
Kubernetes ons pasgepTbiBaHWA KOHTEWHEPOB.

MpunoxeHusi, pasBepHyTele U paboTawwme B 00MayHbIX CEpBUCAX, AOMKHbI KOHTPOMMPOBaTHCS W
ynpaensaTbcs Ons obecnevyeHnss BbICOKOW CKOPOCTHU paboThl M HenpepbIBHOW J0CTYNHOCTW. KOHTpOnb U ynpae-
neHuve obkbIYHO ocylecTBNAWTCA Yepe3 AP, npegnaraemMble NOCTaABLLMKOM 0BradYHoi cnyxobl. MHCTPYMEHTHI
0N yNpaeneHWs NepesanyCckoM O0TKa3aBLUMX 3K3EMMMNSAPOB, Kak U MHCTPYMEHTLI AN yBeNUYeHUs U YMeHbLLe-
HWA KONMMYECTBA 3KIEMMMNSAPOB OMNPeLeneHHoro NPporpaMMHOr0 KOMMOHEHTa B COOTBETCTBUM C U3MEHEHUAMMU
paboyel Harpysku, 3aBUCAT OT (DYHKUMA KOHTPOMsS M ynpaeneHus. HekoTopble u3 3TMX yHKLMOHANbHbIX
BO3MOXHOCTEM NpeaocTaBnaTcs B Buae 0b0nayHbiX CepBrCcOoB (Hanpumep, MyHKUKWS aBTOMaTU4eckoro mac-
wrabupoBaHWs), HO B APYTUX Cry4asax OHKU NOCTaBMSIOTCA B BUAE OTAENbHbIX MHCTPYMEHTOB, KOTOpble Heob-
XOOQUMO YCTAHOBUTL M HACTPOUTB.

11 Apxutektypa cuctem Paa$S

11.1 O61Me nonoxeHUn

PaaS npenctaBnsieT cobol kaTeropvi obnadHbiXx CEPBMCOB ANA NpefocTaBrneHwus NrnaTgopMeHHbIX
hyHKLMOHanNbLHbLIX BO3MOXHOCTeN, KoTopble TOCT ISO/IEC 17788 paccmaTpuBaeT B KAYeCTBE UHCTPYMEHTOB,
C NOMOLLbI KOTOpbIX NoTpebutens obnayHon cnyxbbl MOXET pa3BepTbiBaTb, KOHTPONMPOBATL M UCMOMb30-
BaTb MPWUIIOXEHUA, CO3aHHbIE UMW NPUOBpeTEHHbIE NOTpebuTenem, UCNOMNb3ya OOUH UITM HECKOSbKO A3bIKOB
nporpaMMMpoBaHUA 1 OOHY UIM HECKOMbKO Cpen BbIMONHEeHWs, NoAAepKUBaeMbiX NMOCTABLMKOM 0BnayHon
cnyx06bl. Cuctema PaaS obbI4HO BKMoYaeT B ceba cormacoBaHHbIA Habop obnayvHbix cepeucoe PaaS, npepn-
Ha3Ha4YeHHbIX ANsi COBMECTHON paboThbl.

Cuctembl PaaS, B nepByto ouepelb, npeaHa3HadeHsbl 49 pazpaboTku, pa3BepThiBaHWA W 3KCNTyaTauum
KITMEHTCKUX MPUNOXEeHWA. HacTo B Takux cUCTEMax npenycMOTpeHbl W Apyrue BcrnoMoraTernbHble dyHKL M-
OHarnbHblE BO3MOXHOCTU, TaKMe Kak WCMONMb30BaHWe MPUIOXKEHWN, pecypcoB Onst 0bpaboTku, xpaHeHus u
ceTeBOW nepegadqv AaHHbiX. Cuctembl PaaS obbiyHO BkMOYawT B cebsi pa3nuyHbie OyHKUWOHAaNbHbIE BO3-
MOXXHOCTU WHppacTpykTypbl npuknagHoro MO (npomexyTouHoe [MO), Bknouyas nnaTtopMbl NMPUMNONKEHUN,
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MHTerpauroHHble nnargopmMbl, NNaTtopmbl BU3Hec-aHanUTUKN, CEePBUCHI MOTOKOBOW 06paboTkn cobbiThi K
mMobunbHble backend-cepBuchl, a Takke HaGopbl MHCTPYMEHTOB, NMOAAEPXMBAKLWNX Npouecc pa3paboTku.
Kpome Toro, cuctemel PaaS yacTo nogaepkusatT Habop onepauMoHHbIX YHKUUOHAMNBHBIX BO3MOXHOCTENR,
TaKMX Kak MOHWTOPWHT, yNpagneHue, paseepTeiBaHWe U Apyrue conyTCTBYLME DYHKLWN.

OHK nonnepxunsaioT KoHuenuuiw DevOps M opueHTUpoBaHLl Ha pazpaboTUYMKOB NPUMOKEHUH, a Takke
Ha onepaunoHHbLIA NepcoHarn.

Cuctemy PaaS MoXHO onucaTb Kak obnayHblil cepBuc Mo CO3gaHuio MHPACTPYKTYPbl NPUITOXKEHWIA,
KoTopas BKYaeT B cebs TakMe KOMMOHEHThI, Kak cepBepbl MPUNOXeHWA, cucTemMbl ynpasrneHus Gasamu
[aHHbIX, BpOKepbl MHTErpauMmn, cUcTeMbl yNpaeneHus GusHec-npoLeccamu, 0bpaboTYnKKA NPaBMI U CUCTEMBI
KoMMNNekcHoW o6paboTki cobbITWin. Takas MHdpacTpyKTypa NPUNoXeHWi NoMoraeT paspaboTUnKy Npunoxe-
HWUWA B HanucaHuyu GU3Hec-NPUNOXeHWH, cokpallas o6beM co3naBaeMoro Kofaa WU OAHOBPEMEHHO pacluupsis
hYHKLUMOHATNbHLIE BO3MOXHOCTH NpunoxeHuid. CyTb cuctembl PaaS aakniovaercs B TOM, YTO NocTaBLLMK 06-
navyHon cny»x6bl 3aHMMaEeTCA YCTaHOBKOW, HACTPOMKON U 3KChnyaTauuen cpedbl BLIMOMHEHUS MPUNOXEHWI
(Bkntoyas ece BM, OC, koHTelHepbl, cpeabl BbiNOnHeHusi, BubnvoTeku), npegoctasnas notpebutensam cep-
BUca o6nayHbIX BbIMUCMEHUI 1 pazpaboTyMkaM TONLKO cam Koa npunoxeHus. Takum o6pasom, OCHOBHOE pas-
nuyne mexay cuctemamu laaS v PaaS 3aknioyaetcs B TOM, YTO B cnydae c laaS 3akaszuuk gormkeH cosgaTb
obpas BM nnu KoHTelHepa Ans BbiNONHEHWA KOda NpUNoXeHWs, Toraa kak PaaS npefocraensieT sce Heobxo-
AVMMOe Ans 3arpy3ku U HenocpeAcTBEHHOTO BLIMOMHEHUS KOAA NPUNOXKEHUS.

CucTtembl PaaS Tawke 4acTo pacwvpsAoT nnaTopMeHHble (OYHKLWOHaNbHbIE BO3MOXHOCTW NMPOMEXY-
TtoyHoro MO, npeanaras paspaboTynkam NPUNOXKEHWA pasHoobpasHbil 1 NMOCTOAHHO MOMOMHAEMbIA Habop
cepercoB U API ¢ onpeneneHHbIMKU OYHKLUMSMK, KOTOPbIE OTNIUYAKTCS BO3MOXKHOCTBLIO YNPaBNeHus 1 NocTo-
AHHOIN JOCTYNHOCTLIO. Takum o6pa3zom, pa3paboTunki U3baeneHbl oT HEOBXOAMMOCTU 3aHUMAaTLCA MPOMEXKY-
TouHbIM 10, 4TO cpa3y MOBLILAET NPOAYKTUBHOCTL UX paboTel. HekoTopble cucTemMbl PaaS Takke codeTarT
B cebe dhyHKuMn obnadHbix cepeucoB laaS u SaaS, obecne4ynBas, ¢ OOQHON CTOPOHbLI, PYHKLUWK KOHTPOMS
pacrnpefeneHns OCHOBHLIX PECYPCOB, @ C APYroi — MOMHOCTLI0 rOTOBLIE K UCMONbL30BaHWI0 NporpaMMHbIe
(hYHKLUMOHAMNBHLIE BO3MOXHOCTH.

CucTtembl Paa$S, kak npaeuno, NpefocTasnsaioT CBOM (PYHKLUMOHAMNBHLIE BO3MOXHOCTY TakuM obpasoMm,
yTo6bI NPUNOXKEHUA, pa3paboTaHHbIe Ha WX OCHOBE, MO COBMECTUTL B cebe NperMMyLLecTBa BCex OTnnYK-
TenbHbIX 0COBEHHOCTEN 0bnadvHbix cepBUCOB. Mpu aTOM pa3paboTunky NPUNOKEHUa Oaxe He HyxHo nobas-
NAThH cneunanbHbIM NporpaMmMHbIA Ko B camMo MpunoXeHue. 3To JaeT BO3MOXHOCTb co3fdasaTh obnadvHbie
npunoxeHnsa 6e3 HeobxoAMMOCTU B crieluanbHbIX NpodeccuoHanbHbIX HaBbiKax.

11.2 OTnuuuTenbHbIe ocobeHHocTu cuctem PaaS

Cuctembl PaaS nmetoT cnefyolime OCHOBHbIE OTNUYMTENBHLIE 0COBEHHOCTH:

- NoOOEpKKa MOoNb30BaTeNbCKUX MPUMOXEHWIA: nopgdepxkka pazpaboTku, pa3BepTbiBAHUA W 3KCMMy-
aTauMm nonb3oBaTenbCKUX NpuioxeHnin. Cuctembl PaaS obbl4HO nogaepXvBaT obnadvHble NpunoXeHus,
KOTOpble MOTyT B MOMHOW MEpe WCNonb30BaTh npeumyllectBa maclitabupyemblx, aganTUBHbIX M pacrpe-
AeneHHbIX QPYHKLMOHaNbHbLIX BO3MOXKHOCTER 0bnadHoi nHdpacTpykTypbl. [pyn aToM ANs MX MCNOMNb30BaHUS
pa3paboTunkam NpUMNOXeHWI Aaxe He HYXXHO cO3[4aBaTh CneLuanbHbIA NPorpamMmMHbIA Koa;

- NpefocTaBneHWe cpeq BhLINOMHEHUSA: cucTeMbl PaaS obblvHO npepnaraloT cpedbl BbIMOMHEHUA OMs
NPUNOXEHWR, rOe kaxaas cpefa BhINONHeHus nogaepxueaeT nubo ogvH, nnbo Hebonblion Habop SA3bIKOB
nporpammMmpoBaHust 1 hpenMBOpKoB, Hanpumep cpedbl BoinonHeHus Node.js, Ruby n PHP. OtnvyutensHon
0CODEHHOCTBH MHOMMX cucTeM PaaS aBnsieTcs Noggepka LWWMPOKOro psiaa cpeq BbiNofHeHUs. 3To no3so-
nsieT paspaboTymkam BbibupaTh Hanbonee NoaXxoaALLY0 TEXHOMOMMID ANA PeLleHNsA NoCTaBNeHHON 3aaaqu.
Takue cpefbl MHOrAA Ha3bIBAOT MHOFOA3LIYHBIMU.

Cpefbl BLINONHEHUS] MOTYT UCMOMb30BaTbk KOHTENHepb! (CM. pasgen 7) u BeccepBepHbIe BbIYUCNEHUS
(cm. pazgen 8);

- MexaHW3Mbl BbICTPOro pasBepTblBaHWA: MHOMME cucteMbl PaaS npegocTaBnsawT paspaboTyvkam u
onepaLvMoHHOMY MepcoHany aBTOMaTU3MPOBaHHbIM MexaHn3M push and run gns pasBepTbiBaHWs W paboTbl
npunoxeHuin. OH obecnedrBaeT AUHAMUYECKOE BbIAENEeHWe PecypcoB, Koraa Koh NpUoXeHWua nepegaeTcs
obnauyHomy cepeucy PaaS uepes API. Mo ymonuaHuo TpeboBaHusa K KOHUrypauum siBNAKTCA MUHUManNb-
HeiMK. [1pu 3TOM NpegycMoTpeHa BO3MOXHOCTb ANS KOHTPoNs KOHUrypauuu, ecnu 3To Heobxooumo; Ha-
npUMep, BO3MOXHOCTb KOHTPOIS KONMUYECTBA NapannensHo paboTawLlnx 3K3eMnnsgpoB NPpUNOXeHUs, 4TobbI
crnpaBuTbCA ¢ pabodeid Harpy3kon unu obecnevynTb OTKa30yCTONYMBOCTb;
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- noAagepkka psaa PYHKUMOHANbHbLIX BO3MOXHOCTEN npoMexyTodHoro MO: npunoXeHus npegbssns-
10T pa3HoobpasHble TpeboBaHus, 4NA yOOBNEeTBOPEHWA KOTOPbIX NPeaoCTaBMNseTCs WNWPOKWIA CNeKTp MHgpa-
CTPYKTYPbI MpUNoXeHnin (npomMexyTouyHoe MO) ¢ nogaep:kkoin psaa yHKLMOHANbHBIX BO3MOXHOCTER. OgHUM
13 NpUMepOoB SABMAETCA yrnpaeneHue GaszaMu AaHHbIX. [na aTUxX Ueneil nNpefocTaBnsalTCcs TexHonornu 6as
JaHHbIX kak SQL, Tak 1 NoSQL. Opyrue dyHKUMOHAMNBHLIE BO3MOXHOCTU BKMKYAKT B cebsi cepBUChl UHTe-
rpauwu, ynpaeneHue BuaHec-npoueccamu, cepeucel OnsHec-aHanuTuky, o6paboTynkm npaBun, cepemckl 06-
paboTkn cobbiTUin 1 MOBUNbHbLIE backend-cepBuchi;

- NpefocTaBrneHne CepBMUCOB: cucTembl PaaS 3adacTyo NpefocTaBnstoT HEKOTOPbIe (YHKLMOHAaNbHbIE
BO3MOXHOCTUW B BUAE pAda OTOENbHbIX CEPBUCOB, KOTOPLIE 06bIYHO Bhi3biBatoTca Yepes APl Toro nnm uHoro
Tuna. CepBUChl YCTAHABNUBAKTCH U 3aNycKarTCs NOCTABLLMKOM YCNyr, NoaToMy notpebutenu cepercos o6-
NayHbIX BbIYUCMEHWIA 3TUM He 3aHuMaroTcs. HanpuMep, ecrnv ucnons3yrTcs cepBuckl 6asbl gaHHbIX, NOCTaB-
WKk ycnyr obecne4nmBaeT 4OCTYNHOCTb M HAAEKHOCTb, HANU4Me pPennvk U pe3epBHbIX KOMNUIA AaHHbIX 6asbl
OaHHbIX, 3alMTy aHHBIX W T. N. YCnyru, npegoctaensieMble NoCTaBLMKOM, NO3BOASKT YMEHbWUTE 06BbEM
paboTbl U CNOXHOCTL MPW CO34aHMM NpOrpamMMHbIX cucTeMm. BmecTo Toro 4Tobbl ycTaHaBnMBaTh NOTEHLMANb-
HO cnoXHbli Habop MO 1 ynpaBnaTe UM, KNUEHTbI MOTYT NMOMAYYWUTh FOTOBbIE DYHKLIMOHAMNBHbBIE BO3MOXHOCTH
OT NOCTaBLUMKa,;

- NMpeABapuUTeNnbHO CKOHMUIypUpoBaHHbIE (DYHKLMOHANbHLIE BO3MOXHOCTW: MHOrMe cuctembl PaaS
NoOAEepKMBAOT (DYHKLUMOHANbHbLIE BO3MOXHOCTW, KOTOPLIE NpeaBapuUTenbHO HACTPaMBaOTCA NOCTABLLMKOM,
npW 9TOM paspaboTynkam 1 onepaLmMoHHOMY NepcoHany 3akasdmka OCTYNeH MUHUMYM HacTpoek. B pesyne-
TaTe NpoLecc ynpoLaeTcs, NOBbLIAETCH NPO4YKTUBHOCTE paboTbl M YMEHbLUAETCs BEPOSITHOCTb BO3HUKHO-
BEHUA HenpedBuaeHHbIx npobrnem. Mpu aToM Takme QyHKLUOHANbHbBIE BO3MOXHOCTIW MpoLLle B ynpaBneHum
1 B otnagke. HekoTtopble cMcTeMbl MOMyT aBTOMATUYECKM HACTPaMBaTh KOHMUIypaLuio Ha OCHOBe Mogenen
NCNOMb30BaHUS U paboynx Harpy3ok. To AOMNONHUTENBHO COKPALLAeT KONMMYECTBO CNELManMcToOB U BpEMEHM,
HeobxoauMbIx Ansa obecnedvyeHns MakcMMansHO adeKTUBHON paboThl MPUNOKEHWA;

- dhyHKUMK ynpaeneHus APl GU3Hec-npunoXKeHUs 4acTo peanusyrT oTaeNbHble hyHKLMOHAaNbHbIE BO3-
MOXKHOCTW Yeped APl. 3To MoxeT ObITb CBSI3aHO C XapakTepoM Nonb30BaTenbLCKOro MHTepdenca NpunoxeHus.
MoBunbHbeIM NpunoxeHnsaM obbivyHo Tpebyetca API, uTobbl, paboTas HezaBUCUMO OT BU3HEC-MPUNONKEHNUS,
OHW MOTTK MNONY4YaTh OOCTYM K AAHHLIM U TPAH3aKUMsSM No Mepe HeobxoaumocTu. B apyrux cnydaax npegnpu-
ATME MOXKET UCMbIThIRaTE HEOBXOAMMOCTE NMpeaoCcTaBNeHns OpYrMM CTOPOHaM (NapTHepam, KhMeHTam, no-
CTaBLUMKaM) BO3MOXHOCTE ANS MHTErpauumn CBOUX COBCTBEHHbIX NMPUMOKEHWIA C NPUNOXKEHUAMM KOMMAHWM.
Takas MHTerpauuns ocyuwectensetcs dyepe3 APl MNpenoctaenexnve AP| TpebyeT onpefeneHHOro ypoBHS KOH-
Tpons, YTo6bl TONMBKO aBTOPU3OBAHHBIE NOMb30BaTENM MOMMM NONYYUTE A0CTYN K AP| 1 KaXkablil nonb3oBaTenb
MOT MOMYYNTE JOCTYN TOMBKO K MHAMBUAYANBHO pa3peLlleHHbIM hyHKLMOHANBHEIM BO3MOXHOCTSM. [1na aToro
HeobxoouMMOo Hanmyue onpeaeneHHbix hyHKLMI ynpaesneHus AP|, KoTopble npeanaratoTcs MHOTMMUW CUCTEMa-
mu PaaS;

- dhyHKUMK obecnedveHuss DezonacHocTu: Be@30nacHOCTb — OAWMH M3 CaMbIX BaXKHbIX acnekToB Mbo-
ro peweHusa. Cuctembl PaaS o00Obl4HO OCHallleHbl NpeaBapuTenbHO MHTErpupOBaHHLIMK cpeacTeamu obe-
cne4veHuss 6e30NacHOCTK, YTO MO3BOMSET CHU3UTL HAarpy3ky Ha pa3paboT4MKOB M OnepaLMOoHHbLIA NepcoHarn.
DyHKLUMOHAMbHBIE BO3MOXHOCTM BKMHOYAOT B cebsf MEeXCEeTeBON 3KpaH, YNpaBneHWe KOHEYHLIMKM TOYKaMM,
3almLleHHy 06paboTky NPOTOKONOB, OOCTYN W aBTOPM3auuto, WMGPOBaHUE AaHHLIX NPU NepeMeLLeHun 1
XpaHeHUWN, NPOBEPKY LIENOCTHOCTU, 8 TaKKe MexaHu3mbl obecnedvyeHus 0TKa3oycTOMYMBOCTY, TakUe Kak pe-
3epBHbIE KOMUW OaHHbIX M aBTOMaTuM4yeckoe pesepBHOe KonupoBaHue. Cuctembl PaaS moryT npegnoXutb
3TW (PYHKUMOHAmNbHbIE BO3MOXKHOCTK, OKa3biBas MUHMMAIbHOE UMW HYMeBoe BIUAHWE Ha KoA MPUIOoXKeHWs,
ynpoulias 3agaqu paspaboTymka. Kpome Toro, nockonsky 6asoBas cpega BbINONHEHWA ABASETCH YacTbio nnart-
cdhopMbl, NOCTaBLUKMK 0BNaqYHom cnybbl OCYLLECTBNAET YCTAHOBKY UCnpaBneHuit cuctemsl 6esonacHocTtu OC,
oBbHapyXeHve 1 yaaneHue BpeaoHOCHLIX NPOrpaMm 1 Opyrue BaxKHble 3af4adv no noggepxaHuio 6esonacHo-
cTu. Takum obpasom, NoMNb30BaTENAM HE HYXHO 3aHUMATLCHA NMOWCKOM YA3BUMOCTEW cuctembl 6esonacHocTy
B COOCTBEHHOM KOoae;

- WHCTPYMEHThl pa3paboTyuka: MHorne cucteMel PaaS ctpemaTcs yHMdUUMpoBaTh W yNpoCcTUTL Npo-
Lecchbl pa3paboTkM WM 3Kcnnyatauuu, T. e. NnogaepkuBaoT KoHuenuuio DevOps, obbeguHsas 3agadn paspa-
BoTkn 1 akcnnyatauyuu. MNMpegocTaBnsiemsle MHCTPYMEHTbI paspaboTku BKMYaT B cebs pegakTopbl Koaa,
PEeno3nTOpPUK KO4a, MHCTPYMEHTLI COOPKW, UHCTPYMEHTLI pa3BepThbiBAHWUSA, UHCTPYMEHTbI U CEPBUCHI TECTUPO-
BaHWA, U MHCTPYMeHTLI obecneveHus GesonacHocTu. YacTo npegnaralTcs CEPBUCH MOHWTOPWMHIA U aHanumaa
NPWUIIOKEHWA, KOTOpPble NOAAEPXKMBAIOT Takme PyHKLNOHaNbHbIe BO3MOXKHOCTI, Kak NPOTOKONMpoOBaHue, aHa-
JI13 KypHAroB, aHanu3 UCMNoSb30BaHWUs NPUINOXKEHWIA 1 MH(POPMAaLMOHHbIE NaHenw;
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- OnepauVoHHble OYHKLMOHAIbHbIE BO3MOXHOCTU: CMCTeMbl PaaS nomoratT onepauvoHHOMY Nepco-
Hany, npegnarasa onepaunoHHble yHKLMOHAaNBHbIE BO3MOMXHOCTU Kak ANA pa3BepHyTbIX NPUNOXEHWIA, TakK K
ans camoi cuctembl PaaS. OHu peanunaytoTcs Yyepe3 MHQOPMAaLWOHHbIE MaHenu, a Takke ¢ nomous AP
M NO3BONAKT KNUEeHTaM NnoAkno4atbe coBCTBEHHbLIE ONepaluoHHble UHCTPYMEHTLI. Hanpumep, YacTto npeg-
naratTcs (PYHKUMOHAMNbHbIE BO3MOXHOCTW YBENMUYEHUS UMW YMEHbLIEHUA KOMMYecTBa 3anyLUeHHbIX 9K3eM-
NASPOB NPUMOXKeHUA (Ans pelweHns NpobnemMbl MEHAIOLWENCA Harpy3k Ha npunoxeHve). B HEKOTOpbIX Cny-
Yaax Takve 3afadn peLlarTcs C NMOMOLLBb aBTOMAaTU3MPOBAaHHbIX CEPBMCOB, KOTOPbIE MEHSAIOT KONMUYECTBO
3K3EeMNIAPOB Ha ocHoBe Habopa npaBwur, YCTAHOBMEHHOTO 3KCMyaTaluMOHHBIM NepcoHanom notpebuTens
obnayHow cryxo6hl;

- NoAOepKKa NepeHoca CYLLEeCTBYLUNX MPUIMOXEHWIA: Y MHOMMX NoTpebuTtenei obnadyHbix cnyx6 nme-
IOTCS NPUIOXKEHMWSA, KOTOPble MOTYT ObITh NepeHeceHkl B cpeny PaaS. HekoTopble PaaS-cuctembl npeanarawT
npuKnagHble cpeabl, Lernb KOTOPbIX — COOTBETCTBOBAaTb Cpenam, LOCTYMNHbIM B CYLLECTBYOLWMX Heobnay-
HbIX CTekax npomexyTodHoro MO, a Takke COOTBETCTBYIOLLME NHCTPYMEHTLI, KOTOPbIe NOMOTatoT B NpoLecce
nepeHoca;

- NOAOEPKKa NPUNOXKEHUN, UCTIONbL3YIOLWNX apXUTEKTYPY MUKPOCEPBUCOB: CUCTEMbI PaaS, kak npaBu-
no, npegnaralT NOAAEPXKY NPUNOXKEHUA, NOCTPOEHHBIX C MUCNOMb30BAHUEM apXUTEKTYpbl MUKPOCEDPBUCOB
(cm. pasgen 9). Cioga BXoOuT nogdepka cpef BbIMONMHEHUS, UCMONb3yeMbIX AN CaMUX MUKPOCEPBUCOB,
nogaepkka 6asoBbIX CEPBUCOB, MCMOMb3yEeMbIX MUKPOCEPBUCAMM, U NOALEPKKA CEPBWCHON CETKM, KoTopas
06beanHAET BCE KOMMOHEHTbI;

- ceTeBble PYHKLMOHANbHbLIE BO3MOXHOCTMW: MOCKOMbKY MNOCTaBLYMK 00navyHoin cny6bl MOMHOCTLIO KOH-
TPONWPYET UCMNOMNb3yEMbLIE CTEKM CETEBLIX MPOTOKOMNOB, cucTeMbl PaaS moryT ObiTh Bonee rmyboko MHTerpm-
pPOBaHbl C CETEBLIMU (PYHKLMOHAMNBHLIMW BO3MOXHOCTAMM XOCTa NOCTaBLUMKA 0bnavyHor cnyxbbl. 3ToO NO3BO-
NAeT OTHOCUTENLHO Nerko (Kak ons nocraslimMka obnayHol cnyxbkl, Tak U ana paspaboTtumka notpebutens
obnayHon cny»x0bl) uHTerpupoBatb PaaS ¢ TexHonorusMyv BUpTyanus3auuu cetn, BanaHCUMpOBKKM Harpysku
CEeTWN, TEXHONMOMMAMKU oBecrnevYeHnst 0TKasoycTOMYMBOCTM, ONTUMM3ALIMM CETH, KEeLUWPOBaHWSA, nepegadu co-
obLeHnin n paboTbl ¢ oHepesamMu U OpYTMMKU CETEBbIMM TEXHOMOTUSIMMA.

11.3 ApxuTekTypa KOMNOHEHTOR, paboTalownx nog ynpaeneHemM cuctemol PaaS

Ob6beauHeHne HECKOMBKUX 3NeMEHTOB CTaHOApTHOW cucTemsbl PaasS npuBoaMT K CO30aHUI0 cxemaTtuye-
CKOW apXWTEKTYpPbl KOMMOHEHTOB CTaHAapTHOMO NPUNOXEHWSI, CO3AaHHOMO U Pa3BepHYTOro C NOMOLLbIO CUCTEe-
mbl PaaS (cm. pucyHok 8).
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PucyHok 8 — CxemaTnyeckasa apxMTekTypa KOMNoHeHTOB, paboTatowmx nog ynpaeneHnem cucteMel PaaS
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BHelwHss koHe4Has Todka: obecneynmBaeT KOHEYHYH TOYKY C BHELIHWMM OOCTYNnoM (Hanpumep, Yepes
WHTEPHET) U COOTBETCTBYHLLUEA cucTemon obecnedenns BGeszonacHOCTW (HanpyMMmep, nogAepka npoTokona
https, ynpaeneHue ceptucdukatamu, 3awmta or DDoS-aTak, ynpaeneHue naeHTuduKalmen u 4oCTynom).

OBbpaTHbIN NPOKCKU-CEPBEP: ANA KaXO0ro KOMMNOHEHTAa NPUIOXKEHUS, KOTOPLIA MacllTabupyeTcs ¢ NoOMo-
LUk NapannenbHbX 3K3eMMnspoB (OCHOBHOE NPUMOXeHWE U MUKPOCEPBUCHI), HEOBXOAMM 0BpaTHbLIN NPOKCK-
cepsep 1 QyHKUMsA 6anaHCMpOBKU Harpy3sKkv Arsi paBHOMEPHOro pacnpefeneHnst BXOASLKUX 3anpocoB Mexay
BCEMMW 3anyLLeHHbIMUW aK3eMnaspamu.

CepBucHasi ceTka: BHYTPEHHUM COEAMHEHUSIM Mexay KOMMOHEHTAMW MPUAOKEHUS U COEAMHEHUSM C
cepBucaMu HeoBXOAUMbI (hYHKLMOHANBHEIE BO3MOXHOCTU AN obecnedeHus achheKTUBHOIO NOAKMIOYEHUS.

ABTOMaTUYecKkoe MaclTabupoBaHne napannenbHbiX 3K3eMNnnsApoB: 0ObIYHbIA NOAX04 K MaclTabupo-
BaHMWIO KOMNOHEHTOB MPUMNOXKEHWUS 3aKnYaeTcsa B napannensHoM 3anycKe HeCKOMbKMX 3K3EMMIIPOB Kaxao-
ro KOMMNOHEHTa WU pacnpeeneHn BXOAALMX 3anpocoB Mo aTuM ak3eMnnspam (cMm. pasgen 14). Konnyectso
3K3eMNnspoB, paboTalLmX B K4kl MOMEHT BPEMEHU, MOXHO YBENMYMBaTL U YMEHbLUATL B COOTBETCTBMM
c obbemom 3anpocoB. Kak npasuno, ans atoro cucteme PaaS HeobxoaMmMo OCYLLEeCTBNSATb MOHUTOPUHIE 3K-
3EMNMSPOB ANSA onpefeneHns CTENeHU UX 3arpyKeHHoCTHU. JTa hyHKUMOHaNbHas BO3MOXHOCTb UHOT4A MO-
eT DbITh CBA3aHa ¢ hyHKUMen aBToMmaTU4ecKon banaHCcUpoBKK 3arpy3ku cetu PaaS, utobbl ypoBHUM Tpaduka
051 KOHKPETHBIX 3K3eMMNNApoB AMHAMUYECKN COOTHOCUIMUCE C UX TeKYLLEN eMKOCTBH U AOCTYNHOCThIO.

PesepBHble CepBUCHI: Kak NPaBuio, MHOMME PYHKLWOHAbHbIE BO3MOXHOCTH, HEOBXO4WMbIE KOMMNOHEH-
Tam NpUIOXKEeHWUA, NpeaocTaBnaAlTes Habopom obnaYHbIX CEPBUCOB, K KOTOPbLIM KOMMOHEHTHI NOAKMIYaTCA
no mepe HeobxoaAMMocTW. Takue cepBUChl MOryT DbiTb BeCcbMa pasHoobpasHbiMK, HO Hanbonee pacnpocTpa-
HeHHbIe MPUMeEpPLI NOAAEPXKUBAIOT Takue hyHKLUOHANbHbLIE BO3MOXHOCTU, KAk cepBUChl Ba3 faHHbIX UNu apy-
rme CepBUCHl XpaHeEHWS AaHHbIX (cM. pasgen 12).

PaaS API: dyHKLMOHaNbHEIE BO3MOXHOCTU cUcTeMbl PaaS 1 oTaenbHbIX 0brnayHbiX CEPBUCOB, COCTaB-
NSOWKWX 3TY CUCTEMY, NPELOCTaBnsATCH pasnMyHbiM MHCTpymeHTaMm DevOps onsi Mcnonb3oBaHUsA ¢ MOMO-
b OAHOTO MNK Heckonbkux PaaS APIl. Hanpumep, Takoin APl MmoxeT nepenaeaTth Ko KOMMOHEHTa Npuro-
EHUA B CePBUC cpeabl BbINONMHEHUA Ana obpaboTku.

WHcTpymenTapun DevOps: pa3paboTuvky U onepauMOHHBLIA MepcoHan, B uaeansHoOM cryvae obb-
eQWHEHHbIe B Ipynny crneLuManncToB B pamkax koHuenuuu DevOps, MCNONb3yOT pasnuyHble MHCTPYMEHTHI
DevOps B cBoen pabote. MHCTpyMeHTEI pa3paboTku U TECTMPOBaHWSA UCMOMNb3YKTCA BO BPEMSA CO30aHUA U
TECTUPOBAHWUSA NPUMOXKEHWUS U €r0 MUKPOCEPBUCOB, a8 UHCTPYMEHTLI MOHUTOPWHra U ynpaBneHus UCnonb3yoT-
ca Ons HabnoaeHUa Y KOHTPOMNS KOMMNOHEHTOB NPUNOXKEeHWUa B NPOW3BOACTBE.

12 XpaHeHue gaHHbIX KakK ycnyra

12.1 O6wmre nonoxeHus

CwmbIcn 06naYvHbIX BbIYMCNEHWIA 3aKTH0YaeTcs B NpegocTaBneHnn obnavtbiX CEpBUMCOB, KOTOpLIE B UTore
OCHOBaHbl Ha WHPaCTPYKTYPHBLIX pecypcax Tpex TUMOB: BbIMUCIUTENBHLIX PECYpcax, pecypcax XpaHeHus
[OaHHbIX 1 CeTeBbIX pecypcax. 34eck paccMmaTpuBatoTcs obrnayHble cepBUCHl, KOTOPLIE NpeanaratT pecypcel
XpaHeHUs1 AaHHbIX.

TexHonoruv BM 1 kOHTEMHEPOB, onucaHHble B pasgenax 6 1 7, npegnaratoT BblYUCIUTENBHbIE PECYPChI,
T. €. cpefcTsa BbinonHeHus MO B BUPTyanu3anpoBaHHON cpeae onpeaeneHHoro Tvna. HekoTopble dhyHKLUMO-
HanbHble BO3MOXHOCTWU XpaHEHMA OaHHbIX CBsA3aHbl Kak ¢ BM, Tak u ¢ KoHTerMHepamu. CyLLecTBYT CBA3aH-
Hble ¢ HUMW halinoBble CUCTEMbI, KOTOpbIe cogepxaT dainbl, npeactaenawwme MO 1 HenocpeOCcTBEHHO
CBSI3aHHbIE C HUM KOH(UrypaLuo U MeTafgaHHble, U 3TU (haiinoBble CUCTEMbI TaKXKe, Kak NpaBuno, TpebytoTcs
OTA NoOaep kK1 BbinonHeHus Mo.

OpHako HeoBXoAMMO NOHMMATL, YTO (DainoBble CUCTEMbI, CBA3aHHbIe Kak ¢ BM, Tak 1 ¢ koHTelHepamu,
Mo CyTU, UMetoT ObICTPOTEYHLIN XapakTep, NOCKONbKY OHW NOSBAAKTCS B MOMEHT co3gaHus BM unu koHTell-
Hepa WM ucyesalT, korga Ta e BM unm KoHTelHep ocTaHaBnMBalTCA U yaansTcs. JTO 03HAYAET, YTO Takue
chaiinoBble cUCTEMBI HE MOTYT BbITh UCNOMb30BaHbl AN AOMTOCPOYHOMO XpaHeHUs UHopMaumn. OHK Takke
He MOryT ObiTb MCMNONb30BaHLI ANA UHGOpPMaLWK, KOTopast AOMKHa BbITe AOCTYMNHA HECKONbKUM pasHeiM BM
UMK KOHTEWHEepamMm, NOCKoNbKy hainoeble cucTemsl BHYTpM BM unu KoHTeNHepa ABMAKTCS U30NUPOBAHHBIMU.

Honrocpo4Hoe xpaHeHne nHdopmaumm obecnedmeaeTcs ¢ noMmowbio moaenn DSaaS. Cepeucekl DSaaS
npegnaratT BO3MOXHOCTH XpaHEHWA AaHHbIX Pa3fYHbIX TUMOB M 3TU PYHKUMOHAMNbHBIE BO3MOXHOCTM MOTYT
ObITb NpeanoKeHbl Kak cuctemMam notpedbutens obnadHoid cnyxbbl, Tak n gpyrMm obnadvHbim cepsucam. Cep-
Buckl DSaaS ocHoBaHbl HA pecypcax XpaHeHUs JaHHbIX NocTaBLMka obnayHoi cnyx6el, 4OCTYN K KOTOPLIM
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06bI4HO ocyulecTBnsieTcsa no cetk Yepes API. B HekoTopbix crniyyasix cepeuc DSaaS pekomeHgyetcs pasve-
CTUTb BMECTEe C BbIYUCMUTENbHLIM CEPBUCOM, YTOGLI YCTpaHWTL 3adepkku B paboTe ceTu.

12.2 O6wue xapakTepucTtuku cepeucos DSaasS

DSaaS no3BonaeT Nonb3oBaTenamMm XpaHUTb U M3BNeKaTb MHOopMaLUuio B Mobom MecTe 1 B Noboe Bpe-
MS NpW Hanu4My noaknodeHns k cepeucy DSaaS. Cepeucel DSaaS nopgaepxuearwT macwtabupyemocTts ¢
TOYKM 3peHus obbemMa xpaHuMon nHdopMaunn 1 0brnagaT HageKHOCTbK C TOYKW 3peHMs 4oCcTyna K uHdop-
Mauuu 13 noboro Tuna NpUNoXeHWn He3aBUMCMMO OT CUCTEM WNK YCTPOWCTB, HA KOTOPbLIX 3TW MPUMNOXKEHNUS
paboTaloT.

MpunoxeHusa 1 cucteMsl Mcnone3ytoT DSaaS gna goctyna kK 06navyHoMy XpaHuUnuily Yepes COOTBeT-
CTBYHOLLME NPOTOKONLI. ITU NPOTOKONLI MOTYT NOAAEPKUBATL reorpaUyecky yaaneHHble pecypcbl XpaHEHUWS
¥ NOOAEep:KUBaTb BUPTYyanu3auuio UCMomnb3yeMblX MECT XpaHeHus, Tak Y4To npu HeoBXoOMMOCTW pe3epBHOe
WY pennuUUpPOBaHHOE XPaHWIULLE CTaHOBUTCA OOCTYMHbIM Ans obecnevyeHus yCTOMYMBOCTM K TOYEYHbLIM
cbosm.

CepBuChl XpaHEHUS OaHHBIX UMEKT crnefytoline oblne oTnnYuTeNbHbIE 0CODEHHOCTH:

a) OONMroBeYHOCTb. [laHHble XpaHATCA B OOHOM UMW HECKOINBLKUX MeCcTax, KOHTPONMpYeMbIX MOCTaBLUK-
kom obnadHon cnyxbbl. Cepeucel DSaaS gomkHel obecneynBaTh XpaHeHWe OaHHbIX Be3 notepu uHgopma-
UMM B CBA3W CO CTUXWWHbIMWM BeacTBMsIMKU, YenoBeYeckuMm (hakTopoM MM TexXHMYeckumun owmnbkamu. Ons
3TOr0 MOXHO cAenaTh HECKONbKO PENIUK UMW pe3epBHbIX KOMWWA OaHHbLIX, KOTOpble MOryT Npegnaratbcs Kak
4YacTb cepBMca N MoryT BbITb peanuaoBaHbl NnoTpebutenem 0bnayHon cnyxbbl ¢ MCNONb30BaHWEM (DYHKLIM-
OHanbHLIX BO3MOXHOCTeN cepeuca Dsaas;

6) poctynHocTe. Cepeuckl DSaaS obecneunBaloT XpaHeHWe U M3BIMEYeHUe OaHHbIX MO 3anpocy Ans
yAOBMNEeTBOpPeHUsA NOTpebHOCTER NPUNOKEHUA 1 cUCcTEM NOTpebuTena obnadynon cryxobl;

B) 6e3onacHocTb. CepBuckl DSaaS aomkHbl HAOEXHO XpaHUTb MHbopmauuio. B 4acTHOCTW, HECAHKLK-
OHWPOBAaHHbIV OOCTYN K AaHHbIM NOTpebuTenen cepeuca obnayvyHbiX BLIYMCIIEHUIA JOMKEH BbiTh HEBO3MOMXEH.
XKenatenoHo obecnevnTb WM POBaHWE AaHHbIX, XOTA 3Ty 3a4adqy MOXET BbINOMHMTL NoTpebutens obnaqHon
CNyX0bl, MOCKOMNEBKY WNPOBaHME CBA3AHO C 3aTpaTtaMu U CHUKEHWEM CKOpPOCTKU paboThl;

r) pukcupoBaHHele 3aTpaThbl. [pu ncnonb3oBaHuM DSaaS 3akaszumk 0BbIYHO NNATUT TOMbBKO 3a dak-
TUYECKM UCMOMb3yeMble pecypchl ONs XpaHeHWs OaHHbIX. Ons HekoTopelx cepBucoe DSaaS uHdopmaums,
KOTOpasi MCNOMb3YEeTCs peXe, MOXKET XpaHUTbes B bonee gelleBbix CUCTEMax XpaHeHUs AaHHbIX, KOTOpble, B
CBSI3M C HEBbICOKO CTOMMOCTLH), MOTYT 0BECnevmTb HEe TaKy BbICOKYI CKOPOCTb A0CTYNa K AaHHbIM;

L) WMpoKMe BO3MOXKHOCTW Ans ynpaenexnus. DSaaS nocTaswnka obnavyHoin cnyx0bel pacnonaraet no-
NUTUKAMW 1 NpoLLeccaMy YNpaBNeHUs XXU3HEeHHbIM LIMKMTOM XpaHeHUst AaHHbIX, KOTOpble MO3BOMSKT MOMb30-
BaTensaM u paspaboTumkam cocpeoTOMUTBCA Ha pelleHu NpUKNagHbIX 3agad U He 6ecnokouTbesa ob ynpae-
NeHnn nHopmaumen.

DSaa$S, kak nokasaHo B Tabnvuax 1 1 2, MOXHO pasgenuTb No TUAY XpPaHeHWsA U No KaTeropun CepBrCOB.
Kakabii cepBUC XpaHeHWs UMeeT OAUH UMY HeCKOMNbKO CEePBUCHLIX MHTEpMencoB, Takux Kak apansep brnod-
HOro ycTpoWcTBa, uHTepdenc pannosoi cuctemsl unu AP| xpaHunuwa ob6bekToB, KOTOPbIE WCNONb3YOTCA
knueHTckum MO. 3t AP| paboTtatoT yepes ceTb, NOCKONbKY B BOMbLUMHCTBE Cly4yaeB npegnonaraeTcs, 4YTo
YHKLMOHAMBHBIE BO3MOXHOCTMW OIS XpaHEeHWsA AaHHbIX CYLLEeCTBYHT B CUCTEME, OTNMYHOWM OT CUCTEMbI, Ha
KOTOpOR 3anyleHo knueHtckoe MO.

Tabnuya 1— DSaaS no Tvny xpaHeHUs OAaHHbIX

Cepeuc OnucaHune

Cepsuc xpaHeHnss | Cepsucol xpaHeHusi painos rnpegnaratoT XpaHeHWe ¢ Ucnonb3oBaHneM oBbiMHOW Mogenn dam-
dannos NOBOW CUCTEMBI, MPY KOTOPOW dhainkl cogepXKaTcs B kaTanorax BHyTpy ToMoB. CepBuUC xpaHeHus
0bbI4HO NpegocTaenseTcs Ans knuexTckoro MO ¢ ucnonb3oBaHuem npotokona NFS (NFS 4.2 —
IETF 7862), a cooTBETCTBYIOLME TOMA MOHTUPYIOTCA B KITMEHTCKYIO Cpedy € NOMOLLBIO ApariBepa
knmeHTa NFS. B 4yacTHOCTH, cepBUCHl XpaHeHUsA hainoB MOXKHO MOHTMpoBaTkL B BM 1 KOHTeHe-
pbl, 4TOGbI 06ecneynTsL AONTOBPEMEHHBIE BO3MOXHOCTW XpaHeHUs AaHHbIX B aTux cpeaax. Cep-
BUCbI XxpaHeHus hannoe obbi4HO paboTaloT Mo CeTUM [Kak YCTpoMCcTBa ceTeBoro xpaHeHus (NAS)]
W MOTYT MCMOMNb30BaTLCH HECKONBKMMUW KNMEHTaMU 0AHOBPEMEHHO. [MocKonbKy XpaHUnnLe BUp-
TyanuanpyeTca CepBMCOM XpaHeHuss annoe, OHO NOAOEPXKMBAET LUMPOKME BO3MOXHOCTW AnNA
MacLTabyvpoBaHNA 1 OTNUMYAETCA UCKMIOYMTENBHOW AONTOBEYHOCThIO.
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OkoHYaHue mabnuuysi 1

Cepsunc

OnucaHve

CepBuc xpaHeHus
dannos

LOyBnupoBaHHble KONUK arnoB XpaHATCA B pasHbiX, OM3MYEeCcKU pasmeneHHblX, MecTax. Xpa-
HALWKMecs AaHHble MoryT ObiTb 3awwmdpoBarsl (cM. [5]). LUndpoBaHve OaHHbIX OOMKHO OCy-
WeCTBNATECA C MPYMEHeHWeM 3alUMLLIEeHHBIX NPOTOKOMNOB, B KOTOPbIX WCMOMb3YKTCA KpUNTO-
rpacpuyeckme MexaHW3Mel, onpeaenaemMble HaUMOHaNEHEIMU OOKYMEHTaMWN No cTaHaapTU3aumm
Poccuickon ®epepaumm, Takux kak TLS 1.2/TLS 1.3 (cm. [6], [7]) uwnu IPSec (cm. [8], [9]).
MHorum npunoxeHuam Heobxogum AocTyn K obwmum dannam v annoBon cucteme. Takon tun
CEepPBWCOB XpaHeHWs AaHHblX NOgOEepPKWBAETCH B OCHOBHOM ceTeBbiMW xpaHunuwamu (NAS).
ATOT TN CEpPBUCOB MAeansHO NOAXOAUT ANSA TaKUX BapWaHTOB MCMOMNb30BaHWS, Kak KpynmHoOMac-
wrabHble Peno3nTopuKn KOHTEHTa, cpedbl paspaboTkv, MeavaxpaHunua unv gomMallHue kata-
norv none3oBaTenen

CepBuc xpaHeHus
0ObeKToB

CepBuchkl XpaHeHMsi 0OBEKTOB XpaHAT OaHHbIE B BUAe 0OBbEKTOB OaHHbIX B MIIOCKOM, Hevepap-
XWYECKOM MPOCTPaHCTBE MUMEH (Nyn XpaHeHWs, KOp3uHa WNWM KOHTeNHep), rae Kawabli oGbekT
WMMEEeT YHUKaNbHLIA ngeHTudukaTop unu kniod. Mo cyti, cepeuc XpaHeHna o6bekTor paboTtaeT
Ha OCHOBE MOZEenW «Kro4y — 3HavyeHue», rge B kayecTBe obbekTa BbiCTynaeT 3HadyeHwne. Kpome
TOrO, K&KAbIA OGBEKT AaHHBIX MOXKET MMETL NPOM3BONbHLIA 06LEM NONL30BATENLCKUX METaAaH-
HbIX, CBA3aHHbLIX C HUM. MNoTeHUMansHo aTo ropasfno 6onblunii 06beM, YeM TOT, KOTOPbIA OOCTY-
NeH B CTaHAApPTHLIX (PafnoBLIX CUCTEMAX.

CepBuchl xpaHeHWs1 06bekToB 0bnagalT BbICOKOW MacluTabupyeMOCTbH, MOCKONBKY OHU He
NpuBA3aHeBl K KOHKPETHOMY annapaTtHoMy obecnedyeHuio Ana XpaHeHUs WU MOryT BKNoYaTb He-
CKOINbKO yCTPONCTB XpaHeHusl. OTaenbHble 00beKThI TAKKE MOTYT MMETb 04eHb BonbLlioin 06bem.
CepBuchkl XpaHeHWs1 06LEKTOB MOryT OLHOBPEMEHHO MCMOMb30BATLCA ANSA XPaHEeHUs W MOryT
BK/HOYaTb HECKOMBKO YCTPOWCTB XpaHEeHMS.

CepBu1C xpaHeHus
o0bbekToB

OTnencHele 00BEKTHI TAKKE MOTYT MMEThb 04eHb BonbLuon obbem. CepBuchl XxpaHeHA 0BbEKTOB
MOryT OQHOBPEMEHHO UCMOMb30BATLCS HECKONBKUMMW KITUEHTCKUMU NPUIIOMKEHUAMM.

CepBuckl XpaHeHWss o6bekToB 06bI4HO NpeanaratTes Yepes REST API, koTopbiv 4OCTYMNEH KNK-
eHTam yaaneHHo vepes ceteBoe nogkntoyeHne. REST API (hanpumep, Amazon S3 API) He noxox
Ha WHTepdenc obblYHOM PalnNoBO CUCTEMBI, MO3ATOMY KNWEHTCKME NPUNOXEeHUs O0MKHbl ObiTh
cneyvanbHo pazpaboTaHbl U HanucaHe! ANs UCMNOMNL30BAHUA CEPBUCOB XpaHeHWs 06bEKTOB.
CepBucel XpaHeHWs 0bbeKToB 0C0BeHHO YA0OHbBI AN MCNONB30BaHWA C HECTPYKTYPUPOBaHHBIMU
OaHHeIMK (Hanpumep, n3obpaxeHnamMun), KoTopble 0BHOBNAKTCA OTHOCUTENBHO penko (obHoBne-
HWEe MPOUCXOOWNT NyTeM 3aMeHbl BCero o0bekTa HoBOW Bepcueit). CepBUCHl XpaHeHUA 06bHLEeKToB
Taioke 06bl4HO paboTalT MeaneHHee, YeM CEPBMCHI XpaHeHWs annos

Cepeuc 6noyHoro
XpaHeHWs AaHHbIX

CepBuckl BNOYHOTO XpaHeHWa AaHHbIX 0DecneYMBaloT WMPOKOMONOCHbIA AOCTYN C HU3KOW 3a-
OEPKKON K YCTPOMCTBaM XpaHeHWs OaHHbIX Ha ypoBHe GrnokoB. 3TV cepBWCH NPEnoCcTaBnsAoT
KIMEHTCKOW cucTeme aHanor cuctem Direct Attached Storage (DAS) u Storage Area Network
(SAN). 3T1a Hu3KoypoBHEBaA dopma AOCTyNa K pecypcam XpaHeHus npegnaraer 3akaszdnkam
Gonee pa3BuTble CPeacTBa KOHTPOMSA M NoTeHunansHo Gonee BbICOKYI0 CKOPOCTb paboThl, Yem
apyrve Buabl cepeucoB DSaaS.

Takum o6pasom, ncnonb3oBaHWe cepBrca BNOYHOrO XpaHeHWs AaHHbIX MOXHO CPaBHWUTL C Nog-
KMNIOYeHUeM K KNMMEHTCKOM cucTeMe AOMOMNHUTENbHBIX annapaTHbIX YCTPOWUCTB XpaHeHVs AaHHbIX.
Cepsucel bnoyHoro xpaHeHnst 0bbI4HO NpegHasHaqeHsl Ans paboTel B Npegenax ogHoro UeHTpa
06paboTKM JaHHbIX, NOCKOMBKY MpK AOCTYMNE K CepBMcaM Yepes yaaneHHble CeTH CyLWEeCTBeHHO
BO3pacTaeT 3adepxKa.

Cepeuc GrnoyHoro
XpaHeHWsa AaHHbIX

OBbIYHO NS OOCTaBKM CepBMCOB BMOYHOIO XpaHWMULLA MO CEeTU UCMOMb3YHKTCA creunannan-
poBaHHble npoTokonsl SAN, Takue kak iSCSI (IETF 7143). YoaneHHble yCTpoMCTBa XpaHeHus
AaHHbIX NnpeacTaBnsaTea knueHTckomMy N0 Kak CMOHTUPOBAaHHBIA TOM, TOYHO TaK e, Kak ecnu
Okl 3TO 6bIN AUCK, NOKANbLHO NOAKNIOYEHHBLIN K CUCTEME, HA KOTOPOIA 3anyLleHo knueHTckoe MO.
Cepsucbl 6oYHOrO XpaHeHus MoryT MMeTb ainoBble CUCTEMBI, MOCTPOEHHBLIE MOBEPX HUX KIn-
eHTckuM (10, unu xe knueHTckoe MO MOXeT Mcnonb3oBaTb BNOYHLIA UHTEpPdENC HanpPsMYyLo.
Bropoi BapuaHT ucnone3yetcs, korga knveHTckoe 0O sengetca, Hanpumep, MO 6a3bl 4aHHBIX
(Hanpumep, 6a3a gaHHeIx SQL) unu MO notokoson obpaboTkn (Hanpumep, Apache Kafka)

CyLLI,ECTByI-OT KaTteropummn obnayHbIxX CepBnCOB, KOTOPbIe N3Ha4YalnbHO OCHOBAHbI Ha beHKLIMHX XpaHeHunA
AaHHbIX, HO UX CI)yHKLI,MOHaJ'IbeIe BO3MOXHOCTM B 3TOW 0bnacTtu He OrpaHn4YnMBakKOTCA NPOCTO XpaHeHWeM OaH-
HbIX, a NX VIHTEDCDEF‘ICE:I CepBUCOB, OOCTYNMHbIE KNMMEHTaM, 00bIYHO COOTBETCTBYHOT KOHKPETHbLIM TDEGOBEHMHM
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knueHTckoro MNO. 3tn Kateropumm obna4HbIxX cepBuncos, OonncaHHbIE B Taﬁnwu,e 2, MCNone3ywT OOUH UITN He-
CKOJTbKO TUNOB XpaHWUInL, ONMCaHHbIX B Ta6n|4u,e 1, HO beHKLI,VIFl XpaHeHWA He ABnAeTCA OCHOBHOM d)yHKLI,MO-
HaneHOW BO3MOXHOCTEIO, I'IDE,EI,OCTBBJ'[FIEMOﬂ KneHTam.

Tabnuuya 2— lMNpeumywectsa Ansa notpedbutenein obnayHbix cnyxo6

CepBuchl XpaHeHus
OaHHbIX

OTnnuuTencHble 0CoBeHHOCTH

CepBuckl 6a3 aHHbIX
NoSQL

Cepeuchl 6a3 gaHHeIx NoSQL npennaratoT BO3MOXHOCTH XpaHeHUs U U3BMNEYEHUA pasnmy-
HbIX hOPM HECTPYKTYPUPOBaHHBIX AaHHBLIX, TAKMX KaK OKYMEHTbI, M306paXeHns, hunsmMbl 1
BonblKMe OBOUYHbIE AaHHble. B aToi KaTeropyMm MMeeTcs LUMPOKUIA CNekTp Ba30BbIX TEXHO-
TNOTWiA, KOTOPbIE MOXKHO KnaccunuMpoBaTe pasnuyHbiMK criocobamu, kak, HanpumMep:

- Kell TUMna K4 — 3HaYeHMe»;

- XpaHWMULLE TUMNAa «KIOY — 3HAYEHUEY;

- XPaHWMULLE TUMA «KIHY — 3HAYEHNE» (COrnMacoBaHHOE B KOHEYHOM CYETE);

XpaHWMULLEe TUMa «KMnY — 3HadeHne» (ynopsaoyeHHoe);

- cepBep TUNa «OaHHble — CTPYKTYPbI»;

XpaHUNULLE KOPTEXEN;

- Baza gaHHbIx 0BLEKTOB;

- XpaHWnuLLe LOKYMEHTOB;

- Ba3za gaHHbIX ¢ WMpoKM 3HadveHrem ctonbua (Wide Column Store);
- HaTWBHasA MHoromModenbHas 6asa AaHHbIX;

rpacpoBas ba3a AaHHbIX

CepBuchl 6a3 gaHHbIX
SQL

SQL (nnu pensunoHHbie) cepBuckl Ba3 AaHHbIX XPaHAT CTPYKTYPUPOBaHHbIE AaHHbLIE B Ta-
6nvyHoM chopmate, YTO MO3BOMSAET CO34aBaTb MOTEHLUMAMBHO CIOXHbIE 3aMpockl AN W3-
BMEYEHWA AAHHBIX B COOTBETCTBUMM C TPEBOBaHUSMUN KMMEHTA W BbINOMHATE AMHAMUYECKOe
0oBHOBNEHWe codepMMoro 6asbl JaHHbIX.

SQL — 370 MHTEpPaKTMBHELIA A3bIK NMPOrpaMMUpOBaHWA, KOTOPLIN co3daH Ha 6a3e oTpacne-
BbIX CTAHOAPTOB U NpefHa3sHa4eH ANSA OTNpaBKW 3anpocoB, 0BHOBNEHWS 1 yNpaBneHWs gaH-
HeIMKU U HabopaMK AaHHEIX B cUCTeMe ynpaBneHus Basamu AaHHbIX

CepBuchl 6a3 gaHHbIX
SQL

Ctargapt SQL (cm. [10]). CoBpemeHHble 6a3bl gaHHbIXx SQL nogaep:xveaT 0BHapyeHue
cTonbLUoB B LUMPOKOM AuanazoHe HabopoB OaHHLIX: HE TOMBKO B PEMAUMOHHLIX Tabnuuax/
npenctaeneHusx, Ho M B XML, JSON, npocTpaHCTBEHHbIX 06bekTax, o6bekTax B BUOe M3o-
BpaxeHuin (oBoMYHbIX 0BbekTax BGonblloro pasmepa W CUMBOMbHBIX 06bekTax Gonblioro
pasmMepa) n B CeMaHTU4eCcKnxX obbekTax.

CylLlecTBYeT MHOXECTBO pasnuyHbIX TexHonoruii 6as ganHeix SQL, KoTopkle NnpegnaralTcs
B BUAe 0b6navHbIx CEPBUCOB

CepBWcC XpaHeHna
odepenein cooblueHMin

DyHKUMOHAMNBHBIE BO3MOXKHOCTY 04epeneil CoobLLEeHWU OCTYMNHBI B Buae obnayHbix cepeu-
CcOB 1 0BbIMHO CBA3aHbI C pacnpeaeneHHoi acMHXPOHHOW hopMoit 0BpaboTkK U CUCTEMHON
apxXuTEKTYpON, koTopasi nonyyaeT Bece bonbllee pacnpocTpaHeHue.

MHorne cuctembl odepenen COOBLLEHNIA MMEKT BO3MOXHOCTb COXPaHATb COODLUEeHMs B
xpaHunuile. CoobLLeHNs MOryT COXPaHATLCA HE TOMbKO ANSA TOro, 4Tobbl HE MOTEPATL WX
1 13Bnedb Npyu HeobxoouMOCTW, HO TaKke AnA cogencTBuA obpaboTke MOTOKOB, KOTOpas
TpebyeT kpynmHOMaclITabHOro aHanMsa MHOXeCTBa COObLITUIA OMA W3BMNEYEHUSA MONE3HON
npakTu4eckon nHchopmaumn. CoxpaHeHue coobLLeHnn MoXKeT co3naBaTe BonbLLYo Harpys-
Ky Ha CUCTEMbI XpaHEHWs AaHHbIX U3-3a DOMbLIOro 0Obema 1 BbICOKOW CKOPOCTU J0CTaBKU
COOBLLEHWA

CepBuchbl Ha OCHOBE
TEXHOMOornn Brnok4enH
W pacrpefeneHHbIx
peecTpoB

O6na4yHble cepBUCbl HA OCHOBE TeXHONorMW pacnpegeneHHbix peectpoB (DLT), Takme kak
obnayHble cepBMChl BNOKYElrH, NOOOEPKUBAIOT NPENOCTABNEHNE M UCTIONB30BaHUE pacnpe-
[EeneHHbIX PEECTPOB, KOTOPLIE NPEeACcTaBnAT cobol ogHy 13 dhopm Ba3sbl AaHHbIX TpaH3ak-
LIMAA.

O6naynble cepBucel DLT 0bblMHO NpegocTaenaoT

CepBucCkl Ha OCHOBE
TEXHONOrMKM Bnok4enH
W pacrnpeneneHHbIx
peecTpoB

hyHKUMOHaNbHLIE BO3MOXHOCTU AN 3anycka y3ana DLT, sBknioyasa skzemnnap MO nnatdop-
Mbl DLT 1 BO3MOXHOCTW XpaHeHWA penink caMmoro pacrnpegeneHHoro peectpa
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OkoHYaHue mabnuupbi 2

CepBuchbl XpaHeHust

OTnuunTensHble 0cobeHHOCTH
OaHHbBIX

AHanuTuyeckue ®yHKUKMK aHanuT4eckon obpaboTkM OCHOBaHbl Ha 0BbpaboTke HOMbLIOIO KONMYECTBa OaH-
cepBUChHI HblX. Takne Bonbline oBbemMbl JaHHBIX U UX BbICOKAA CKOpocTb 0BpaboTku TpebyloT onpe-
OENeHHOW NoaaepKku CO CTOPOHbI CEPBUCOB XPaHEHUs, B KOTOPbIX pa3MelleHbl AaHHbIe.
MHorve noctaeLMkn 0BnaqHbIX cny6 NpefocTaBnAwT cneynanvanpoBaHHble CEPBUCE! 0D-
NayHoro XpaHeHUsa AaHHbIX, KOTOPbIE NOAAEPKUBAIOT aHanM3 gaHHbIX

Cepeucel ynpaBneHua Cepsuc ynpaenenus dannamu npeacraesnaet cobow tun obnadyHoro cepeuca ¢ npyknag-
dannamm HbIMKM (DYHKUMOHAnNbHBEIMU BO3MOXHOCTAMM, KOTOPLIA obecnevmBaeT aBTOMaTUYECKy pe-
nAvMKaumio annos Mexay Nofb30BaTensCKUMKM YCTPOMCTBAMU M 0BMaqYHbIM XpaHUnuLemM
¥ NO3BOMSET HECKONbKUM MOMb30BaTENAM COBMECTHO MCMOMb30BaTh M 06HOBNATL dhainnsbl

denepaTuBHble cepBU- | B cnydae dhenepaTMBHBIX CEPBUCOB XpPaHEHUs AaHHbIX PECYPCHI XPaHEHUA MOTYT BbiTe MNpo-
Cbl XpaHeHus faHHbIX 3payvyHo o6begMHEHBI MEXAY pas3nUyHBIMKU OBNaYHbIMKU XpaHUIMLLAMNK, BKIKOYAs NoKanbHble,
yacTHble Unu NybnuyHblie obnadyHble cpedbl, HE3ABUCMMO OT TOrO, MPEQNAaranTca N hyHK-
UMK xpaHeHus cainos, bnokoe unv obbvekToB. Cnegyet UMeTb B BUAY, YTO NPOCThie BO3-
MOXXHOCTW PENMMKALIUM UM BOCCTaHORMNEHWUA nocne cboa obbIYHO He 03HaYaloT, YTO CEPBUC
XpaHeHus senseTcs henepaTnBHbIM

M punMmedYyaHune fﬂaHHble CEPBUCHI XpaHEHWA OaHHbBIX MOTYT NpegoCTaBNATbCA KaK NOCTOAHHOE XpaHunuiuie
WINn Kak XpaHnnuiuie B OﬂepaTVIBHOI:;I NnamMAaTKn.

12.3 Tunbl doyHKUMOHaNbHbIX BOo3MOXHocTen DSaaS

B MOCT ISO/IEC 17788—2016, nogpa3aen 6.4 onpefeneHsl crneayoLMe TpU pasnuyHbIX TUMa QyHKLK-
OHarbHbIX BO3MOXHOCTEN:

- MHpPacTPyKTYPHLIA (kak B laaS);

- nnatopmeHHbIn (kak B PaaS);

- npuknagHom (kak B SaaS).

DSaaS moxeT npeanaratb OOUH UMW HECKOMNbKO M3 STUX TUMOB (hYHKLMOHAMBHBIX BO3MOXHOCTEN, Kak
npueeneHo B Tabnuue 3.

Tatnuua 3 — Tunbl yHKUWOHANBHBLIX BO3MOXKHOCTE DSaasS

Tun dhyHKLUMOHAMNLHOM

BO3MOXHOCTU Cepsucel

WHpacTpyKTYpHbIA CepBuC XpaHeHus ¢hannoe.

CepBuc xpaHeHWs o6bEKTOB.

CepBuc BNOYHOTO XpaHEeHUs AaHHbIX.
denepaTuBHLIN CEPBUC XpaHEHWSA OaHHbIX

MnaTtdopMeHHBbIA [MporpaMMupyeMoe 3aka3qnmkoM XpaHWMWLLE OaHHbIX, B KOTOPOE MOMHO 3arpy3vTb Ha-
MMCaHHLIN 3aKa34YMKoM KO U UCMonb30BaTh Ero Ans ynpaBneHus XpaHunvilemM SaHHbIX.
AHanUTUYeCKUIn cepBuC.

Cepsuc 6a3bl gaHHeix NoSQL.

Cepsuc 6asbl gaHHbIx SQL.

Cepsuc ovepeaeit CoobLLEHWIA.

CepBuc Ha OCHOBE TexHonoruy énokyerH n DLT

[MpuknagHon Monb3oBaTenbckui MHTepdENC, OPUEHTUPOBAHHEIN HA YENOBEKa, ANA ynpaBrneHns xpa-
HUNULWEM, Hanpumep Beb-XpaHWnnLem JOKYMEHTOB:
- cepBuC ynpaeneHua davnaMmu

Tunbl 0BnayvHbIX PYHKLNOHAMNBHEIX BO3MOXHOCTEN, NPUMEHSEMBIE K 0BNaYHbIM CepPBUCaM, OMUCAHHLIM
B Tabnuuax 1 u 2, BapeupytoTces (cm. Tabnuuy 3). BonblWMHCTBO 06navHbIX CEPBUCOB, ONUCaHHLIX B Tabnuvue 1,
Kak NpaBuio, NpegocTaBnsaTCs B BUAE 006MaqHbliX CEpBUCOB MH(PpaCTpyKTypHOro Tuna. Obna4yHbie CepBuchl,
nepe4ucnieHHble B Tabnuue 2, Kak NpaBuIio, OTHOCATCH K NNaTtOpPMEHHOMY MW NPUKNagHOMY TUMy, 3a uc-
KNioYeHnemM efepaTvBHbBIX CEPBUCOB XpaHeHUs AaHHbIX, KOTOPbIE, Kak NpaBuio, OTHOCATCS K MHMDpacTpyK-
TYpPHOMY TuNy.
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12.4 BaxHble gononHUTenbHble PyHKUMOHaNbHbIe Bo3mMoxHocT DSaaS

MomumMo oxmMpaemon yHKUMNOHAMbHOM BO3MOXHOCTW ANs XPaHEHWsT AaHHbIX, MHOTMe cepBuckl obray-
HOro XpaHeHus npeanarakwT gpyrne AonofHUTENbHbIe (PYHKUWOHAaNbHLIE BO3MOXHOCTW, KOTOPbIE MOrYT OKa-
3aTbCs NoMe3HbIMK NoTPebuTenam obnaqHelx cnyxo.

MepBbii HAabop Takux (PyHKUMOHANbHBIX BO3MOXHOCTEN CBA3aH C YCTOMYMBOCTBHY M COMPOTMBIAEMO-
CTbI0 K TOYEeYHbIM cDosIM B MHGpacTPyKType MOCTaBLWMKOB obnavHbix cnyx0. MHorne obnadvHble cepBuMChl
XPaHEHWS JaHHbIX XPaHAT AaHHbIE B HECKOIbKMX Pe3epBHbIX pennukax, 4Tobbl 0TKas 04HOro YCTPOWCTBa Xpa-
HEeHUs1 UM HEBO3MOXHOCTbL AOCTYNa K OA4HOMY YCTPOWCTBY HE NPUBENW K HeQOCTYMHOCTW CepBuca Wnu, 4To
eLle Xyxe, K noTepe AaHHbIX. XapakTep pennvkaumm MoxeT BbiTb pa3nu4yHbiM. B HEKOTOpbLIX cnyYasax pennyku
crneynancHO pasmeLlarTcsa B OTAENEHHOM Ha (M3MYEeCKOM YypPOBHE MecTe (Hampumep, B APYrom LeHTpe ob-
paboTKK JaHHbIX WKW B OPYroW 30He JOCTYMHOCTM B Mpedenax ogHoro ueHTpa obpaboTku gaHHbIX) C Lenbio
yCcTpaHeHusi KpynHbIx cboeB B paMkax Bcero LeHTpa 0bpaboTkv gaHHbIx. B gpyrux crnyyasx, B 4YacTHOCTU Mpu
MCNONb30BaHUKM 0BNavHbIX CEPBUCOB C BbICOKOCKOPOCTHLIM AOCTYNOM, MecTa penfukauum MoryTt, Haobopor,
pacnonaratbCa B HenocpencTtBeHHon 6nu3octu apyr oT gpyra. Hekotopble ofnayHble cepBUCHI XpaHEHWUS
OaHHbIX NPefoCTaBNAKT BO3MOXHOCTb NoTpebuTtento cepBruca 0bnavHbiX BbIMUCNEHUA CAMOCTOSATENBHO Bbl-
©vpaTb NOMUTUKY pasMeLLeHns penmnuk.

Btopoit Habop yHKUMOHaNbHbBIX BO3MOXHOCTEN OTHOCUTCSH K CO34aHUI0 M XpPaHeHWo pe3epBHbIX KOMUIA
daHHbIX. Takoe pe3epBHOE KOMMPOBAHWE MOXET BbINMOMHATLCSH aBTOMaTUYECKW UMW Mo 3anpocy notpebuTe-
nsa obnavHon cnyx6bl. Pe3epBHOE KONMMPOBaHME MOXET OCYLUECTBMNATLCA B OBObEKT C MOAKMIOYEHWEM K CETK
MHTEPHET (T. . XpaHWnuile, KOTOPOe OOCTYMNHO B peXuUMe OHMaMH, HO pasMeLleHo B ApYroMm MecTe) unm bes
NOAKIIOHMEHMSA K CeTW MHTepHeT. BTopoi BapuaHT MOXET MCMonb3oBaTbCA ANsA ANUTENbHOM0 WM HeA0pororo
XpaHeHWs! OaHHbIX.

Ewe ogHoi (yHKUMOHANbHOW BO3MOXHOCThLIO, MpegnaraeMon oTaenbHelMM 00nayHelMy cepeucamm
XpaHeHusl AaHHbIX, ABnseTca BnusocTe pecypcoB. Peub nget 00 oTHOCUMTENbHOM PM3NYECKOM pasMeLLeHUn
3K3eMNNAPOB 0BNayYyHbIX CEPBMCOB XPaHEHWS OaHHbIX MO OTHOLUIEHWIO K APYrMM obnayvHbiM cepBucaMm, B OC-
HOBHOM K 3K3eMMmsipaM BbIYUCITUTENBHbLIX CEPBUCORB, TakMM Kak BM 1 koHTelHepbl. OQHON M3 OCHOBHLIX NpK-
YWUH pasMeLLeHnsa 3K3eMMNNAPOB BblYWCIUTENbHbLIX CEPBUCOB PSAOM C 3K3eMMNNApamMy CEepBUCOB XpaHeHWs
ABNSAETCH NoAAep)XaHue BbICOKOW CKOPOCTU paboThl Kak C TOUKM 3PEHUSI CHUKEHMWA 3aepXKeK, Tak U C TOYKM
3peHust yBenvYeHus NPonyckHoW cnocofHOCTU AN AaHHbIX, NepedaBaeMblX Mexdy 3K3eMnnspamu BblHKC-
NUTENbHBLIX CUCTEM U CUCTEM XpaHeHUsi. HekoTopble KaTeropuy CEpBUCOB, HANpUMep cepBuckl BnoYHoro xpa-
HEHWS1 JaHHbIX, YACTO NMpegnaraTca TONbKO B TakoM Buae. Hanpumep, cepBuckl BNoYHOro XxpaHeHus MoryT
npegnaratbCcsl TOMbKO AMNSA WMCMOMb30BaHMA 3K3EMNNAPaMW BbIYUCIUTENbHBIX CEPBMCOB, paboTanwWwmnmmn Ha
y3nax B TOM e LeHTpe 06paboTki gaHHbIX, rae Mexay y3noM XpaHeHWs U BbIYUCTUTENbHbLIM Y3N1I0M MMEETCS
BLICOKOCKOPOCTHOW KaHan, Harnpumep ONTOBOMOKOHHLIA unu Ethernet.

13 Co3paHue ceTeBbIX NOAKMNKOYEHUN B 00NaYHbIX BbIYUCTIEHUAX

13.1 KnoueBble acneKkThl CO30aHUA CeTEeBbIX NOAKMNHOYEHUNA

CeTeBoe NOAKIKYEHME ABNACTCH KNIOYEBLIM 3NeMeHTOM 0bnayHbix BelvucneHud. Camo onpegeneHue
06nayHbIX BbIYMCIIEHWA OCHOBAHO Ha TOM, YTO AOCTYM K UX PYHKLUMOHANbHBIM BO3MOXHOCTAM OCYLLECTBNs-
eTcs yepes ceTb: obecneyeHne CETEBOrO LOCTyna K MacwrtabupyeMomy W afanTUBHOMY Nyny COBMECTHO
MCMoNb3yeMbIX PU3NHECKUX UMW BUPTYanbHbLIX PECYPCOB C NOOOEPXKKOW caMoobCnyKuBaHusa 1 agMUHUCTPU-
poBaHusa no Tpebosanuto (cm. FTOCT ISO/IEC 17788).

CeTn 1 ceTeBble QYHKUMOHAMNbHBLIE BO3MOXHOCTU TaKke ABMAKTCA OOHMMMW U3 PECYPCOB, KOTOpble Ya-
CTO MPEefoCTaBNATCH C NOMOLLLI0 06naYHbIX CepPBUCOB.

Takum o0paszom, CyLLecTBYHOT ABa 0OLMX BOMPOCA, CBA3AHHbLIX C CETsIMU B 0ONayHbIX BblYMCNEHUAX.
MepBbI — 3TO CETEBOE MOAKMKOYEHWE, C MOMOLLBH KOTOPOro OCYLLECTBRAETCS AOCTYN K AAHHOMY 06nadHo-
MYy CEPBWUCY W OOCTYN K NOObLIM (PYHKLMOHANBHEIM BO3MOXHOCTSAM BHYTPU 0BMayHoOro cCepeuca, Hanpumep K
NPUNOXKEHUIO, 3aNyLLEHHOMY B paMKax BbIMUCNIUTENLHOIO cepBuca. OHO Ha3bIBAETCSH «CETEBOE NOAKIHMEHNE
ANs gocTyna K obnaky» unu «ceTeBoe NoAKYeHue Ang Aoctyna K nyénuyHomy obnaky», ecnm pedb naet
0 nybnuyHbix obnayHelx cepeucax. BTopolh — aTo ceTeBoe NOAKMIOMEHWe, UCMoNb3yeMoe Ans CoedMHEeHWs
3K3eMnnApoB 0bnayHbIX CEpPBMCOB APYr C APYroM. 3TO CeTeBOoe MOAKMKYEeHWe He AOMKHO ObiTb JOCTYMHO
3a Npefenamun KOHKPETHbIX 3K3eMMNNAPOB obnavuHbix ceperucoB. OHO Ha3biBaeTCcs «BHYTpuobnayHoe ceTeBoe
NOAKMOMEHNEY .
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13.2 CeTeBOe NogknioYeHue gns ocTyna K obnaky

ObnadyHble cepBUCbl MMEKT OOCTYMHbIE WU3BHE MHTepdENChbl, KOTOpPblE MO3BOMNAKT WCMNOMNbL30BaTb UX
dyHKUMOHanNbHbIE BO3MOXHOCTWM Nonb3oBaTtenam obnaka v cuctemam, LeWCTBYLWMM OT UMEHMW MOoNb30Ba-
Tenei obnaka. HekoTopble obnavHble CepBUCHI TaKKe UMEHT AOCTYMNHbIE U3BHE UHTEPMENCHI C NOAAEPKKON
dhYHKUMOHANbHbIX BO3MOXHOCTEN NoTpebuTens obnaqyHoil cnyxbbl, paboTalowmx BHYTPM obnavHoro cepeu-
ca. Cpegu nprmepoB MOXHO YNOMSAHYTE Takue MHTepdencel, Kak Beb-nHTepdencel unv APl ona npunoxeHun
notpebutensa obnadHon cnyx6bl, paboTalwLmMx BHYTPWM 3K3eMMNsipa BbIYUCIUTENLHOIO CepBuUca (HanpuMep,
BHYTpu BM unu koHTenHepa), a Takke MHTepenchl ANs XpaHEeHUs AaHHbIX 3K3EMMNNApa cepBMca XpaHeHus
(HanpumMep, hainoBoro xpaHunuia).

Kak npaBwno, gOCTyMHbIe U3BHE MHTepdenchl BUAHElI B NHTEPHETE, NO KparHel Mepe And nyonuyHbIx
obna4vHbIX cepBncoB. OgHaKo B HEKOTOPbLIX CNyYasx JOCTYMNHbIE N3BHE UHTEpPdernchl MOryT OblTb HAMEPEHHO
CKPBbITEI OT MOCTOPOHHMWX rMa3 B MHTEPHETEe, AaXe ecnu A0CTyN Nnofb3oBaTenei oCyLecTBNsSeTCs Yepes UH-
TepHeT. HacTHble obnadHblie cepBUChl MOTYT BbITh pas3BepHyThbl Taknum obpasom, 4To ByayT AOCTYMHbLI TONbKO
B Npefenax YacTHbIX CeTel opraHu3aunu (T. e. Takme obnayHble cepBUCbl HELOCTYMNHbI Yepes uHtepHeT). [Npu
3TOM MOXET BO3HUKHYTb CUTYaUWs, KOraa oTAeNbHble MHTepdenchl A0MKHbI BbiTb AOCTYMHbLI M3BHe. Hanpu-
Mep, Korga Beb-npunoxeHue, passepHyToe Ha YacTHOM obnavyHoM cepBuce, AOMKHO NPeAcTaBnATb Nonb3o-
BaTensam obLedoCcTynHbIN MHTepdeic.

MpunoxeHusm, paboTarolmm B obnadHoMm cepBuce, MoryT notpeboBatbecsa BUAVMbIE M3BHE HTepdel-
Cbl, JOCTYNHbIe No 06LlenocTynHoOMY ceTeBoMy agpecy M HoMepy nopta. ObbivHO Takon obLLenoCTYNHbIA UH-
Tepdenc npegocTaBnaeTcs B BUAE «BUPTYanbHOro MHTepdencar», rae BHeLWHNM nHTepdenc npeacTasneH Ha
CETEeBOM agpece W nopTe, U3BECTHbIM caMOMy 0Bna4yHoMy CEpBUCY, a KoA, BbINONHAEMbIA BHYTPKU obna4Horo
cepeuca, paboTaeT Ha HEKOTOPOM BHYTPEHHEM CETEBOM afpece v MopTe, Ha KOTOPbIe COMOCTaBMeHbl BHELU-
HWA agpec 1 NopT. Takas BUPTyanu3auusa KOHeYHbIX Touek Heobxoguma Ans npedocTaBneHns BO3MOXKHOCTH
49 COBMECTHOTO MCMONb30BaHUs PeCcypcoB, YTO ABMAETCH OCHOBHOW OTAMYUTENBHON 0COBeHHOCTLI0 obnay-
HbIX CEpBUCOB. BupTyanusauunsa KOHEYHbIX TOYEK TaKkke nogaepveaeT Takne OyHKLMOHAaNbHbie BO3MOXHO-
CTU, kKak BanaHCcUMpoBKa Harpy3ku B pamMKax HECKOINMbKMX 3K3eMMNsSpoB NpUoXeHus n pyHkumn obecneyeHmns
Be3onacHOCTK, BKMNOYaa MexceTeBble 3KkpaHbl U briokupoeky DDoS-aTak.

[na obuenocTynHbIX MHTEPENCOB TakKe MOXeT noTpeboBaThCs cneunanbHas HacTpolKa KoHdurypa-
UMK, B yacTHoCTK, opraHusaLumu, NpunoxeHne KOTopol paboTtaeT B 06nayHoM cepBUCe, MOXET NOHaA00UThb-
cqa, 4Tobbl agpec, ucnonb3yemul Ang uHTepdienca, NnpuHagnexan e, a He NOCTaBLMKY 06na4vHoi crykobl.
37a koHuenuwms HasbiBaeTcs «Bring Your Own IP addresses» (BYOIP). OHa gaeT BO3MOXHOCTb noTpebute-
o obnayHon cnyx6bl HACTpOUTbL 0BLLEefOCTYNHbIA MHTepdenc ANA NpunoXeHus, paboTatoLlero B obnadyHom
cepBuce, ¢ agpecom, NnpuHaanexawum notpeburtento obnayHon cnyxbbl. NogobHoro poga HacTporka MoxeT
MCNonb30BaThes Kak Ans nyGnuyHeix obnavyHbIX CEPBUCOB, Tak U AN YacTHbIX 0BnayHbIX CEPBHCOB.

13.3 BHyTpuobGnayHoe ceTeBoe NOAKMHOYEHUE

Onsa cpen obnayvHbIX CEPBUCOB XapaKTepPHO WUCMOMNb30BaHWE CETeBOro NOAKMIYEHUA ANns CoeqUHEHWUA
pasnnyHbIX KOMMOHEHTOB, COCTAaBNAKLWMX cucTeMy. B obnayHbix cepBucax BbIYMCNUTENBHOMO Tuna (Hanpu-
mep, npu pabote MO B BM unu koHTeliHepax) 4acTo CyLeCTBYET HECKOINbLKO 3K3eMMMNAPOB, KOTOPbIe AOMXK-
Hbl 0OMeHuBaTbCH AaHHEIMKW MO0 Apyr ¢ APYroM (HampuMep, Korga NpunoXeHue pasgeneHo Ha OTAenbHOo
paboTatloLme KOMMNOHEHTLI, Kak B CNy4Yae C apXMTeKTYpoi MUKpOCepBMCoB), MO0 ¢ ApYrMMY KOMMOHEHTaMK
pelueHus (Hanpumep, ¢ 6anaHCUPOBLLUMKOM Harpy3ku, rae UCnonb3yeTca ropu3oHTanbHoe MaclwTabupoBaHue
C HECKOIbKMMW napannenbHbIMK 3K3eMMNIsipaMi AaHHOMo KOMMOHeHTa). [InA cepBMCOB XpaHEeHWs OaHHbIX
TakxkKe XxapakTepHO NogKnYeHne K BbIHMCIUTENbHbIM 3K3EMMNNApam, U, Kak NnpaBuno, aTo genaeTcsa ¢ noMmo-
Wbl ceTen.

TaieKe MOXET CyLLeCcTBOBaTb HECKOMNBKO OTAENbHEIX YPOBHEN BHYTPUOBNAYHbIX CETEBbIX MOAKITHOYEHWUH.
YpoBeHb NPUNOXEHWIA, ONNCaHHBIN BbILLE, @ TaKKe YPOBEHb yNpaBneHWUs Unv KOHTPOIs, UCnonb3yembld 4N
MOHWUTOPWHIA U ynpaeneHnsa Bcemy obnadyHbiMy cepBucaMu. 3TW YPOBHU HaMepPeHHO M30NUMpoBaHbl Apyr OT
apyra, 4Tobbl He NnepecekaTbCs.

OBbI4HO BHYTpMOBNayHble ceTeBble NOAKNIOYEHUA BUPTYyanuaupytotcs. PasnuyHbie obnadHblie cepBuUChl
He UCMOoNb3yHT CeTeBble (PYHKUMOHAamNbHbIE BO3MOXHOCTU HanpaMy. BMecTo aToro oHM MCnonb3yT BUPTY-
anuanpoBaHHble ceTeBble PYHKUMOHAamNbHbIE BO3MOXHOCTM, KOTOPble MO3BOMSAKT COBMECTHO MCNOoNb30BaTh
ceTeBble pecypchl, a Takke obecnevnBaoT U30NMALNI0 MEXAY PasnUYHbIMK rpynnamMm 3K3eMnnsapoB obnadHbIxX
CEPBMCOB Kak B Lensx besonacHocTu, Tak 1 Bo nsbexaHne HapyleHnii B paboTe.
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CTpyKTypa u opraHu3aums BUPTYanu3MpOBaHHbIX CETEN TakKe MOXKEeT HAMEpPEHHO He oTpaxaTth opra-
Hu3auuo BazoBbIX hU3nHecKknx ceTei. YacTto BbiBaeT Tak, YTO KOMMOHEHThLI OQHOMO PELLEeHUs pacnpegeneHbl
Mo HECKOMbKUM 30HaM JOCTYMHOCTU B OAHOM LieHTpe 06paboTKM AaHHBIX UMK MO HECKOMLKMM LeHTpam obpa-
©OTKM OaHHbIX. B HekoTopbix 0BCcTOATENLCTBAX KpaliHe HexenaTenbHo, YTobbl 3Ta dhnandeckas opraHusaums
Oblna BMAHA KOMMNOHEHTAM peLUeHNs, NO3TOMY 3TUM KOMMOHEHTaM NpeacTaBnseTcs eauHasa yHUULMPORaH-
Has BUpTyanbHas ceTb, HAanoXeHHasi Ha (PU3NHEeCKUe CeTH.

BupTyanvM3mpoBaHHbIe BblMMCIUTENbHBIE Cpedbl — Kak BM, Tak 1 KOHTEMHepbI, — NpegnonaratT KecT-
KA KOHTPONb U BUPTyanu3auuio CETEBbIX PECYPCOB, BKMHYAA KOHEYHbIE TOYKW, OTKPbIThie Kaxaooh BM wnn
KOHTEAHEPOM, W LIENeBble CeTeBble TOUKM, ucnonedyemsle MO, paboTawwmm B 3TUX cpegax. BoamMoxHOCTb
3anycka Heckonbkux BM B ogHOW cucTeMe UNu HeCKONbKUX KOHTeHepoB B oaHol OC, 6e3ycnoeHo, TpebyeT
COMOCTaBMNEHUS KaXXO0W M3 CeTeBbIX KOHEYHbLIX ToYeK, OTKpbIThIX [0, ¢ peanbHbIMU KOHEYHLIMW TOYKaMM B
cogepxallen cucteme, 4ToObl obecneynTs COBMECTHOE MCMOoMb30BaHMe CUCTeMbl De3 BO3HMKHOBEHUS KOH-
cnukToB. PassepTbiBaHue kak BM, Tak 1 KoHTeHepoB TpebyeT HAacTPOMKK KOHpUrypawumum ans peweHus Ta-
Kux npobnem.

Kpome Toro, B pacnpegeneHHbIX cpefax 4yacto ucnonbaykotcsa kak BM, Tak u koHTelHepebl. Heckonsko
3K3eMnNsApoB ogHoro 1 Toro xe MO moryT paboTaTk Ha pasHbIX cUCTEMAX, U 3TU CUCTEMbI MOMYT HaxoauThb-
csl B pasHbix uamnyecknx mectax. [NpunoxeHusa Takxke o0ObIYHO Pa3gensoTcs Ha HECKONbKO He3aBUCHMMbIX
KOMMOHEHTOB (CEPBUCOB, MUKPOCEPBUCOB), U 3TU KOMMOHEHTLl MOryT pabotaTh B OTAENbHbIX MecTax. Od-
(hEKTMBHbBIM PELUEHMEM SIBNSAETCH CKpbiTUe haKkTWYeCKOro pacrnonokeHus komrnoHeHToB oT MO, nockonbky
KOMMOHEHTbI NPUNOXKEHWs JOrKHbl BecnpensTcTBEHHO 0OMeHWBAaTLCA AaHHBIMW OPYr C APYroMm, rae Bbl oHK
HW pabotanu. Eule nydwe, ecnu KOMMNOHEHTLI NMPUNOXKEHUA MOryT 0BMeHWUBATbLCA AaHHBIMW TOMBKO APYr C
Apyrom. BHelwHun obMeH AaHHLIMW JOIBKEH TLATeNbHO KOHTPONUPOBATLCA C MOMOLLLK CNeLUansHO 3adaH-
HbIX BHELUHMX KOHEYHbIX TOYEK.

OnTumanbHbIM peLleHUEM B OTHOLEHUM CETEBOMO NOAKMIOHYEHMSA 3TUX NPOrpaMMHbIX apxXuTekTyp byaeT
onpeaeneHne CEeTeBOro NOAKMYEHWS Ha YPOBHE NPUNOXKEHWA. DTO BUPTYanbHas CeTb, KOTOpas MCNoNb3yeT-
€Sl TONBbKO KOMMOHEHTaMW MPUNOXEHWUsT U NPo3paYyHo OXBAaTbIBAET BCE MeCcTa, B KOTOPLIX paboTaloT KOMMOHEH-
Thl NpunoxeHus. NogpazymeBaeTca, UTO Kax40e NPUINoXeHue MMEET COOTBETCTBY LY BUPTYanbHYO CETh U1
Kaxaas BUpTyanbHasa ceTb U30MNMpOoBaHa OT APYrMX CETEN, KakK B CryYae ¢ BUPTyanbHbIMKU BbIYUCTTUTENBHEIMUA
cpefaMu, TakMMU Kak KOHTERHepbI.

BupTyanbHble ceTh MOryT ObiTe MOCTPOEHbl C UCMOMbL30BAHWEM Pa3fIMYHbLIX METOAOB U TEXHOMOTWHA,
BKITlOYana nporpammMHo-onpegensemble cet (SDN) u BupTyanusauuto ceteBbiX oyHKUWR (NFV).

13.4 VPN n obnayHble BblYUCNeHUA

VPN npegctaensoT coboil ogHy M3 TEXHOMNOMUA, KOTOPLIE MOTYT MCMONb30BaTLCA MPW CO34aHuK peLue-
HWW Ha ocHoBe 0bnadHblX BelivMcneHuit. Cetn VPN obecneunBatloT 3awmileHHOe ceTeBoe CoeaVHEeHNE CUCTEM
B TEX Cy4asx, Koraa onpeaeneHHas 4acTb CETEBOW MHAPACTPYKTYPLI UCNONb3YET HeHaaexHble cpedbl. Cy-
LecTByeT aBe TMNoBble KoHdurypauun cetein VPN (cm. pucyHok 9), koTopble npeaHasHaqYeHbl Ans pasHbix
cueHapueB UCMOMNb30BaHUA:

- KoHdurypauus «yzen — wno3» (Host-to-Gateway). Mpu aTon kKoHbUrypaumMmM aBTOHOMHAasa CUCTEMA,
Kak nNpaBuno, KNMEeHTCKUI KOMMbOTEP UMW YCTPOWCTBO MoMyvaeT yAaneHHbIW AOCTYN K 3allMWeHHON CeTu.
B koHTekcTe 0bnaqHblX BBIMUCIIEHUA TUMUYHBIM CLEHapMeM MCMoNb30BaHUA SABNSAETCA AOCTYN KIWEeHTCKOro
ycTponcTea k obnayHbiM cepBucam, NPUNoXKEHUAM U APYTMM pecypcam, paboTalowmm B HUX;

- KOHdourypaums «wniw3 — w3y (Gateway-to-Gateway). Mpwn aTon KOHUIYpaLMK 3aLLMLLEHHBIR Ce-
TEBOW 06MEeH JaHHbIMW OCYLLECTBNAETCS MexXay ABYMSA OTAENbHbIMW 3aULLEHHBIMK ceTaMu. Mpu TUNUYHOM
cueHapuM ucnonb3oBaHua cbnavyHble cepeuckl B 0brnadyHon cpefde nNvbo AomKHEI ObiTe NOAKMKYEHBI K BHY-
TPEHHVMM MPUMOKEHUAM W cucTeMam noTpebutens obnadyHow cnyxbel, NMBO AOMKHLI BbITe NOOKMHOYEHbI K
ApyrMm obnayHeiM cepeBucam, paboTaowmmM B Apyron obnavyHon cpeae.
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[ETCTT e CTTTTTI [ (TPTTTTT
.

BHyTpeHHAS 3awumLleHHas ceTb 1

VPN-wnto3
MHTEepHeT
WHTepHeT
VPN-wnto3
VPN-wno3
BHyTpeHHAsA 3awmweHHas ceTb 2 BHyTpeHHsA 3awmweHHas cetb 3
KoHdhurypaums Host-to-Gateway KoHdurypauus Gateway-to-Gateway
(VPN) (VPN)

PucyHok 9 — Tunel koHurypauum ceter VPN

Ons co3panua ceten VPN ucnonb3aytoTeca pasnuyHble TexHornoruu, takue kak L2TP/IPsec n OpenVPN.
MyBnuyHeEIMKM NocTaBLMKam obnadHbix cnyxb, kak npasuno, NogaepXnBaKTcs O4WMH UMW HECKOMBKO TUMOB
ceten VPN.

14 MacwTabupyemMocTb 06navyHbIX BbIYUCNIEHUN

14.1 NMoaxopbl K obecnevyeHMio MaclWTabupyemMocTn

B MOCT ISO/IEC 17788 oaHUMW U3 KITKOYEBbIX XapaKkTepUCTUK 0BMayHbIX BbIMMCNEHUI ABNATCS OMHA-
MUYHas aganTUBHOCTE M MacwTabupyeMocTs. [JMHaMUiHasa aganTUBHOCTE M MacliTabupyemMocTb onuckiBa-
HOTCS Kak OTNUYUTENbHblIE 0COBEHHOCTU 06naYHbIX BLIYMCNEHWIA, KOTOpbIe NO3BONAT BLICTPO U afanTUBHO
perynupoBaTk U3NYeCcKMe UMK BUPTYanbHble PECYpChl, B HEKOTOPLIX Cly4Yasx asToMaTUYecku, Ansa onepa-
TUBHOTO YBENUYeHWsa UMK YMeHbLLeHUs o6beMa pecypcoB.

ANanTMBHOCTb — 9TO CNocoBbHOCTL 0BnayYHbIX CepBUCOB NOACTPanBaTLCA NOA U3MeHeHUs paboyen Ha-
rPY3K1 NOCPEACTBOM BbIAEMNEHWUs W yaaneHus pecypcoB (0OblYHO B aBTOMAaTMYECKOM pexume) Tak, YToObl
UMELLMECS pecypchbl MaKCUManbHO TOYHO COOTBETCTBOBANM TeKyllel noTpebHocTu B pecypcax. MacwTtabu-
pPYEMOCTb — 3TO CNOCOBHOCTL 06NaYHbIX CEPBUCOB YBENUUYUBATL UMW YMeHbLIaTs 06bEeM pecypcoB, Bbigens-
embix Ans o6paboTku onpegeneHHon pabodei Harpysku.

MacwTtabupyemocTs pasfgenserca Ha Ase GonblUMe KaTeropun: ropMsoHTanbHoe MacliTabupoBaHmue u
BepTUKanbHoe MacluTabuposaHue.
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lopu3oHTansHoe macliTabupoBaHue. B 37Ol KaTeropMmM HECKOINbKO pecypcOB MCMONb3yHTCHA napan-
nensbHOo, NPUYeM KONMWYECTBO NapanmnernbHO MCNOoMb3yeMblX PECYPCOB MEHAEeTCHa AN nogaepxaHua Heobxo-
aumoro obbema pecypcoB. B kadecTBe BbIYMCNIUTENBHLIX PECYPCOB UCMOMb3YETCA HECKONBKO KOMMOHEHTOB
(dbunsudeckne komneioTepbl, BM, koHTelHepbl). B kauecTBe pecypCoB XpaHEeHUs OaHHbIX UCMOMb3yeTcsa He-
CKOMbKO YCTPOWCTB XpaHeHWUs1 (HECKONbKO HakonuTenewr). B kayecTBe CeTeBLIX PECYPCOB WUCMOMNb3yeTcsl He-
CKOMBKO CeTewn.

BepTtukansHoe macwtabuposaHue. B aTon kateropmm o6beM OTAENbHOMO pecypca MeHsieTcs Ans nog-
gepxaHusa Heobxogumoro obbema pecypcoB. [ns BblMUCIMTENbHBIX PECYPCOB 3TO O3HA4YaeT W3MEeHeHue
KornuuyecTea MpoLeccopoB unu obbemMa onepaTtuBHOW NaMsATW OaHHOro pecypca. [ns pecypcoB XpaHeHWUs!
OaHHbIX 3TO 03Ha4YaeT U3MeHeHue obbemMa ycTpoicTBa (HakonuTens BonbLIeln UN MeHbLIEed eMKOCTH) UMK
M3MeHeHWe CKOPOCTU onepaunin YTeHusa/3anncu, JOCTYNHOW Ha pecypce. [1ns ceTeBbIX pecypcoB 3TO 03HaYa-
€T Nepexos Ha ceTb ¢ Bonbluer UM MeHbLUEr NPONYCKHOMW CNOCOGHOCTLIO.

BepTtukansHoe MaciutabupoBaHue, Kak NpaBuno, NpoLLe ¢ TOHKM 3peHns pabodeit Harpyskm U KOHCTPYK-
uum pewenns. OgHako BepTHMKanbHOe maclTabupoBaHWe MMeeT CBOW OrpaHUYeHWUs, NMOCKOMbKY OTAENbHbIE
dusnyeckKne BLIYUCTIUTENBHEBIE PECYPChHI UMEKT OMpeneneHHbIn NMMMUAT B OTHOLLEHWW KONMUYeCTBa OOCTYMHbIX
NPOLLECCOPOB M MakcUMarnsHoro oébema gOCTYNHOW ONepaTUBHOW NaMaTW. BupTyanuaauus ogHOM BbIYMCTIK-
TEeNbHOW Harpy3kyM Ha HEeCKOMbKUX (PU3NYECKUX BLIMUCIUTENLHBLIX pecypcax He ABnseTcsa uenecoobpasHoi,
NO3TOMY NUMMWTBLI (PU3NHECKUX BbIYMCIIUTENbHBIX PECYPCOB HanNpsAMYyH OrpaHU4yMBat0T BO3MOXHOCTb BEPTU-
KarbHOW MacwTabupyeMoCcT KOMNLIOTEPHBIX BbIYWCIIEHMIA, AOCTYNHOW Ansi obnadHbix cepBmcos. YTo kaca-
€TCA pPecypCoB XpaHeHWsA OaHHbIX, TO OTAEeNbHble YCTPONCTBA XPaHeHUA MMEKT OrpaHuUYeHns no emKoCTH,
O0HaKO BUPTyanuanpoBaHHble 0bnayHble CEPBUCKHI XPaHEHUWSA OAHHBLIX MOTYT UCMOMNb30BaTh HECKOMBKO hU3K-
UYECKUX PECYPCOB XpaHEHWUSA OaHHbIX, HO BOCMPMHMMATL UX Kak eQuHbIA pecypc, YTo obecneymBaeT WMpokKue
BO3MOXHOCTU OMS YBENWYEHUS BEPTUKANbLHOW MacwTabupyemoctu. [1na ceTeBbiX pecypcor oaHa duande-
CKas ceTb MMEET OrpaHnyYeHnsi Mo NPoNycKHOM cnocobHOCTM. BUpPTyanuanpoBaHHbIA CETEBOW CEPBUC MOXKET
MCMONb30BaTb HECKOMbKO NapannenbHbiX CEeTEBbIX PECYPCOB, YTO obecneynBaeT WMPOKUE BO3MOXHOCTU AN
YBEMUYEHWS] BePTUKANbHON MacliTabupyemocTu.

lopu3oHTansHoe mMacluTabupoBaHWe, KOr4a HeCKONMbKO 3K3eMMMsApOB pecypca MCMomnb3yrTcs napan-
nensHo, obbIYHO TpebyeT, YTobkbl paboyas Harpy3ka U pelleHne UMeNU KOHCTPYKLMKD, KOoTopas crneLmansHo
ajanTupoBaHa onga 3Toro Tuna mMacwTtabupoeanua. [ns peweHus npobnem, CBA3aHHbLIX C TOPU30HTaNbHbIM
mMaclwTabupoBaHUeEM, MCMOMb3YIOTCA cneuuansHble MeTogbl. B cnyyae ¢ pecypcamu XpaHeHWsi BUpTyanuaa-
Lus 6a30BbIX PECYPCOB XPaHEeHUs] AaHHbIX MOXET CKPbITb HanW4Yne HEeCKOMbKMX hU3NYEeCKMX YCTPOMUCTB Xpa-
HeHWUsl. TEM HEe MeHee Takou BUPTYanu3upOBaHHbLIA Pecypc XpaHeHUs faHHbIX BCe PaBHO MOXET packpbiBaTb
XapakTepucTuku 6asoBbIX (PU3MYECKUX PECYPCOB, TAKME KAk OrpaHWYeHue Ha pasmep OTAenbHbiX (rannos
Unn o0BLEKTOB, NMOCKONBKY MOXET CMyYUTBLCH Tak, YTO Takue OOLEeKTbl XpaHEeHUs AaHHbIX HE MOryT OXBaThl-
BaTb HECKOMNbLKO (hM3NYECKUX YCTPOMCTR. [py NPOEKTUPOBAHUUN KOHCTPYKLUW PeLLleHWid, NpeaycMaTpuBatoLLL X
MCMNOMb30BaHWE FOPU3OHTaNbHOIO MaclTabMpoBaHUs, Takue orpaHWYeHus y4uTbiBakTcs. [opu3oHTanbHoe
maclTabupoBaHUe CeTeBbIX PeCypcoB MoApasyMeBaeT, YTO KOHCTPYKLUS peLleHUs UCMOMb3YeT HeCKONbKO
OTAENbHbIX COeQUHEHWI Yepes pasNnyHble JOCTYMHbIe ceTeBble pecypcbl. OQHAKO BUPTYanNM3nMPOBaHHbIN ce-
TEBOW CEPBUC MOXET MPO3pavyHO UCMNOMNb30BaTbh HECKOMLKO BA30BLIX CETEBLIX PECYPCOB, YTO YCTPAHSET He-
0bxooMMocCTb B HENOCPEACTBEHHOM y4YeTe 3TOro hakTopa B KOHCTPYKLUW peLleHus.

lopu3oHTansHOE MacliTabupoBaHWe BbIYUCTIMTENLHbLIX PECYPCOB LUMPOKO UCMNONb3yeTcsa B cdepe ob-
NaYyHbIX BbIYMCMNEHWUIA NO TOW NPUYUHE, YTO BUPTYanU3MpoBaTh rpaHuLlbl BIYUCIIMTENbHLIX PECYPCOB HEBO3-
MOXHO C TeXHU4eCKOW TOYKKM 3peHus. fopu3oHTanbHoe MacllTabrupoBaHue BbIMMCIUTENbHBIX PeCcypCcoB NoA-
pasymeBaerT, YTO HECKOMbKO 3K3eMMNIISPoB JaHHOMO MporpaMMHOro KOMMOHEHTA BbIMOSHAKTCA napannensHo,
a NocTynawLlas Harpya3ka pacnpefensercss Mexay 3TUMU 3K3eMnnapamu. Takas KOHCTPYKUUSA OTKPLITO Ae-
MOHCTPUPYET OrpaHUYeHns No BbIYUCNIUTENBHLIM pecypcaM (KONnMYecTBO NMpoLEeccopoB M 06bem onepaTtue-
HOW namsaTKn), No3ToMy BbIBOp genaeTcs B Nonb3y NoAxona K NPpOEKTMPOBaHuMID, B paMkax kotoporo MO pas-
JenseTcs Ha oTAerNbHble KOMMOHEHThI, BbIMOSIHAEMble B OTAENbHbIX Npoueccax. 3TO No3BOMAET YMEHbLUWTb
KONMWYecTBO NPOoLeccopoB U 0ObeM onepaTUBHOW NaMATU, HEODXOOMMOW ANA KaXO0ro KOMMNoHeHTa. B Takux
noaxogax K NpoOeKTUPOBaHMWID, KakK Co3[aHue apxXUTeKTypbl MUKPOCEPBUCOB, CNeluanbHO YYMTbIBAETCS 3TOT
acnekT ropu3oHTanbHoOro MacwtabnpoBaHus.

14.2 MapannenbHbie 3K3eMNNAPLI U 6anaHCUPOBKA Harpy3Ku

Ecnu npn ncnonb3oBaHNWM ropU30HTaNbLHOIO MaCLIJTaﬁl/IDOBaHMH BbIHMCNNTENBHBLIX PECYpPCOB HECKOMNBKO
napannenbHbIX 3K3eMnnAapoB nporpaMmMHOro KOMnoHeHTa OGD&GE{THBGIOT BXOoOALllKe 3anpocChkl, BO3HUKaKT
onpepgeneHHbie HDOGREMH, C KOTOPbLIMW OOIMXEH CrnpaBUTbLCA NMPOEKT pelleHnA.
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OcHoBHasa npobnema 3akn4aercs B TOM, YTO BXOAALME 3anpockl, MNOCTynawLwMe B OnpeaeneHHbIN
NPOrpaMMHbIA KOMMNOHEHT, AOMMKHBLI PacnpefenATbcs Mexay BCEMU IK3eMnnapamMm 3TOro MPOrpamMmMHOro KOM-
noHeHTa. llormyeckn 4aHHyH CUTYaLIMI0 MOXHO paccMaTpuBaTk Kak 06paboTky MOTOKa 3anpocoB, HanpaBneH-
HbIX Ha onpedeneHHY0 KOHEYHYHO TOYKY cepBuca (dpopmanbsHO 3Ta KOHeYHasa Tovka MMeeT ceTeBol agpec, Ha
KOTOPBIA M ONpaBnsAlTCA 3anpockl). HeckonbKo napannentHbIX 3K3eMMAapoB NPOrpamMMHOr0 KOMMOHEHTa,
peanuayloLwmnx cepBuc, UMEeKT CBOK COBCTBEHHYID (HACTHYHO) KOHEYHYIO TOUKY, KawAas M3 KOTOPbIX UMeeT
CBOW CETEBOW agpec u kombuHaumnw nopToB. KOMNOHEHT, KOTOPLIA Ha3biBaeTca 6anaHCUPOBLLMKOM Harpy3ku,
ncnone3yetcs ANs YNpPaBneHns KOHEeYHOW TOYKOW cepBuca M HanpaBneHus Ka4oro BXoAsLero 3anpoca B
0AWH 13 NapannenbHbIX 3K3eMNNApoB.

BanaHcupoBLLMK Harpy3ku MOAKMIOYaeTCs K KOHEYHOW Tovke cepsuca 1 o6pabartkiBaeT Bce BxoasdLwme
3anpockl. banaHcUpOBLUMK Harpysku BeOeT CMWMCOK BCEX 3K3eMMISIPOB COOTBETCTBYIOLEro MporpaMmHOro
koMmnoHeHTa. [pn aToM GanaHcMpoBLUMKY Harpy3kn OomkeH OblTb M3BECTEH aapec KOHEYHOW TOYKM WM NOpPT
Kagoro akzemnnapa. Kaxabiv BXogAawWiA 3anpoc HanpaenseTcd Ha oAWH U3 3K3eMMsipoB MPOrpaMmHOro
koMmnoHeHTa. BeiGop aksemnnsapa Ans BXOAALEro 3anpoca onpeenseTcs anropuTMOM Avcnetdepusauum
(anropuTmbl gucneTyepusaumMm MoryT ObiTb PasnuyHbIMK).

lMpuMepom MpoOCTOro anropuTMa Aucnetryepusauunmn ABRsSieTcA LMKNUMYeckun anropuTtm (round-robin),
Korga Kaxabld U3 3K3eMNNApoB MCNonb3yeTcs No ovYepenu, a anroputM CTpeMWTCs OTNpaBuUTe OAMHaKOBOe
KONMWUYeCcTBO 3anpocoB Ha Bce 3k3eMnnsapbl. OQHOW M3 pasHOBWAHOCTEN 3TOMO anropuTMa sIBMAeTCH LMKIW-
Yeckuin B3BelLeHHbIW anropuTtm (weighted round-robin), korga kaxaomy M3 3K3eMNMsApPOB NPUCBaUBAETCS Be-
COBOW KOA(hhMLMEHT, OT KOTOPOro 3aBMCUT KONMMHYECTBO NepegaBaemblX eMy ak3emnnsapoB. bonee crnoxHbin
anropvT™M gucnetdyepusauun ceasad ¢ pabovein Harpyskorn. OH paboTaer no NpUHUWMNY HEBLIMOMHEHHBIX 3a-
npocos.. lNpu aTom BanaHCUPOBLUMKY HArpy3ku SOMKHC BbiTh M3BECTHO KOMWYECTBO 3anpoCcoB, KOTOpLIe eLle
obpabaTbiBaloTcs KaxabiM 3K3eMNNSpoM, ¥ HOBble BXOASLUME 3anpockl JOMKHbI OTNPaBNATLCH Ha HavMeHee
3arpy»eHHbIN aK3eMnnsp.

BanaHcupoBLWK Harpy3ku fomkeH obpabaTbiBaTe AUHAMWYECKOE KONMUYeCTBO ak3emnnsipos. MoryT 3a-
MycKaTbCA HOBbIE 3K3EMMMAPLI, a CYLLECTBYHOLLME MOTYT OCTAHABMMBATLCA. 3anyck U OCTaHOBKA MOTYT Bbl-
NMOMHATBECA B Liensax nogaepxaHusa macwtabupoBaHna n aganTMBHOCTU NMBO BcneacTBMe OTKasa aksemnnapa.

BanaHcupoBLMK Harpy3ku MoxeT BbiTb peanv3oBaH C MCNoOnb3oBaHWeM obpaTHoro nNpokcu-cepeepa,
KOTOPbI MOXET NPeAoCTaBNATb JONONMHUTENbHbBIE (DYHKUMOHAaNbHBIE BO3MOXKHOCTU, TaKNe Kak KellMpoBaHue
cTaTM4ecKoro KOHTeHTa, obpaboTka SSL (wudpoBanme/gewndpoBaHmue) 1 3awmuTa OT aTak.

14.3 AganTMBHOCTb U aBTOMaTu3aLuna

ApanTuBHOCTL npeactaenaeTr coboii noactpamBaHune obbema pecypcoB, UCNOMNb3yeMbIX KOHKPETHbLIM
KOMMOHEHTOM, K U3SMEHEHUAM paﬁoqeﬁ Harpya3ku Ha 3TOT KOMTMOHEHT. AfanTUBHOCTE MakCUMarnbHO SCbeEK-
TUBHO NpUMeHAEeTCA C NMOMOLBK MHCTPYMEHTOB aBTOMaTM3alWK, XOTA €€ MOXHO BbIMNONMHATE M B PYYHOM
pexume. BHE,EI,DEHME WHCTPYMEHTOB adanTUBHOCTU B PYHHOM peXxXume He CamMoe nydllee pelweHue, nocKonb-
Ky Tpe6yeTcs| NMOCTOAHHOE Hann4ue nepcoHana OnAa BbiNONMHEHWA paGoqu onepaumﬁ, 1, CKOpee BCero, atm
onepauunn 6yﬂ,yT BbINOJTHATLCA MeOneHHee.

ABTomaTuyeckas aganTMBHOCTb nogpasymeBaet NOCTOSAHHBIN MOHUTOPWHI COOTBETCTBYHOLUMUX KOMIMO-
HEHTOB Ha npegmMmeT UCNOoNb30BaHUA UX PeCypCOB UHCTPYMEHTaMWn adanTUBHOCTW. MHCprMeHTb! agantume-
HOCTHU COSJ'IIO,E[BFOT npaeuna, ceBA3aHHble C MCNOJIb30BaHWMEM pecCypCOoB, Takum O6p830M, 4YTO, eClin Ncnonb-
30BaHMe peCypCOB npeBbILLaEeT HEKOTOPbIE 3aaHHble YPOBHWU, NpeanpuHMMaloTcA 0encTeMa no YBENMUHEHUNID
BblENEeHHbIX pecypCoB, a eClii UCnonb3oBaHWe pecypCcoB NMadaeT HWXKe HEeKOTOPbIX 3aaHHbIX ypoaHePl,
npeanpuHUMarTCcH 0encTeMa no YMEHbLUEeHWIO BblAerNneHHbIX peCypCoB.

rlpaBVIJ'Ia peryrnmpoBkmM afanTtMBHOCTW OOIMKHbI YHUTbBIBATE TOT CbaKT, YTO OAnA BblAeneHua 1 yoaneHuAd
pecypcos TpeﬁyETCﬂ BpemMs. 370 0coBEHHO Ba)XHO npwv BblAENTeHW JONONTHUTENbHbIX PeCyYpCOB, NMOCKOIbBKY CYy-
LecTByeT BEPOATHOCTb TOMo, 4TO TEKYyLLMe pecypcChl 6y,ELyT MNONMHOCTbH M3pacXo4oBaHbl 40 NOJTYYEHUA HOBbIX.

14.4 MacwTabupoBaHue 6a3bl aHHbIX

MacwTabupoBaHne 6asbl AaHHbLIX SBNSETCA BaXKHLIM AcnekToM 0bnayvHbIX BblducneHuin. MacwTtabupo-
BaHue 6a3bl JaHHLIX BbINOMHSAETCS Kak B OTHOLLIEHUW (DU3MYeCcKoro pasMepa 6asbl AaHHbIX, Tak U B OTHOLIEHUU
CKOPOCTW BLINOMHEHWS ONepaLMii (3anpocoB U 0BHOBNEHWIA).

PacnpocTpaHeHHbIM NOAXOAOM, UCMOMb3yeMbIM AN MacluTabupoBaHua 6a3 AaHHbIX, ABNSAETCA TOT UMK
WHOI BML rOPU30HTaNLHOIO MacluTabupoBaHUs C UCNONb3IOBAHUEM HECKONbKUX BM 1 HeCKOMbKMX YCTPOMCTB
XpaHeHusa ana ogHon Gasbl gaHHbIx. OcHoBHasi npobrnema npy MCMoNbL30BaHUKM TOPU30OHTaNbLHOM MacluTa-
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bupyemocTin 3aknioyaeTca B HeobxoanmocTu obecnevyeHns TOYHOW CUHXPOHW3aLUK HECKOMbKUX PecypcoB B
OTHOLUEHWMW OpYT Apyra.

OfHWM M3 NOAX0A0B K CUHXPOHM3ALMKM pecypCcoB ABMAETCA pa3feneHue, Unv cerMeHTUpoBaHue, basbl
OaHHbIX, Tak YTOOb! paanuyHblie rpynnbl 3annceil 6a3bl JaHHLIX XpaHUNUChL U 0bpabaTeiBanuck pasHbIMU pe-
cypcamu. Bxogsuive zanpockl pazgensioTca U NepefarTesl KaxXOA0MY COOTBETCTBYHLLEMY pecypcy, a pe3ynb-
TaThbl, NOMY4YEHHbIE OT KaXKAOT0 pecypca, 06beqMHAITCA nepen OTNpaBKoi OTBETA Ha 3anpoc.

[pyron nogxon K CUHXPOHU3aUWN PecypCOB 3aKMNi4YaeTcd B MCMOMNb30BaHWUKM TEXHOMOrMK KracTepu3sa-
LuK, KoTopan pacnonaraet pecypcbl NobnmM3ocTu gpyr oT gpyra (C TOYKM 3peHUsi CKopocTy obMeHa AaHHbIMK
MeXIy pecypcamu) WU No3BOMSET OCYLLUECTBMATL YNpaBNeHUe C MOMOLLLI MOHUTOpa rmobanbHbIX TpaH3ak-
LWIA, KOTOPLIA CTPEMUTCA NOAOEPXKMBATE COrMacoOBaHHOCTE MeEXAY pa3nuYHbIMU pecypcamMu. 3Tu ABa Noja-
xofa obecnedynBaloT Tak Ha3biBAEMYKO CTPOryH COrMacOBaHHOCTb MeXAY paznMyHbIMK pecypcaMu: KMUEHT,
MCMNONb3YLWKMA Taky 6a3y gaHHbIX, BCerga nony4yaet OAWH M TOT Ke pe3ynbTaT He3aBMCKUMO OT TOro, Kakue
pecypcbl ucnonbayTes ans obpaboTtku 3anpoca. CTporasi cornacoBaHHOCTbL Heobxoanma ansi TpaH3akuUoH-
HbIX MPUNOXKEHUA — ANS HUX YNOPAAOYEHNE TPaH3aKLUMIA ABNAETCA BaXHbIM YCIOBUEM.

[na obnayHbIX BBIMMCIEHWA CYLLecTByeT MpUHLUMNUMANbLHO OPYrol nogxon K macwtabupoaHuio 6a3
OaHHbIX. 3TOT NOAXOA WCMOMNb3yeT KOHLUEMNUWK OKOHYaTeNbHOW COrMacoBaHHOCTM, KOTOpas MOXEeT npumMe-
HATBLCA ANS He TPaH3aKUMOHHLIX TUMOB NPUMOXEeHUR. B Takux cnydyaax pennuku B6asbl JaHHBIX XpPaHATCS B
HEeCKONMbKMX MecTax M 0OHOBNEHUs BbIMOMNHAKTCA HEe3aBUCUMO ANA KaXO0W U3 Penmnunk, 4To MOXeT NpuBecTH
K BO3HUKHOBEHWIO pPasnuyMii Mexny COLEepKUMbIM PENWK B TeYeHWe ONpefeneHHoro nepuoga BpeEMeHu, a
Takke K KOHNUKTY oB6HoBneHuin. MpruHUMN OKOHYaTeNbHOW COrMacoBaHHOCTM MCMOMb3YEeTCH B OTAEMbHbIX
Bazax gaHHbix NoSQL, Takmx kak oTKpeiTast 6asa gaHHbix CouchDB.

15 Be3zonacHocTb U 06LWMe TeXHONOrMn o6nayvHbIX BbIMUCIIEHNIA

15.1 O6LwWMe nonoxeHns

BezonacHocTb sIBNAETCS KNHOYEBLIM acnekToM BCEX cUcTeM obnauvHbix BbluucneHwi. BesonacHocTb
BKMYaeT B ceba Habop cpencTB KOHTPOMNs, KOTOopble 06nafakoT yHKUMOHANBHBIMU BO3MOXKHOCTSAMKU s
yCTpaHeHUs1 pasnuuHblix puckoB. OnKMcaHHble 30eck CpencTBa KOHTPONSA SBNAKTCA 0BWMMKW B TOM CMbICIE,
UTO OHWM MOTYT MPUMEHSATLCS U K HeobnayHbiM cucteMam. OcobeHHOCTU X NPUMEHEHKUS B 0BMadHbIX BblYMC-
NeHunsax npueedeHbl B 15.2.

15.2 MexceTeBble 3KpaHbI

MexceTeBOM 3KpaH — 3TO KOMMOHEHT CUCTEMbI CETEBOM BE30MacHOCTU, KOTOPbLIA OTCNEXNBAET U KOH-
TPONMpYeT BXOOALUNA U UCXOOAWMNA ceTEBON Tpadhuk, pa3speluasi unu drnokupysa onpefeneHHbIA Tpaduk Ha
ocHoBe Habopa npasun bezonacHocTu. Llens MexceTeBoro skpaHa — co3gatb bapbep Mexay JOBEpPEeHHbLIMU
3alUWLEHHBIMU U KOHTPONUPYEMbLIMA BHYTPEHHUMW CETAMMU WU HEHaOeXHbIMU BHELIHUMMW CETAMMK, MO CYTH,
npegoTBpallas HeCaHKUMOHUPOBAHHbLIA N HEKOHTPONUPYEMbIW JOCTYN K BHYTPEHHWUM CEeTAM.

B koHTekcTe obnadHbiX BbIYMCIEHWA YacTo BbIBAET Tak, YTO HEHaAAEXHbIMU BHELUHMMU CETAMMU ABNA-
I0TCH CeTb MHTEPHET Unu ApYyrve ceTu gocTyna k obnadvHeiM cpegam (cMm. 13.2). [JloBepeHHble 3allMLeHHbIe
CETU — 3TO CETU, UCNOMb3yeMble ANns BHYTPMOOnaYHblX ceTeBbIX NogKoYeHun (cm. 13.3).

MoTtpebuTens obrnaqHoi crnyxbbl MOXeT pa3BepHyTb B 06nadyHon cpege cobctBeHHoe MO mexceTeBoro
3KpaHa, MCnomnb3ya COOTBETCTBYOLWWIA obnayHelii cepBuc laaS. 3T1oT BapuaHT adhdekTnseH, ecnv notpebu-
Tens obnaqHoi crnyxbbl xenaeT ncnonb3oBath onpegeneHHoe MO MexceTeBoro akpaHa nubo ecnu noTpebn-
Tenw HeobXxoauM JeTanbHbl KOHTPOMb KOHhUrypaLmMm MeXceTeBoro akpaHa.

OpHako Gonee pacnpocTpaHeHHas cUTyauusl 3aknioyaeTcs B TOM, YTO MEXCEeTeBble 3KpaHbl npeno-
CTaBnsATCS nocTaBLyMkom obnaqHon cnyxbbl B KadectBe obnayHoro cepBuca B pamkax obnavyHon cpegbl.
MexceTeBble 3KkpaHbl, NpegocTaBnaemMble NocTaBlMKkoM obnadyHoi cnyx6Bbl, MOryT ObiTh Kak annapaTHbIMU,
Tak v NporpaMmMHbIMK, M OKOHYaTeNbHOe peLleHue OCTaeTCs 3a NOCTaBLLMKOM.

MexceTeBble 3KpaHbl 0ObIYHO YCTaHaBMMBAOTCA Ha BCEX KOHEYHbIX TOYKax, Yepe3 KOTopble NMpPOXOasT
NOAKIMIOYEHUA U3 BHELWHWUX CeTEN K BHYTPEHHUM CETAM.

YUto kacaeTcs npuknagHbix obnadHbiX CepBMCOB, MOCTaBLUMK 06naqYHoi cny0bbl, kak npasuno, Nnpeao-
cTaBnseT PyHKLMOHANbHbIE BO3MOXHOCTW MEXCETEBOIO 3KpaHa Kak 4acTbk obrnadHoro cepsuca.

15.3 3awmTa KOHEeYHbIX TOYeK

Vicnonb3oBaHue obnadHbix CepBucoe 00bIYHO npegnonaraet, 4YTO I'IOTQE6MTEJ11:| obnavyHown Cﬂy)KGbl ae-
NaeT 04HY W HEeCKONbKO KOHEYHbIX TOYEeK KaxXaoro peweHunsa B KavecTBe BUOUMbBbIX U3BHE. Kaxpaa Takas
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nybnuyHas KoHeYHas TOYKA HYXOAETCHA B 3aliuMTe, KoTopas obblYHO NPEefoCcTaBnseTcs kak YacTb obnadyHoro
cepBuca. 3awuTa, Kak npasuno, Bkrw4aeT B cebs:

- MEXCEeTeBble 3KpaHhbl;

- 3alMTy OT pacnpefeneHHbIX atak Tuna «oTkas B obcnyxuesanun» (DDoS);

- CKaHMpoBaHWe YsI3BUMOCTEN.

15.4 YnpaBneHue ngeHTudmMKaumMen U goCcTynom nons3oBaTtenemn

KoHTponb goctyna k pecypcamM 06naqHbiX BbIYMCAEHUA — 3TO BaXkHas (PyHKLMOHaIbHAs BO3MOXKHOCTb
4N nobbix 0BnayHbiX BelYUCNEeHU. 3a0eicTBOBaHHEBIE pecypchl BKNoYaloT B cebs He Tonbko camun obnauy-
Hble CEpPBUCHI, HO U KOMMOHEHTLI NoTpebuTena obnayHoi cnybbl, TakMe Kak NpUNOKeHUs, JaHHbIe U CepBu-
Chl, pa3BepHyTble B 06MaYHbIX cepBuUcax.

Camun obnadHble cepBUCbl 0OLIYHO MPenoCTaBnATCH NOCTABLUMKOM 06nayvyHon cryxObl ¢ BO3MOXHO-
CTblO YNpaBneHus ngeHTudukaunein n goctynom. [ns opyrux pecypcos pyHKLMOHaNbHbIE BO3MOXHOCTH A5
yrnpaeneHvs ngeHtudmrkaumnen u 4octynom obbIMHO NPenocTaBnstoTcs B Buae obnadyHoro cepeuca, npegna-
raemMoro nocTaBLLMKOM oBrnayHoi cnyx6el. OQuH 1 TOT e 0BnayHblil CePBUC YNpaBneHUsa uaeHTudukaumnen
N 0OCTYNOM 3a4acTylo MOXET MCMOMNb30BaTLCA Kak ANs camux obnayHbliX CepBUCOB, Tak M ANA PecypcoB no-
TpebuTtensa obnayvyHomn cnyxosbil.

K yncny byHKUMOHaNbHbIX BO3MOXHOCTEN, KOTOPbIE CrnedyeT yuuTbiBaTk Npu Bolibope obnavyHoro cepsu-
ca ynpasneHus uaeHTumKkaumen n JOCTYNnom, OTHOCATCS:

- noAafepKka nepefoBbiX METOAOB ayTeHTUdMKauum, BKoYas GMOMETPUHECKYID U MHOFO(aKTOPHYH
ayTeHTUUKaLMIO;

- NMoAfepKKa MHTerpauumn NnokansHbIX BO3MOXHOCTEN YNpaBneHnsa uaeHTugukaumein n goctynom ¢ ob-
TNayvyHbIM CEPBUCOM;

- nogfepXka cuctemMbl eguHoro Bxoga (SSO);

- noaaepka AeTanbHOW aBToOpU3aLuu.

15.5 lncpoBaHue gaHHbIX

WndpoBaHue gaHHLIX SABMSAETCA BaXHOW OYHKUMER ana obecnedeHnss KOHPUOEHUNANLHOCTU U 3aLln-
Thl. B 0BnayvHbiX BEIMUCNEHUAX AAHHBIE MOTYT WWGPOBATLCSA NMPU UX XpaHEHUN U NepeMeLLeHnI.

WndpoBaHue gaHHbBIX JONMKHO OCYLWECTBNATLCSA C NPUMEHEHUEM 3alUMLLEHHBIX NPOTOKONOB, B KOTOPbIX
WMCMNONb3YITCA KpunTorpauyeckne MexaHnambl, onpegensemMble HauWoHanbHbIMW OOKYMEHTaMKM Mo CTaH-
naptusaumm Poccuiickon @egepauun, Takme kak TLS 1.2/TLS 1.3 (cm. [6], [7]) nnn IPSec (cm. [8], [9]). PyHK-
LMOHanNbHbIE BO3MOXHOCTW LUMGPOBAHMNA MOTYT BbITh NpeaocTaBneHsl 0brnayHbIMU CepBUCaMMU.

WndpoBaHue gaHHbLIX MPU XpaHEHUM MOXET BLINONHATLCS NoTpebuTenemM obnayvHoi cnyx6el (Mnu npo-
rpaMMHbIM KOOOM, YCTAHOBMEHHLIM W ynpaBnsieMbiM notpebuTtenem), ogHako MHOrMe obrnadHble cepBUCHI
XpaHeHWA OaHHbIX Takke npegnaratoT BO3MOXHOCTh WKW POBaHMA XpaHAaLWencs MHdopmMauumn.

15.6 YnpaBneHue knw4amu

Mcnonb3oeaHue wudgpoBaHna obaszaTtensHO npeanonaraeT WCMNOMNb3OBaHWe Khwuverh WudpoBaHuUs.
YnpaBneHue Knovamu wungpoeaHma Heobxogumo aond obecneveHvs Hagnexalwein 6esonacHoctu. He crieny-
eT XpaHUTb KITHYM BMecTe C npunoxeHuem. B atom cnyyae, Hanpumep, 3rnoyMbIlLNEHHWUK CMOXET 3aBnafeTb
KOMWEN KMYen 1 NoNyYnTb AOCTYN K 3alMpOBaHHbIM OAaHHBIM.

DYHKUMOHANbHbIE BO3MOXHOCTH YNPaBneHns KiyamMy 4acTo NpefocTaBnAwTCH B Buae obnadvHbix cep-
BWCOB ANS WMHTErpauvMy ¢ pecypcamu, KOTopble MoryT BbiTb caMu 0bnadHbIMKM cepBMCcamMu UM pecypcamu,
pa3BepHyTbIMKU NOTpebuTenem obnadyHon cnyxbbl B 0bravHbix cepeucax. ObnavHble cepBUCHl NO ynpaene-
HWIO KMOYaMW 4acTo OCHOBaHbl HA UCMOMbL30BaHWM NOCTABLLUMKOM 00nadHoi cnyx6bl annapartHbiX Moaynein
BezonacHocTu Ana obecnevyeHUs HafexKHOW 3aLlnThl KMoYen WudpoBaHWs, KOTOPLIMUM OHU ynpasnstoT. He-
KoTOpble 0bradHble CepBUCHI YNPAaBEHUs KITHYaMM caMn FreHEPUPYIOT U XPaHAT KMoYuM, B TO BPEMSA Kak apy-
rme NogOepXMBalOT KOHUENUUKD co3daHus cobeTBeHHbIX kroden (BYOK), B pamkax kotopow notpeburtens
obnavHoi cnyBbl MOXET reHepvpoBaTh HeobxoguMMble KIKYM U nepenaBaTtb ux obnayHomy cepsucy OnA
XpPaHEeHUs W UCMOMb30BaHUA. 3TY KOHLEMNUMK MOXHO 3(PEKTUBHO UCMONbL30BaTh NpW pa3BepThiBAHUA He-
CKONbKMx 0bnakos, korga TpeboBaHua K LWIMGPOBAHMIO pAcNpPOCTPAHATCA Ha HECKONBKO PasnU4YHbIX obnay-
HbIX CEPBUCOB. [pUMEPOM MOXET CNYXWUTb CUTyauWs, KOraa penrnvka HekoTopbIX 3allindpoBaHHbIX AaHHbIX
XpaHuTcsa B 0bnadyHom cepBuUCe, KOTOPLIA OTNKMYaeTCsa OT MCXOQHOro obnavyHoro cepeuca (BO3MOXHO, Y OpYro-
ro nocTtasLUMKa 0BnavyHom cnyxobbi).
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YOK 006.034:004.056.5:006.354 OKC 35.210

KntoueBkie crnoea: 0bnayHble BelHMCNeHus, BUPTYyalnbHble MalUWUHbI, KOHTePIHprE, BUPTYarnn3npoBaHHbIE CETH,
KOHTENHEPHbLIE CJ'Iy)KGbI, CUCTEMDBI XPaHEeHWA daHHbIX

46

Pa3zpaboTka anekTpoHHOWN Bepcun - nopTan GostExpert.ru 52 /54
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-70860-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67324
https://gostexpert.ru/gost/gost-70860-2023?utm_source=pdf&utm_medium=67324&utm_term=page

Pepaktop E.B. Aky6oea
TexHuyeckuin pegaktop B.H. lNpycakosa
Koppektop M.B. EyyHas
KomneloTepHas BepcTka E.A. KoHdpawoaol

CpaHo 8 Habop 24.08.2023. [MognucaHo B nedats 04.09.2023. dopmart 60x%84%. [apHutypa Apuan.
Yecn. ney. n. 6,05, Y4.-u3g. n. 5,51.

MoAroToBMNEHO Ha OCHOBE 3MEKTPOHHOWM BEPCUM, MPEeAoCcTaBNeHHon paspaboTynkom ctaHgapTa

CoszpgaHo B eguMHM4HOM ucnonHeHun B IBY «MHCTUTYT cTaHgapTraaumu»
ANs KOMNNeKkToBaHua PegepansHOro MHopMaunoHHoro ooHaa cTaHaapToB,
117418 Mockea, Haxumosckuii np-1, 4. 31, k. 2.
www.gostinfo.ru info@gostinfo.ru

Pa3zpaboTka anekTpoHHON Bepcun - nopTan GostExpert.ru 53/54
Crpanuua ookymeHTa - https://GostExpert.ru/gost/gost-70860-2023



https://gostexpert.ru?utm_source=pdf&utm_medium=67324
https://gostexpert.ru/gost/gost-70860-2023?utm_source=pdf&utm_medium=67324&utm_term=page

Pa3spaboTka anekTpoHHOW Bepcumn - nopTan GostExpert.ru 54 /54
CTpaHnua LOKYMeHTa -


http://www.tcpdf.org
https://gostexpert.ru?utm_source=pdf&utm_medium=67324
https://gostexpert.ru/gost/gost-70860-2023?utm_source=pdf&utm_medium=67324&utm_term=page

